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Disclaimer

The material presented in titayPoinUs er 6 s Gui de i s f oFirstaaner al
Corporationdoes not represent or warrant that thithie only information available or the only
information that should be considered when deciding to implement an electronic payment
processing solutiorkirst Data Corporatioshall not be held liable for any losses caused by
reliance on the accuracy, fahility or timeliness of this information. Portions of such

information may not be useful or applicable to an entity's particular circumstance. Any person or
entity that relies on any information obtained from this Guide does so at his or her own risk.

Revision History

Date PayPoint Section Updates
Release
5/10/2007 2.0 Posting Files/ Consumer | Added Posting Files and Consumer
Payments Management | Payments Management sections.
7/6/2007 2.0.1 All Updated PayPoint to registered
trademark.
7/24/2007 2.0.2 Manage Users Updated Payment User to only Mak
Payment option.
8/21/2007 2.1 Search Screen Add Auth Code to Main Search
(Searching by Screen
Application)
8/21/2007 2.1 Manage Users Updated that User Search includes
(Search for a User User ID(email address) and User
Account) Description (Name).
8/21/2007 2.1 Search Screen Added new section on convenience
(Convenience Fee fees.PayPointsupportonvenience
Models) fees
8/21/2007 2.1 New Payment Added introduction section that
PayPointanstore data about
payments made, authorized, and
settled outside dPayPointTheseare
considered Third Party payments an
consist of Cash, POS, and ACH
Credit.
8/21/2007 2.1 New Payment Added that Card Swipe and also
(Credit Card Payment international addresses are now
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Date PayPoint Section Updates
Release
Detail) supported. This address support is
dependent on the payment processc
8/21/2007 2.1 New Payment Added that international addresses ¢
(eCheck Payment Detail)| now supported. This addresspport
is dependent on the payment
processor.
8/21/2007 2.1 New Payment Added that Card Swipe and also
(PINless Debit Payment | international addresses are now
Detail) supported. This address support is
dependent on the payment processc
8/21/2007 2.1 Reports The section was rewritten to docume
the newPayPointreporting system
8/21/2007 2.1 Reports Added description for new report,
(Payment Response Tim¢ Payment Response Time Summary
Summary)
8/21/2007 2.1 Reports Changed reports to also display the
(User Listing and Security Site Name, Agency Name, and
Summary) Application Name for each user on t
report.
10/4/2007 2.1 Manage Users Deleted separate User Manager role
(Roles) the User Manager right can be adde
to any specific user regardless of rol
Added Posting Files Access to the
Administrator Role.
8/11/2008 2.2 2.0 How to Login Updated screen shots for PayPoint ?
(Log in Screen)
(Change Password)
3.0 Basic Site Nagation
8/11/2008 2.2 4.0 Manage Users Added the following Roles:
(Roles) Administrator with Consumer
Payments
Chargeback Only User
Consumer Payment Mgmt Only Use
Updated Roles Matrix with these
roles.
Version 2.6.0 Page i June 20, 2011
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Date PayPoint Section Updates
Release
8/11/2008 2.2 5.0 Search Screen Updated screen shot for PayPoint 2
(Searching by
Application)
8/11/2008 2.2 5.0 Search Screen Added notes that Begin Date defaull
(Searching by to current date minus one and End
Application) date defaults to current date.
8/11/2008 2.2 5.0 Search Screen Added new option: Save as Default
(Searching by Search.
Application)
8/11/2008 2.2 5.0 Search Screen Added the following fields:
(Payment Details) Response Time(Seconds)
Origin Flags
Settlement Ref Code 1
Settlement reCode 2
Auth Code
8/11/2008 2.2 6.0 New Payment Deleted Third Party Payments
(ACHCredit, POS, and Cash from
Make Payment Option). Third Party
Payments are only available through
Batch.
8/11/2008 2.2 6.0 New Payment Added shipping address (optional).
(Credit Card Payment
Detail)
(E-CheckPayment Detail)
(PINless Debit Payment
Detail)
8/11/2008 2.2 7.0 Reports AddedReport Format: Select from
(Transaction Summary | one of the following formats: pdf, cs
Repor) xls, xml or html.
(Transaction Detail
Repor}
(PaymenSummary
Repor}
(Payment Response
Summary Repojt
(Audit Summary Repoyt
(Security Summary
Version 2.6.0 Page iii June 20, 2011
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Date PayPoint Section Updates

Release
Repor)
(User Listing Repojt

8/11/2008 2.2 7.0 Report.s . AddedNote: You can only run the
(Transaction Detail Transaction Detail Repofotr a total
Repon) 31 day (floating) period.

8/11/2008 22 7.0 .Reports Updated Screen Shot showing the
(Print/ Export Reports) selected Report Format.

8/11/2008 2.2 9.0 Reglstratlpn . Added feature to search for expired
(Search Registrations) registrations.

11/06/2008 2.2 Hotfix 2 | 6.0 New Payment Added new feature on how to
(Creating Dynamic Fields dynamically create the Reference
and Validations for Field for Make Payment.

Reference Field)

11/06/2008 2.2 Hotfix 2| 9.0 Registra’Fions. Added new feature to create

(Create Registrations) Registrations using the PayPoint
Administration Site.

11/06/2008 2.2 Hotfix 4 | 6.0 New Payment Documented Validation Rules for
(Validation Rules for New New Payment
Payment)

11/06/2008 2.2 Hotfix 4 | 5.0 Search Screen Added Feature to Export Payment
(ExportingSearch Search Results into Excel.

Results)

11/06/2008 2.2 Hotfix 5 | 9.0 Registrations Documented Validation Rules for
(Validation Rules for New Creating Registrations
Payment)

11/06/2008 2.2 Hotfix 5| 7.0 Reports Added New Report Grouped by Use
(Transaction Detail (User| ID
ID Breakout) Includes feature to report by user id

user ids and also display reference
field.

11/06/2008 2.2 Hotfix 5| 7.0 Reports Added new feature to report by user,
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Date PayPoint Section Updates
Release
(Transaction Detail) or user ids and also display referenc
field.
11/06/2008 2.2 Hotfix 5 | 4.0 Manage Users Added two new roles:
(Roles) Payment & Research with Audit Report
and Refund
Payment & Research & Audit Repor
11/06/2008 2.2Hotfix 5 | 7.0 Reports Added examples of all the reports
3/9/2009 2.3 3.0 Basic Site Navigation Replaced the Main Menu Screen Sh
3/9/2009 2.3 3.0 Basic Site Navigation Updated Menu Bar and Menu
Selections
3/9/2009 2.3 4.0 Manage Users Updated RoleMatrix to include User
Manager only Role.
3/9/2009 2.3 5.0 Sea.rch Screen Added options on how to search by
(Seqrchl_ng by Site, Agency, or Application
Application)
3/9/2009 2.3 5.0 Search Screen Re-ordered Fields to match Search
Screen.
3/9/2009 2.3 5.0Search Screen Added QuickSet Date Range Option
3/9/2009 2.3 5.0 Search Scrgen Added the following fields to Payme
(Payment Details) Details: IP Address, User ID, Est.
Settlement Submission. Added
PostDatedPayment to Origin Flags.
3/9/2009 2.3 6.0Neyv Paymgnt Added Note that Purchase Order ha
(Entering Credit Card limit of 25 characters.
Payment Detall).
3/9/2009 2.3 6.0 N?W Payment Added Authorization Medium as
(Entering ECh?Ck Required Field.
Payment Detail).
Version 2.6.0 Page v June 20, 2011
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Date PayPoint Section Updates

Release
3/9/2009 2.3 9.0 Reglstrat_lons ) Added business rules for searching
(Search Registrations) registrations.
3/9/2009 2.3 9.0 Registrations. Added Section on how to make a
(MakePayment with payment using registered accounts.
Registration)
3/9/2009 2.3 9.0 Regllstratlor?s | Added section on Managing Expired
(Ma”ag'“g Explred:redlt Credit Card Registrations.
Card Registrations)
3/9/2009 2.3 13.0 Exceptions Manage Added new Section for Exceptions
Manager
4/1/2009 2.3 4.0 Manage Users Added access to specific reports by
role.
6/29/2009 2.4 2.0 How to Login Replaced Login Screen Shot
6/29/2009 2.4 3.0 Basic Site Navigation Replaced the Main Menu Screen Sh
8/4/2009 24 4.0 Manage Users Rewrote this section based on the n
screens for Create and Edit User.
Also added thé&ull ApplicationList
link for users with access to more th
five applications.
8/4/2009 24 4.0 Mar.lage U§ers Documented the existing PayPoint
(PayPoint Login and Policy
Password Policy)
8/4/2009 2.4 4.0 Manage User§ Added new section.
(Saving and Sharing
Searches)
8/4/2009 2.4 5.0 Sea.rch Screen Added notes that you can enter
(Seqrchl_ng by multiple transaction IDs, payment
Application) IDs, or confirmation numbers
separated by commas up to 300
characters.
Version 2.6.0 Page vi June 20, 2011
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Date PayPoint Section Updates

Release
8/4/2009 2.4 5.0 Search Screen Updated Screen Shots
(Searching by
Application)
8/4/2009 2.4 5.0 Search Screen Added section oifeleCheck Non
(E-Check Payment Faceto-Face (NFTF) €Check
Processor Details) Payment Processor Requests
10/23/2009 2.4 Hotfix 5 | 4.0 Manage Users You must enter at least three
(Roles) characters for the user search.
10/23/2009 2.4 Hotfix 5 | 4.0 Manage Users Added new User Roliaquiry and
(Roles) Settlement and Admin Report User
10/23/2009 2.4 Hotfix 6 | 2.0 How to Login Updated Screen Shot and Instructio
(Change Password) for changingpassword.
10/23/2009 2.4 Hotfix 6 | 4.0 Manage Users UpdatedDocumentation of
(Roles) Registration RightgSearch, View,
Create, Update, Delet&r the
following roles:Administrator,
Administrator with Consumer
PaymentsPayment & Research
Payment &Research with Audit Report,
RefundPayment & Research & Audit
Report, and Payment & Reseaich
No Refund or Chargeback
10/23/2009 2.4 Hotfix 6 | 4.0 Manage Users Added Recurring Payment Schedule
(Roles) (Search, View, Create, Update,
Delete)for the following roles:
Administrator, Administrator with
Consumer PaymentBayment &
ResearchPayment & Research with
Audit Report, RefundPayment &
Research & Audit Report, and
Payment & ReseardhNo Refund or
Chargeback
10/23/2009 2.4 Hotfix 6 | 4.0 Manage Users Deleted reference to User Manager
(Roles) Role. This does not affect the User
Version 2.6.0 Page vii June 20, 2011
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Date PayPoint Section Updates
Release

Manager profile option.

10/23/2009 2.4 Hotfix 6 | 5.0 Search Screen Added the following:
When searching over date ranges, t
following limitations exist:

1 ShowPayments 32 days

1 Show Summary 65 days.

Added Sel ect iSe
Post Dat e0 t odatede
payments.

Updated Main Search Screen Shot.

10/23/2009 2.4 Hotfix 6 | 9.0 Registrations
(Create Registrations
(eCheck))

Authorization Medium isiow a
required field.

Updated Screen Shots with
Authorization Medium.

10/23/2009 2.4 Hotfix 6 | 9.0 Registrations paysupport@fdgs.comaddress has
been changed to

(Managing Expired Credil paysupport@firstdata.com

Card Registrations

10/23/2009 2.4 Hotfix 6 | 10.0 Recurring Schedule§ Updated Recurring Payments Detall
screen and details.

10/23/2009 2.4 Hotfix 6 | 10.0 Recurring Schedules Added sections on how to E@ihd
Delete Recurring Schedules

11/23/2009 2.4 Hotfix 6 | 4.0 Manage Users Updatednquiry and Settlement and
Admin Report User to also include
(Roles) access to Posting Files
5/13/2010 | 2.4 Hotfix 8 | 4.0 Manage Users Updated Password Rules to:
(PayPoint Login and Passwords must be at least 8
Password Policy) characters long and must contain

letters and at least one number and
may contain special characters.
Numbers may not be at the beginnir;
or end of the password.

5/13/2010 | 2.4 Hotfix 8 | 7.0 Reports Added functionality toSearch by the
Payment Post Dateto the following
reports:

Version 2.6.0 Page viii June 20, 2011
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Release
1 Transaction Detail
1 Transaction Summary
1 Payment Summary
1 eCheck Reports
5/13/2010 2.5 5.0 Search Screen Implemented in PayPoint 2.4 Hotfix
(Searching by butdocumented in User Guide as pe
Application) of PayPoint 2.5 guide updates:
When the current
transactions are being searched, the
criteria will use the current time
minus two minutes.
5/13/2010 2.5 5.0 Search Screen Changed Title from
(Searching by Searching by Application to
Application) Searching by Site, Agency, or
Application
5/13/2010 2.5 5.0 Search Screen Updated Amount Description to sho
(Searching by Site, negative amount searches.
Agency, or Application)
5/13/2010 2.5 5.0 Searclscreen Updated screen shot to results grid
(Search Results) showing hover details.
5/13/2010 2.5 5.0 Search Screen Updated Screen Shot and field
(Payment Detalils) definitions that the ID for Payment
Source ofConsumer Web with
Enroliment is now th&serID of the
Consumer Payments User
5/13/2010 2.5 5.0 Search Screen Added Section, 0
(TeleCheck NoffFaceto- | Faceto-Face (NFTF) Responses anc
Face (NFTF) €Check Merchant Resol ut
Payment Processor
Requests)
5/13/2010 2.5 7.0 Reports Updated Screen Shots of Transactic
Detail, Transaction Summary,
Payment Summary because of the
addition of Payment Origin Option
and added Instructions for Selecting
Payment Origin
5/13/2010 2.5 7.0 Reports Updated Screen Shot and added
Version 2.6.0 Page ix June 20, 2011
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(Audit Summary Report) | description for Audit Summary
because Individual Action Selections
were added to Criteria.
5/13/2010 2.5 8.0 Settlement History | A d d elidyou efiter Settlement ID,
(Search Settlements) the search will ignore the date range
et ered. 0O
5/13/2010 2.5 8.0 Settlement History | Added Application name and ID.
(Search Settlements
Results)
5/13/2010 2.5 9.0 Registrations Added the ability to click on Export
(Export Registration Results link on Registration Search
Search Results) Results to create csv file.
5/13/2010 2.5 9.0 Registrations Added, 60éand al so
(Managing Expired Crediial r eady expired
Card Registrations)
5/13/2010 2.5 10.0 Recurring Payments Added Section, A
Fields and Validations fdReference
Field. o
5/13/2010 2.5 10.0 Recurring Payments Added Section, 0
Fields and Validations fdrReference
Field. o
5/13/2010 2.5 6.0 New Payment Updated Screen Shots and Instructi
for Entering Credit Card, eCheck, ar
Debit Card Payments
5/13/2010 2.5 4.0 Manage Users Reformatted section and added Billi
(Roles) Report
5/14/2010 2.5 9.0 Registrations Updated Screen Shots for Create
(Create Registrations) Registrations for Credit Card, eChec
and PINless Debit.
5/19/2010 2.5 6.0 New Payment Added Name on Account as Require
(Enter eCheck Payment | Field
Detail)
(Validation Rules Specifi¢ Updated Requirement for Account
to eCheck Transactions) | Number:The minimum length must be
and must be numeric.
5/19/2010 2.5 6.0 New Payment Updated Name on Account as
(Enter Credit Card Optional Field
Payment Detail)
Version 2.6.0 Page x June 20, 2011
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(Validation Rules Specific
to Credit Card
Transactions)
5/19/2010 2.5 6.0 New Payment Updated Name on Account as
(Enter Debit Card Optional Field
Payment Detail)
(Validation Rules Specific
to Debit Card
Transactions)
5/19/2010 2.5 9.0 Registrations AddedName on Account as Require
(Validation Rules Field
Specific to eCheck
Transactions) Updated Requirement for Account
Number:The minimum length must be
and must be numeric.
5/19/2010 2.5 9.0 Registrations Updated Name on Account as
(Validation Rules Optional Fietl
Specific to Credit Card
Transactions)
5/19/2010 2.5 9.0 Registrations Updated Name on Account as
(Validation Rules Optional Field
Specific to Debit Card
Transactions)
8/18/2010 2.5 6.0 New Payment Updated Account Number entry to
(Entering eCheck fEnterat least fivedigits for the
Payment Detail) AccountNu mber . 0
9/23/2010 2.5 HF5 | 4.0 Manage Users De | e Numdbers nfay not be at the
(PayPoint Login and beginning or end of the passward.
Password Policy) from policy
9/23/2010 2.5 HF5 | 5.0 Search Screen For refunds that ar
(Refund(Void)) processedhrough BuyPas
using an expired cred
card, updated expiratio
dates will be need to b
provided before the refun
can be processed. Not
This does not apply t
Version 2.6.0 Page xi June 20, 2011
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payments processe
through TSYS Acquiring
(Vital).
6/10/201L 2.5. HF5 | 8.0 Settlement History Added Merchant ID tc
(Search Settlements) Settlement Search Criterié
6/10/2011 2.5. HF5 | 9.0 Registrations Added ability to enter o
(Search Registrations) edit the  Registratio
Lookup field.
6/10/2011 2.5. HF5 | 10.0Recurring Payments Added ability to search fo
(Recurring Payment Recurring Schedule Stat
Search) Any, Active, Disabled
Expired
6/10/2011 2.5. HF5 | 4.0 Manage Users Added new roles foConsumer
Payments Design Manager
Consumer Payments Design Data
Manager, and
Payments Design Enrollment Manag
6/10/2011 2.5. HF5 | General Updated all screen shots with First
Data Branding
6/10/2011 2.6 4.0 Manage Users Added Duplicate Payment Report to
all roles
6/10/2011 2.6 5.0 Search Screen Added recommendations related to
(Searching by Site, use of the postlate checkbox for
Agency, Application) payment searches.
6/10/2011 2.6 5.0 Search Screen Add Payment Portion dropdown to
(Searching by Site, Main Search Screen
Agency, Application)
6/10/2011 2.6 5.0 Search Screen Updated PayPoint Administration Si
(TeleCheck NoffFaceto- | messages with better descriptions.
Face (NFTF) Responses
and Merchant Resolution
6/10/2011 2.6 5.0 Search Screen Added:
(Refund (Void)) For refunds that are processed throt
BuyPass using an expired credit car
updated expiration dates will be nee
to be provided before the refund car
Version 2.6.0 Page xii June 20, 2011
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be processed. Note: This does not
apply to payments processed throug
TSYS Acquiring (Vital).
6/10/201L 2.6 7.0 Reports Removedtm| Report Format.
(Transaction Summary
Repon}
(Transaction Detall
Repon}
(PaymenSummary
Repor)
(Payment Response
Summary Repoyt
(Audit Summary Repoyt
(Security Summary
Repon}
(User Listing Repojt
(Billing Report)
6/10/2011 2.6 7.0 Reports Added option to also sele
(User Listing Report) by agency or application.
6/10/2011 2.6 7.0 Reports Added Third Party colum
(Billing Report) to report.
Added ability to Hide rows
with no data
6/10/2011 2.6 8.0 Settlemenitistory Added Merchant ID tc
(Search Settlements) search criteria
6/10/2011 2.6 9.0 Registrations Added RegistrationLooku
(Common Fields with field
Credit Card, Debit Card
and eCheck)
6/10/2011 2.6 10.0 Recurring Schedules Added State dropdown
(Any, Active, Disabled,
Expired).
Version 2.6.0 Page xiii June 20, 2011
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1.0 Introduction

PayPoinfacilitates commerce by enabling state governmental agencies entities to authorize
process, reconcile, and manage multiple electronic payment types (i.e. credit cards, debit cards,
and electronic checks/ Automated Clearing House (ACH) transfers) vidAlebisites, IVR,
POS/Kiosk, etc.PayPointacts as a bridge between the agency application and the financial
institutions that process payment transactions. Payment data is collected via multiple payment
channels from the citizen and submittedPayPoinfor reattime authorization.

PayPoints geared towards entities that process &dtPresent (CNP) transactions. In a Gard
Not-Present transaction, the governmental agency and the citizen are not in the same physical
location and the citizen typicallyses some form of electronic interface provided by the entity
such as a web site to input details of a credit cax@héck, or PINless Debit payment.

PayPoint Features and Benefits

Easy to learn and use, intuitive process and flow

Mitigates securityisk by eliminating multiple payment tools within multiple agencies
Provides enterprise wide payment integration

Simplifies and consolidates management policies and procedures
Consolidates payment reconciliation and reporting

Provides applicationonsistency

Contributes to cost savings

Centralizes payment processing support

Simplifies system upgrades

Provides secure sensitive payment data for individual applications
Integrates support for mixed platform environments

= =4 4 -4 48 4 4 -9 -5 -9 -9

PayPointSecurity
i Utilizes industry standard Advanced Encryption Standard (AES) for 128 bit encryption of
sensitive payment data

1 Compliant with card holder data security including:
o Visads CI SP
0 MasterCard Site Data Protection
0 American Express Data Security standards

1 Fully integrated usr roles based security

Version 2.6.0 Page 1 June 10, 2011
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Who Should Read This Manual

This manual is intended primarily for agency employees who have the need to administer,

research, fiscal manage and perform customer services, but can be used by anyone who needs to
know how to use #¢aPayPoinE n gi ne . Since this is a O0How Tobd
provide a solid understanding of what the application is designed to do, how it works, and how to

use it effectively.

The MyWay Insurance Example

Throughout this guide, we will reference a fictional insurance company, MyWay
= WO Insurance. This will allow you to see how the different features and functionality of
PayPointcan be integrated. For this example, MyWay Insurance has three different
divisionsor agencie$ Employers, Insurance Brokers, and Members. Each Agency has different
applications.

Eope Insurance

More information about MyWay Insurance will be described as we explain the different features
and functionality oPayPoint

MyWay
Insurance

Insurance
Brokers

Version 2.6.0 Page 2 June 10, 2011



PayPoint?Us er 6s Gui de F:.’ First Data.

Guide Overview

T h e UGuele corsists of thiellowing sections:
How to Login

Basic Site Navigation

Search Screen

New Payment

Settlement History

Registration Recurring Payments
Reports

Manage Users

Consumer Payments Management
Frequently Asked Questions

2.0 How to Login

PayPoints an Internet accessible application. To login to the application, open an Internet
browser session and enter the following address:
https://www.govone.com/epayadmin

= =4 4 4 -4 8 5 4 -2 -9

Before you can login tBayPoint you must have:

9 Valid Email Addressi In order to acced8ayPoint you will need your local
administrator to create a user account. Your email address serves as the account user id.
The account will determine the level of access you are allovitach PayPointand the
types of transactiongu can perform. You must use a valid email address because there
may be notifications emailed froRayPoint® this account.

1 Password- A password (also assigned by the System Administrator) enables you to
login. Once logged in for the first time, you may want to change your password to
something you can easily remember. Your password protects your email address (user
id) from unauthorized use. Passwords must be eight characters, be a combination of both
letters and numbers, and must not start or end with a number. They are case sensitive.
Keep your password confidential.

1 Preferred Time zonei PayPoinwill display the payment transactidimes in your time
zone.

Version 2.6.0 Page 3 June 10, 2011
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Log In Screen

The Log In screen is the first screen displayed after typing in the web site address. Entering your
email address and password correctly gives you accessRayReintsystem.
I FirstData.

PayPoint” Administration

Log In
* Enter Email Address:

* Enter Password:

Change Password m

* Indicates Required

£ 2004-2011 First Data Corporation, &ll Rights Reserved.
Privacy and Trademarks

To Log In:

1. Enter yourEmail Address and press the tab key to move to tiext field or move the
mouse to the next field.

2. Enter yourPasswordin the Password field. It will appear as asterisks (********) as you
type it.

Note: If this is the first time logging in, choose Change Passwoathdngeyour
password

Click on theSUBMIT button.

Note: If a password is entered incorrectly three timeghe following message is displayed
fiThe maximum number of failed login attempts has been reached. This account has been

automatically disabledd Contact your PayPoint Site Administrator to have the password
reset.

Version 2.6.0 Page 4 June 10, 2011
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Change Password

! FirstData.

PayPoint® Administration

Log In
Enter Email Address:

Enter Password:

New Password:

Confirm Password:

Cancel Change Password m

£ 2004-2011 First Data Corpaoration. All Rights Reserved,
Privacy and Trademarks

It is recommended that you change your password the first time you log in or anytime you feel
your password security has been jeopardiX¥edr site password policies may also require that
you change your password the first time you use the system.

To change password:

From theLog In screen, choosthe Change Passwordink.
Enter your Email Address.

Enter your Current Password.

Enter youNew Password

Re-enter your password to confirm.

Choose SUBMIT to complete the transaction

ok wbh Pk

Note: Passwords must be at least one letter or number. There are no set rules enforced by
PayPoint relating to the minimum and maximum length and the conterg pafisword.

Numbers, letters and special characters are allowed.

It is highly recommended that passwords selected be strong passwords, containing numbers,
letters and special characters.
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Choose Time zone

When you initially sign in, you must seleawr time zonePayPointwill then display payment
transaction dates and times in this time zone.

Choose Timezone

* Choose Timezone: |Eastern Daylight Time

Atlantic Daylight Time
Atlantic Standard Time |

Eastern Davlight Time
Eastern Standard Time
Central Daylight Time
Central Standard Time
Mountain Daylight Time
Mountain Standard Time
Facific Daylight Time
Pacific Standard Time
Alaska Daylight Time
Alaska Standard Time
Hawaii Daylight Time
Hawaii Standard Time
Samoa Standard Time

First C
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3.0 Basic Site Navigation

After you log in to théPayPointsite, e Main Menu screen can be accessed from anywhere in
the system by choosing Main Menu from the Menu Bar at the top of the screen. The Main Menu
Screercontainssix areas

Site Logo

Site Title
Menu Bar
Search Screen
Time Zone

I FirstData.
PayPoint® Administration

Search Clear Search

Application: | |

Sawved Searches:

= =4 4 -4 A

My Way Insurance

Quick Set
Begin Date (From): |09/25/2010 ™ Payment Type: | Any v|
End Date (To): [0s/29/2010 ™ Status: | Any v
[]search by Payment Post Date Payment Portion: |A""r' V|

Confirmation Number: | Account (Last 4 Digits): |

Transaction ID: | | Auth Code: | |
Payment ID: | | Amount: | |
%
User ID :| | Name:| |
Reference: |
ACH Return Cndes:| | u
D Include Exception Criteria
[ save as Default Search Show Summary Show Payments
Timezone: Eastern Davlight Time *wildeard {*) may be used.

Note: Your PayPoint Site Administrator , who created your account, has the ability to
assign roles. The roles determine the available options for each user. If you do not have
access to a role, the menu choice will not be displayédore information about roles will be
discussedn the Manage Users section of this guide.
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Site Logo

PayPointallows you to brand youPayPointAdministrationsite using your logo or image. To
display your company logo or image, you would need to provide a fully qualified link to your
image via a publicly available URL reference. This image will appear on the left side of Site
Header for every page in yoBayRint Administrationsite. The recommended format is jpg or
gi f . | f vy o u PayRomtiah be ltcanfig@redat to tigplgyaany logo.

If you wish to display a logo,our logo or
image must be publicly available on a web site ﬂ_l
within the interet. To locate the fully qualified || Genesl
link, using Internet Explorer to a web site wher
your logo is visible, right click on the image on
your home site and click on Properties. Next tc
the Address (URL) will be the fully qualified

paypaintiogo.jpg

URL to use W|th yOUPayPOim Administration Protocol; HuperText Transfer Protocol with Privacy

site For additional help with this, your web Type: gelliage

master or administrator should be able to helg[[ jjaes  ftes//epay 'gwmme':t'm@
Pt

you locate this information. Since yoRayPoint || .. _ 510 botes

Administration sitewill be a secure webite Dimensions: 181 s 58 pissls

(https), it is highly recommended to locate a
logo that is part of a secure site. If you use a
logo from a nonsecure http: site, some browsers
may prompt your customers if they want to
display secure and nonsecure content. This may
be confusing to them. If yogelect a logo from
a secure site, then your customers will not see this message.

Created: 41942007
b adified: 4/19/2007

[ QK l [ Cancel

Security Information

items.

ri‘l Thiz page contains both zecure and nongecure
i

Do you want to display the nonsecure items?

[ es H No ] [ More Info
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Site Title

Like the logo,PayPointcan be configured to display your company name. This is documented in

your boarding documents.

Menu Bar

The Menu Bar is accessible from all screens and allows you to go to the specific function by

clicking on the title.

m New Payment

Reports

Search Registrations
Application: Recurring Payment Schedules
Saved Searches: Settlement

Search

Posting Files

Consumer Payments Management

User Management

Help

Search Merchant Guide
Application: About
Menu/Option Submenu Description
Options
Your Home Option which takes you to the home page associated wit
Site yourimplementation. This is documented in your boardin
documents.
Search Option which returns you to the Search Screen.

Search Results

If you have Payment Search Results, there will be a
dropdown option to also return to Payment Search Resul

New Payment

Option which dows the user to enter a New Payment
manually and have it process throwRgyPoint

Research Menu listing Reports, Registrations, Recurring Payment
Schedules, Settlement, and Posting Files.
Reports Takes you to the Repamenu screen, which allows you to
create or view reports.
Version 2.6.0 Page 9 June 10, 2011
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Menu/Option Submenu Description
Options
Registrations | Allows the user to search and view registration informatic
Recurring Allows the user to view, enable and disable a recurring
Payment payment schedule.
Schedules
Settlement Shows history of daily settlement activity.
Posting Files | Download your posting file by FTP or through this option
the Site.

Admin Menu listing Consumer Payments Management and Use
Management

Consumer Create, design, andanage the Consumer Payments IVR

Payments Web interface.

Management

User Account administrative screen. Allows you to new create

Management | accounts, reset disable accounts, change password, ass
roles, and grant application rights.

Help Menu listing HelpMerchant Guide, and About Informatior

Help Opens a new window with t
presented in Adobe format. This Guide provides help for
navigating and understanding the screens.

Merchant Opens a new window with the PayPoint Merchant

Guide Integration Guide presented in Adobe format. The merch
guide provides details on how to integrate your applicatig
within the PayPoint system.

About Displays the PayPoint and AccessNet versions.

Logoff Option which logs you out of the PayPoint application. T
keep others from utilizing your PayPoint account from yo
terminal, you should make a habit of logging off PayPoint
when you are done performing your work. Closing your
browser will log you dfas well.
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4.0 Manage Users

PayPointAdministrators are designated by the agency. Ideally, there should be a primary

administrator and a backup. These administrators have access to all user access capabilities.

These functions include the following:

i Add a User

i Search for a Current User

M Edit User Access

1 Change Passwords

i Delete a User

Logins and passwords created by PayPoint Admingssatust follow the PayPoint login and

password policy.

PayPoint Login and Password Policy

The PayPoint login and password policy is listed below:

Item

PayPoint Policy

Login

The Login must be in valid email format@x.xxx.
Except for the email format, there are no length restrictions.

Password Rules

Passwords must be at least 8 characters long and must contain le
and at least one number and may contain special characters.
Note: It is highly recommended that passwords selected be stron
passwords, containing numbers, letters and special characters

User Lockout

Three failed attempts will lockout the user. The user may-be re
enabled by the PayPoint Administrator assigned to your organiza

Password Expiration

Passwords expire every 30 days from initial login.

Force Password

The usemay not change their password to any of the last five

Rotation passwords that they have used.
Session Inactivity There is a systefwide session timeout of twenty minutes.
Time-out

PayPoint Generated
Password Rules

When you select the option for PayPoint to generate a password,
result is created by a random character generator, with a length o
least eight, contains at least one letter and one number and uses

following characters:
QWERTYUIOPASDFGHJKLZXCVBNMqgwertyuiopasdfghjklzxcvbnm123456
78901#$"N&*+-
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Access Rights

Access rights are a combination of Application, Role, and User Manager Permissions. They
determine the level of access allowed witRayPointand the types of transactions that can be
performed. These rights are determined during the account setup. If you need to change your
account access, contact y&ayPointSite Administrator.

Roles

Roles determine which screens are displayed and wbeggses can be perform. Agency rights
determine the agencies to which you have access.

Role Description

Administrator The Administrator role gives access to all of the following
functions of the agencies or applications equal to or below tt
in thehierarchy.

Administrator with The Administrator role gives access to all of the functions of
Consumer Payments | agencies or applications equal to or below them in the hiera
and also includes the Consumer Payments Management To

Chargeback Only User | The Chargeback Only role has the ability to run reports, sea
settlements and payments and issue chargebacks, but not

refunds.
Consumer Payment The Consumer Payment Mgmt Only role has the ability to
Mgmt Only User access the Conmser Payments Management toolkit only.
Consumer Payments | The Consumer Payments Design Manager role has the abili
Design Manager access the Consumer Payments Design toolkit only.
Consumer Payments | The Consumer PaymerimtaManager role has the ability to
Data Manager access the Consumer Payments Data Management toolkit g

The Consumer PaymeriEnrolimentManager role has the
ability to access Consumer Payments Enrollment Managem
and Payment Seches only.

Consumer Payments
Enrollment Manager

Inquiry Only User The Inquiry role allows the user access to the Search screer
the screens linked with these screens. There are no Payme
Refund, or Chargeback access allowed.

Inquiry Only With The Inquiry Only with Settlement role allows the user acces
Settlement the Search screens, the Settlement screens, and the screen
linked with these screens. There are no Payment, Refund, (
Chargeback access allowed.

Inquiry and Settlement | The Inquiry Only with Settlement role allows the user acces
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Role

Description

and Admin Report
User

the Search screens, the Settlement screens, and the screen
linked with these screens. There are no Payment, Refund, (
Chargeback access allowed.

Payment & Research

The Payment & Resarch role allows the user the capability tc
Make Payments, Research, Refund, and Chargeback.

Payment & Research
with Audit Report and
Refund

The Payment & Research With Audit Report and Refund rol
allows the user the capability to Make Payments, Resgarc
Refund, and Chargeback.

Payment & Research
& Audit Report

The Payment & Research &Audit Report Role allows the ust
the capability to Make Payments and perform Research.

Payment & Researchi

No Refund or
Chargeback

The Payment & Researth
No Refunds or Chargeback role allows the user the capabilit
Make Payments and perform Research.

Payment User The Payment User role has t
Paymentd functionality of t
logs in, they willonlyseé he o6 Make Paymen

Reports User The Reports User role has 4

ONLY. They are allowed to create and run reports.

Research User

The Research User role allows the user to search the transe

usi ng t hfenctionSveew thecpaydnent information and
the transaction information
6Chargebackd, and create an

Note: Any Specific Users can also be assigneder ManageRight in addition to the roles

listed aboveAdministrator Users who are also User Managers may create other users with any
roles. Noradministrator Users who are also User Managers may only create users that are the
same role as themselves.
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Below is a roles matrix for the different typesRdyPointusers. YouPayPointadministrator
will determines which roles will be used in your implementation.

Administrator

Administrator
with Consumer
Payments

Chargeback
Only User

Consumer
Payment Mgmt
Only User

Consumer
Payments
Design
Manager

Consumer
Payments
Design Data
Manager

Payments
Design
Enrollment
Manager

Inquiry Only

Inquiry Only
With
Settlement

Inquiry and
Settlement and
Admin Report
User

Payment &
Research

Payment &
Research &
Audit Report

Payment &
Research i No
Refund or
Chargeback

Payment &
Research with
Audit Report
and Refund

Payment User

Version 2.6.0
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Report User 2 *
Research User | X X | X 2 X X *
* Manage User Rightscalsob e added to any role by enabl

Profile Screen.

1 These roles provide access to the following reports:

T

= =4 4 4 48 8 5 92 -2

2 These roles provide access to the following reports:

T

= =4 4 A

3 These roles provide access to the following reports:

T

= =4 4 -4 4

Transaction Summary

Transaction Detail

Transaction Detail (User ID Breal4t)
Payment Type Summary

Audit Summary Report

User Listing Report

Security Summary Report

Payment Response Type Summary
Billing Report

Duplicate Payment Report

Transaction Summary
TransactiorDetail

Transaction Detail (User ID Breakout)
Payment Type Summary

Duplicate Payment Report

Audit Summary Report

Transaction Summary

Transaction Detail

Transaction Detail (User ID Breakout)
Paymen Type Summary

Duplicate Payment Report
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Creating Users

Create User m

* Email Address:

* Name:

* Change Password:
Generate

* Role: | Administrator w
Options: | [T ser Manager

[IMust Change Password on Mext Login
[ Account Disabled

* Applications: ! m Add All
[Sove |

To add a new user:
1. From the Main Menu, chooggmin.

ChooseJser Managementfrom the dropdown options.

Choose Create User.

Enter the new Usero6s Email Address.

Enter the users first and lddame

ChooseGenerateto have a randomly generated password assigned to the user.
-or-
Manually enter an assigned Password inGhange Passwordield.

Sel ect Rokee user o6s

8. SelectUser Manager,if appropriatei This grants the user administrativetaarity. This
allows the user to create new accounts with the same access rights, reset passwords and
reactive a Disabled Account.

9. Must Change Password on Next Logiri If selected, the users will be prompted to
change their password the next time theyriog

10. Select theSite, Agency oApplications to which the user will have acceSkck Add for
each entry.

11. SelectSaveto update the system and make the entry active.

o hr W

~
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Search for a User Account
Use search to quickly locate a current user account.

To search for a user account:
1. From the Main Menu, choo$¢anage Users

Users
Search for User:

Wildcard (*) may be used, as long as your search contains at least 3 characters before the wildcard.

2. In theSearch for Userfield, enter the Email Address Name The search criteria is
checked against the User (eMail Address) and User Description (Name of User)

3. Usef * as a wildcard to help locate accounts. For example, BSmith* would return
BSmith@aol.com, BSmith@hotmail.com, ef@u must enter at least three characters
for the search.

4. Click on the user to view details of the account.

5. If the User has access to morarifour Applications assigned-ull Application Listlink
will be displayed. Click on the link to expand and collapse the detailed application list.

users
Search for User: myway m

Wildcard (*) may be used, as long as your search contains at least 3 characters before the wildcard.

User Role Applications Delete
admin@myway.com Administrator Full Application List O

MyWay Insurance, Insurance Brokers,
Marketing Packets
nodental@myway.com | Payment & Research No Refund or Chargeback AU LTSRS, LR TE Brokers, O
Membership Fees
MyWay Insurance, Insurance Brokers,
Training

Version 2.6.0 Page 17 June 10, 2011



PayPoint?Us er 6s Gui de Fd First Data.

Edit User

This screen allows user information to be updated by anyone who has User Manager access.
Changes are entered and take effect immediately upon saving.

Edit User [sove | conce |

* Email Address: | admin@myway.com

* Name: || Admin User

Change Password: | | [Jchange Password

* Role: || Administrator v

Options: | [v]User Manager
[ nust Change Password on Next Login
[ Account Disabled

* Applications: ' m Add All

I Dental [REMOVE]

| HealthCare [REMOVE]

I Life Insurance [REMOVE]

W Insurance Brokers [REMOVE]
Wl Members [REMOVE]

[sove | concer

To change user access:
1. Locate the user account.
2. From the Edit User screen, make the required changes
Options included:
a. NameiChange usero6s first and | ast name
Change Password Change password if lost or forgotten
Rolesi Update user Role
UserManageriChange wuser6s right to manage ac
Account Disable’ Use to suspend a user account
f. Applications i Update user Applications
Note: You cannot update an email address. To enge an email address, delete the current
account and create a new one.

©® oo o
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Change User Password

Change User Password is used to create a new
be reset or displayed.

To change user passwords
1. Locate thauser account.
2. Click on the users to view details of the account.
3. CheckChange Passwordo manage the password.
4. ChooseGeneratehave a randomly generated password assigned to the user.

Tor-
Manually enter specific passworfbr the user.
5. Must Change Pasword on NextLogini | f sel ected, the usero6s w

change their password the next time they login.
6. UnselectAccount Disabledif the account has been locked out.

Delete User

This screen allows the capability to delete a user fPayPoint The account will be completely
removed from the system. If the user requires access again, the account must be recreated.

Note: To temporarily suspend user access to an account, select the ID and choose Account
Disable checkbox from the Edit screen.

Users
Search for User: myway w

Wildcard (*) may be used, as long as your search contains at least 3 characters before the wildcard.

User Role Applications

admin@myway.com Administrator Full Application List

MyWay Insurance, Insurance Brokers,
Marketing Packets
nodental@myway.com | Payment & Research No Refund or Chargeback AU TSR R, LTI TR Brokers,
Membership Fees
MyWavy Insurance, Insurance Brokers,
Training

To Delete a User

1. Locate the user using search or by paging through the user screens.
2. Select the Delete checkbox to the right of the user, andsteatDelete
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5.0 Search Screen

In this section, we will discuss:
0 Searching by application
0 SearchResults
o Refund
o Chargeback

Searching by Site, Agency, or Application

In general, users performing searches should utilize one or more of the search options to help
target their data. Two of the best fields to use together are Application and Reference, combining
these fields creates a unique identifier, which locates art sa@ord immediately. Adding the

Start and End dates limits the number of records that are searched, and speeds up your request.
The Application field is set up as a hierarchy; Site is level one, Agency is level two, and
Application is level three. lalmost every case, you will search at the Application level.

The Search screen provides the capability to search the database for payment information.

When searching over date ranges, the following limitations exist:
1 Show Payments 32 days
1 Show Summary 65 days.

When the current Search Clear Search
dayos transact“';?"cﬂi:ﬁs are =
Saved Searches:
being searched, the
. . . Quick Set
Cnterla WI” use the Begin Date (From): 03/28/2010 | Payment Type: | Any
Current t|me m|nus End Date (To): gg/23/2010 3 Status: | any
tWO mlnutes [ search by Payment Post Date Payment Portion: | any .
Confirmation Number: Account (Last 4 Digits):
Note: The more fields T s Auth Code:
used, the faster and Payment ID: Amount:
more accurate the User 10" Name:
Reference:
reSUItS- ACH Return Codes: u

O1nclude Exception Criteria

[Jsave as Default Search Show Summary Show Payments
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To search for a transaction:

1. SelectSite, Agency, or Applicationi Displaysthe site, agency arttie applications

the user is authorized to access. Devers License Renewal

There are two methods to select an application. The first is to use the Browse Option

to select the site or agenor application.

The second method is to enter any letter or number or combination of letters or
numbers into the Application Field. This will list the applications that match by
wildcard. You can then click on the application you wish to select.

Note: This Application Selection Method is used in Main Search and New Payment options.

2. Enter Begin Daté Use the calendar to select the begin date or type in the date.
Entering the date and month provides current year information. Exandps® will

locae t hi s year d6s information.

Note: The Begin Date defaults to the current date minus one day.

You can also use Quick Set option that provides a shortcut to select your Begin and

End Date
Quick Set
Begin Date (From): 06/09/z011 Today

Yesterday
End Date (To): oe/10/2011 Current Week

Last Week
Search t Current Month

Last Month

3. Enter End Datei Use the calendar to select the end date or type in the date. .

Entering the date and month provides current year information. Exandps® will

|l ocate this yearo6s i nformatdi

Note: The End Date defaults to the current date
Sel ect nSeaeerndh Py tPaat eod

on.

Here are some recommendations to enhance your payment searches:

Type of Search Enable
Postdate
Payments made or Pesddted Payments executed during a date ra Yes
and any associated Refunds or eCheck returns or Chargebacks
Postdated Payments when they are initially saved in PayPoint No
eCheck Returns or Chargebacks received on a specific day or rg No
Refunds processed on a specific date or range No
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4. SelectPayment Typé Allows for the selection of the following payment types.
1 Any1 Will select all payments
1 Credit Card
1 eCheck
1 PINless Debit

5. SelectStatusi Allows for selection of the status of the payment.

Success

Pending

Cancelled (includes voids and refunds)

Declined

Settled

Chargeback

ECheck Returns

Error

6. Select Payment PortidnAllows for the selectiorof primary payments, convenience
fees or any payment.

7. Enter Confirmation Numberi This provides a direct search by the confirmation
number of the transaction. Thehole confirmation number must be usé&tu can
enter multiple confirmation numbers separated by commas up to 300 characters.

8. EnterTransaction ID' A Transaction ID is created at the time of the initial payment.
Transaction ID contains details such assaction status, account information used in
making the payment, and a history of payment actions. A Transaction will contain
one or more payment actions including the initial payment. Additional payment
actions may be found under the transaction IDh# following situations occur
against the original payment:

Credit Card
1 A convenience fee is associated with the primary payment
91 A full or partial Chargeback that is done against the original payment or
convenience fee
1 A full or partial refund thaprocesedagainst the original payment

= =4 =4 4 A4 -4 -5 2

1 A convenience fee is associated with the primary payment
1 A return or stop payment that is done against the original payment or
convenience fee
1 A return of a NorSufficient funds reversal of the original payment
1 Aninvalid account is identified after submission of the payment
You can enter multiple transaction IDs separated by commas up to 300 characters.
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9. EnterPayment IDi Each payment has a unique Payment ID. Payment ID contains
specific details on payment actiomgluding the amount, type of action and history
of settlement activities. Both Transaction ID and Payment ID are can be viewed in
the following places:
1 Posting Extract Files
1 Recurring Payment Failure-®ail Notification
i Various Reports
You can enter mtiple Payment IDs separated by commas up to 300 characters.

10. EnterUserID- Additional criteria to narrow down the resulitg userid.

11.EnterReference Allows for a search to be made using an application specific custom
identifier, such as ticket numbereih id, product id, etc., passed through the system
at the time of the payment. This number stays with the payment throughout the cycle
and is saved as part of the record in the database.

12.Enter ACH Return CodédsEnter or select the ACH Return Codes fourysearch.
Note: This only available to PayPoint Merchants who connect to the TeleCheck
NFTF (NonFaceto Face Platform).

13.EnterAccount (Last 4 Digits) This provides a direct search by the last four digits of
the credit card number or bank account. sTigturns all records with the same last
four digits. It may require additional research criteria.

14.Enter Auth Codei This provides a search by the Authorization Number used by
Credit Cards only.

15. EnterAmounti Additional search criteria to narrow down tie of transactions.

Amount Entry/ | Description

Example

<0.00 Returns all payment less than amount.
In this example, returns all negative amount payment actions (i.e. refur
voids, eCheck returns, negative reversals)

1 Returns all payments thiaegin with one dollar (i.e. 1.00 through 1.99)

1-2 Returns all payments 1.00 through 2.99

1.007 2.00 Returns all payments 1.00 and less than or equal to 2.00

> 1.00 Returns all payments greater than amount.

Note: You must include a space after @afore any sign (i.e. >, <) in the amount field.

16.Enter Namé Additional criteria to narrow down the list of transactions. This input
automatically attempts to find names that match as much of the name that is entered.
For example, if you enter Joltime system will return all payments start with John.
Not e: To search by first initial and | ac
and last name or just last name.

17.Showi Options for displaying the results.
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1 Search Results Shows details oévery transaction.
1 Search Summary Gives a count or dollar summary of all transactions based on
your search criteria.
18.Save as Default Searelllows a Search Criteria to beaSed This would be helpful
if you usually search payments based on one application, agency or site and you wish
to default to this setting. The default can be set for all fields.

Note: All fields are optional for the Default Search to be saved.

Begin andend Date| If you save dates as part of your default search, the search will
Default Save maintain a rolling date range relative to the saved dates. The
advantage is that you can search for the last week each day.

Login Date Begin | End
Date | Date

June 8 June 1| June 8

Saval Default Search

June 9 June 2| June 9

June 10 June 3| June 10

ChooseSEARCHi To process the request and continue to search results.
Click on Searclin the Menu Bar to entenore detail and refine the search.

To create a new search:

The search selections that you make are automatically saved to allow you to refine search
options without reentering the values. If you wish to perform a different search:

1. Choose Clear Search, to delete previous search criteria.

2. Enter new search critexi
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Search Results

Header Row
Search Results 1 - 15 of 25 records Export Results (Excel C5V)
Confirmation # Status Account  Amount Date Name Reference
TRC 10052600144129 Settled (Settled) |W-“ ooze | $12.00 | 5/26/2010 4:32:15 PM

10052600144127 | Verification Failed (Verification Failed) | $Tak gg71 | $12.00 | 5/26/2010 2:43:58 PM | Test Tester

TR |10052100144126 Settled (Settled) ecnecel 1111 | $13.00 | 5/21/2010 9:41:10 AM 6543
TR |10052100144125 Settled (Settled) ecnecel 1111 | $13.00 | 5/21/2010 9:39:49 AM 6543
TR |10051600144124 Settled (Settled) enecel 1111 | $123.45 | 5/18/2010 3:02:35 PM

TR |10051400144123 Settled (Settled) scnecl 4321 | $12.00 | 5/14/2010 12:22:58 PM | Test Tester

TR 100514001441232 Settled (Settled) scnecl 2345 | $12.00 | 5/14/2010 12:22:35 PM | Test Tester

TR |10051400144121 Settled (Settled) enecl 1111 | $12.00 | 5/14/2010 12:22:24 PM | Test Tester

TR |10051300144120 Settled (Settled) ecnecel 1111 | $12.00 | 5/13/2010 3:18:08 PM | Test Tester

You can hover over the Confirmation Number for each transaction that view the details shown
above. Transaction ID, Payment ID, Registration 1D, and Recurring ID all contain links to their
respective details.
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Results Column | Description

Header Row Contains the headings for each column. The header rows allow yc
sort in ascending and descending order. The header with the triant
indicates the current sort order. Click on the column heading to sol
column. Click the column a second time to switch from descending
ascending.

Short Cuts The first column contains links to detail screens.
Note These fields will only be displayed if the function is enabled {
your implementation.

T = TransactiorDetail

Choosing this field takes you to the Transaction Detail screen. You
see the general account holder information and history of the actior
that may have taken place since the original payment was recgseec
Transaction Deta)l
R = Refund
Choosing this field allows you to process a cancellation of the payn
It is only displayed if the payment has not been previously cancelle
C = Chargeback

Choosing this field allows you to process a Chargeback. This valug
only available ifthe payment has been settled and has not been
previously cancelled.

E = Enrolled Registered Account

Choosing this field displays all payments associated withrélistered

account . This means the cust oo
Customergan request individual payments be made with this
information.

S = Scheduled

Customer has an Enrolled Registered Account and has chosen to ¢
Scheduledecurring payments. Choosing this field will displays all

payment tied to this schedule. altustomer has scheduled recurring
payment (S), they will also have an Enrolled Registered Account (E

Confirmation # | Every process that takes place for a purchase/cancellatidis bas

confirmation number . Choosing
Payment Details screen.
Status Shows the status of the transaction that is associated with this pay

In addition, it shows the result of the payment detail action such as
success or declined.

Account Displays a graphic of the type of payment received and the last fou
digits of the account.
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Results Column | Description

Amount Shows the dollar amount associated with the payment detail. This
be a positive dollar amount for payment degations such as paymen!
or chargeback reversals and a negative dollar amount for actions s
refunds, voids, or chargebacks.

Date Shows the Date/Time stamp of when the payment detail action wal
received.

Name Displays the name of the accowsnipplied at the time of the original
payment.

Reference Displays the first several characters of the custom identifier value

provided by the customer application at the time of the payment. T|
contents of this value will depend on the applications that are integ
to PayPoint It may contain crosegefererte information such as invoic
numbers, ticket numbers, or other information that provides a refersg
back to the storefront application.
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Exporting Search Results

From the Search Results Screen, you can export the payment details of your se&nateinto
(up to and including 5000 records).

Search Results 1- 15 of 25 records Export Results (Excel CSV)
Confirmation # Status Account Amount Date Name Reference
TRC 10052600144129 Settled (Settled) [V g0 | $12.00 | 5/26/2010 4:32:15 PM

10053600144137 | Verification Failed (Verification Failed) STAR po71| $12.00 | 5/26/2010 2:43:59 PM | Test Tester

TR 10052100144126 Settled (Settled) coneesl 1111 | $13.00 | 5/21/2010 9:41:10 AM 6543
TR 100521001441325 Settled (Settled) coneesl 1111 | $13.00 | 5/21/2010 9:39:43 AM 6543
TR 10051800144124 Settled (Settled) comeesl 1111 | $123.45 | 5/18/2010 3:02:35 PM

TR 10051400144123 Settled (Settled) s 4371 | $12.00 | 5/14/2010 12:22:58 PM | Test Tester

TR 10051400144122 Settled (Settled) roneesl 2345 | $12.00 | 5/14/2010 12:22:35 PM | Test Tester

TR  10051400144121 Settled (Settled) wonecrl 1111 | $12.00 | 5/14/2010 12:22:24 PM | Test Tester

TR  10051300144120 Settled (Settled) wonecrl 1111 | $12.00 | 5/13/2010 3:18:08 PM | Test Tester

The export results can be saved locally or opened directly into Excel. The fields in the export file
are listed below:

Field Name Description
TransactionID PayPoint unique transaction identification
PaymentID PayPoint unique payment action identification
AppID Application 1D
Transaction Result Result of the overall transaction:

Declined

Payment Success
Communication Error
Settled

Cancel Success
Verification Failed
Error

Payment Pending
Chargeback
CreditCard
Settlement Error
Chargeback Reversal
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Field Name Description

Payment Result The result of the payment action:
Declined

Success

Communication Error

Settled

Verification Failed

Payment Pending

Error

Chargeback

Chargeback Reversal

Payment Timestamp Date time of thgpayment action.

Payment Amount Payment Amount Submitted

Reference Reference Field

RecurringID If Payment was made based on a recurring schedule, this vy
show the Schedule Identification

RegistrationID If Payment was made with a registeeatount, this will show

the Registration Identification. All recurring schedules mus
use registered accounts.

Processor Name of your Processor.
If you are using TeleCheck, the Processor Name will be
ACHEX.

Paymt Attempt Amount | The amount that waattempted to be paid

Paymt Processed Amouj The successful payment amount.
This field will show zero if the payment was not successful |
any reason.

Uses Conv. Fee Y/N

Full Name First and Last Name of the Customer

First Name First Name of the Ciemer

Last Name Last Name of the Customer

Account Number Last four digits of bank account number or credit or debit c4
number

Payment Medium The following payment types:
eCheck

CreditCard
CommercialCreditCard
CheckCard

BusinessCheck
PINlessDebit
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Field Name Description

PINDebit
ACHCredit

The following third party payments types:
POS

Cash

LockBox

RemoteCapture

Account Type Code eCheck and Business Check Type of Account:
Checking

Savings

This is blank for credit and debit transactions.

CardType This would be the typef credit card or Visa/MasterCard
branded debit card:

Visa

MasterCard

American Express

Discover

Confirmation # 14 digit unique confirmation number

Payment Type The type of payment:

ChargeBack CF (Chargeback or refund for the Convenienc
Fee)

ChargeBack Primary (Chargeback or refund for the Primary
Payment)

Convenience Fee

Primary (Initial Payment)

Payment Command The purpose of the payment:
CHARGEBACK

CHARGEBACK REVERSAL
SALE

VOID

PRE AUTH

PARTIAL CREDIT (Partial Refund)
CREDIT (Refund)

Payment Channel How the payment was made:
Web

IVR

Walklin

Voice
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Field Name

Description

Fax

Mail
Recurring
Bulk

Payment Status

The Status of the Payment Action:
Auth Complete
Chargeback

Chargeback Reversal
Payment Error

Refund Complete

Sale Complete

Sale Request

Settlement ACHsubmitted
Settlement Complete
Settlement Request
Settlement Response
Void Complete

Void Request

Settlement BatchID

The Settlement Batch Identification

User ID

Payment Source User ID

Custom Fronend with | ePayWebService

Web Services

Custom Fronendwith HTTP API

HTTP API

Consumer Web with an¢ ConsumerWeb

without Enrollment Note: Use Enrollment
Management option under
Consumer Payments
Management to research
payments made by Consumer
Payments enrolled users.

Consumer IVR ConsumerlVR

Admin Web Login Email Address of Admin
Site User

Bulk Import BulkPaymentWorker
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Payment Details

To view Payment Details, choose a confirmation number from the Search Results screen.
Payment Detail allows you to review payment information and create new notes. The option
buttons change depending on status. Payments withiPatyféointsystem are tracked within a
transaction. The transaction can be made up of multiple payment detlaiting Primary
Payment (always exist), Convenience Fee Payment, Refunds, Voids, Chargebacks and
Chargeback Reversals. In all cases, the transaction will always contain a Primary Payment.
Over the history of the payment, the other detail types mayagrnot occur. As each action is
taken against the Primary payment, a new payment detail record with a unique confirmation
number is created. For example, you may have a transaction made up of an original payment
and a refund executed 10 days after tgnpent was settled.

PayPointracks successful and unsuctespayment details. An example of an unsuccessful

transaction could be a declined payment by the credit card processor due to Address Verification
Check, CVV2 Check or insufficient funds.

Payment Details Refund Chargeback

General

Confirmation Number:
Payment ID:
Application:

Transaction ID:

Payment Amount:

10052600144129
473559

Dental (709)
472898 (Settled)
$12.00

History

6/15/2010 12:08:22 PM
6/15/2010 12:03:34 PM
6/15/2010 12:03:06 PM
5/26/2010 4:32:17 PM
5/26/2010 4:32:15 PM

Settlement Complete (Settled)
Settlement Response (Success)
Settlement Reguest

Sale Complete (Success)

Sale Request

Notes

New Note

Create Mote

Payment Details

Payment Timestamp:
Payment Channel:

Payment Code:

Origin Flags:

User ID:

Source ID:

Merchant 1D:

Est. Settlement Submission:
Settlement 1D:

Auth Code:

Export Timestamp:

Printable Receipt

5/26/2010 4:32:15 FM
Web

Primary
Adminweb,Production
admin
172.30.123.102
govonell
05/27/2010

102295

009961

6/6/2010 4:39:17 AM
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PaymenDetailsinclude:

Field Description
Confirmation | All payment detail records have a uniquely defined confirmation number
Number
Payment ID | Unique identification for the payment action.
Application Identifies the Name of the application. Also, every applicatidPaylPoints
Name assigned a unique application number that is also shown in parentheses

the name.

Transaction
ID

Transactions contain one or more payment actions, including theabrigin
payment.When a payment is received, it is created as part of a
transaction.Any future actions against the primary payment, such as refy
are stored under the original transaction. The transaction holds all of the
general account information assted with a payment (i.e. Account Numbg
Name, Address, etc). So, the Transaction screen displays general acco
holder information, and history of the actions that may have taken place
the original payment was received.

Payment The anount of the payment detail action. In the case of payments, this v

Amount be a positive value that represents the payment amount. Other actions ¢
chargebacks will show the detail record as a negative amount. You can
the current balance of the pagnt transaction as a whole by viewing the
transaction detail.

History The history provides you with the exact actions that were taken against
particular payment detail. The history will vary depending on the type of
payment detail action such sales, sales with AVS requirements, paymen
cancellations, chargebacks, etc. You can also add to the history with no

Notes Notes can be added to the payment history for various reasons. For ex
if you are performing customer service actistiou may want to a make a
note of the fact that you provide the customer with information and/or
resolutions to questions about the payment. Notes will automatically ad
your uselid, date and time.

Payment Identifies the exact time a paymetetail action such as a payment, void, g

Timestamp refund is received. In the case of a chargeback, you will only see the da
chargeback was issued without a time.

Response Identifies the time from the request of the MakePayment or Canceépay

Time API to the response time from the associated processor.

(seconds)

Processor Identifies the time fronthe processor takes to return message. The proce

Time is a subset of the Response Time.

(seconds)

Payment Identifies the payment channel that was used when making this paymer
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Channel contains values such as Web, IVR, Walk in, Voice, Fax, Mail and Sched
Recurring.
Payment Identifies if the payment is primary payment or convenience fee
Code
Payment Identifies if this payment detail is associated with the primary payment o
Code convenience fee. If you are not collecting convenience feggadof your
application, you will always see this value as Primary.
Origin Flags | Indicates the related souraafsthe payment:
Source Description
HTTP The PayPoint MakePayment APl method is
Secure HTTP.
Web Service The PayPoint MakePayment APl method is
Web Service.
Bulk The PayPoint MakePayment APl method is
Batch.
ConsumerWeb The Payment is made through tBensumer
Payments Website.
ConsumerlVR The Payment is made through the Consume
Payments IVR.
AdminWeb The Payment is made through the PayPoint
Administration Site.
Certification The Payment is made in Certification Mode.
Production The Payment immade in Production Mode.
ConsumerEnrolled The Consumer Payments website used to n
the payment requires user enroliment.
ConsumerBillPresentmel The Consumer Payments website used to
the payment uses Bill Presentment.
PostDatedPayment This is an eCheck payment that has been
postdated.
User ID Determined by the following rules.
Payment Source | User ID
Custom Fronend | ePayWebService
with Web Services
Custom Fronend | HTTP API
with HTTP API
Consumer Web | ConsumerWeb
without
Enroliment
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Consumer Web | User ID of the Consumer Payments User
with Enrollment
Consumer IVR ConsumerlVR

Admin Web Login Email Address of Admin Site User
Bulk Import BulkPaymentWorker
Source IP The source IP of the requesting server.
Payment Dependingon the situation, the following Payment Commands are displa

Command Sale- Indicates an initial payment (SALE) which did not require pre
authorization processing. Ppaithorizations are required on credit card
transactions that require AVS and/or CVV2 dliag. Otherwise, all initial
payments will have a command of SALE.

Completion+ Credit Card Specific Indicates an initial payment was execult
with pre-authorization processing. This is a credit card only command ar,
indicates that the prauthorizaibon was processed and the SALE was
completed.

Credit- Indicates a refund was issued against the original payment and f
were reversed.

Void - Indicates a Void was issued against the original paynnbid
occurs with a payment that is cancelled prior to settlement processing.
Chargeback Credit Card specific Indicates a chargeback was applied to
original payment.

Chargeback_Reversal Credit Card specific. Indicates a reversal of a
previous chargeback was issued.

Stop_Payment e-CheckSpecific. Indicates a stop payment was issued
reversing the original payment, or the bank account has an ACH Debit B
NSF e-Checkspecific Indicates the payment was returned Mufficient
Funds from ACH processing, reversing the original payment.
Account_Invalid- e-CheckSpecific. Indicates the payment was returned
from ACH processes as an invalid account reversing the original payme

Merchant ID | This is an ID of the Merchant Account used if the payment detail action
required communications with a processor such as a Credit Card proces
is important to note that this is not your merchant account. Itis an identi
that points to your mehant account configuration within tiRayPoint

system
Est. This iIis the calcul ated date when
Settlement account.
Submission:
Settlement If the payment detail record has been settled, this value will be ikadhe
ID settlement ID (settlement batch number) that this payment is contained \
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Settlement If provided by the processor, this is the reference number provided by th
Ref Codel processor.

Settlement If provided by the processor, thssthe transaction id provided by the
Ref Code 2 | processor.

Auth Code This is the authorization code for credit card payments only.

Export All successful payment activity associated with Sales, Refunds, Returns
Timestamp | Voids and chargebacks are extracted daily basis and made available to
agencies in the form of posting files. These posting files provide a
mechanism for the agencies to update backend account systems or
transactional systems witayPoint This date represents the date and tim
the postingfile was created.
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| TRANSACTION (T) DETAIL

Every payment, cancellation, and chargeback has its own Confirmation Number. However,
several confirmations may be tied together by one Transaction ID. In the example below, the
customer has one Transaction ID (120307) and three confirmation numbeiic: theePrimary
Payment, one for the Chargeback, and one for the Chargeback ReYensakn access the
Transaction Details by clicking on the T shortcut in the Search resudisaticking on the
Transaction ID from the Payment Details screen.

Transaction Detail

Transaction ID:

Gross Payment Amount:
Net Payment Amount:
Tax Amount:

Application:

Custom Reference Data:

General

Group ID:
Processor Type:
Recurring ID:
Registration ID:
Result Code:
Post-Dated For:

Timestamp:

472898
$12.00
$12.00
$0.00

Dental (709)

Credit Card (Concord)

Settled
5/26/2010
5/26/2010 4:32:15 PM

Confirmation Number
Payments
10052600144129

Amount Payment Type

$12.00 Primary

Status

Settlement Complete [Settled)

Name:

Account

Credit Card:

Exception Tracking
ID: Status:

Status: | open « | * Note:

Credit Card

VISA

WA -HOO-) XX -0026
04/12

Mot Present

UserlD:

Notes

No Exception Data
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Transaction ltems Include:

Field Description
Transaction ID This is a unique number assigned to each original payment
interaction within thé?ayPointsystem for a given application.
Gross Payment Total amount originally paid.
Amount
Net Payment Provides the current balance of the payment wiagPoint The
Amount gross and net amounts will always match unless the transactio

further payment detail actions against it such as a chargeback,
chargeback reversal, refund, or void. In thesesathe net shows
the current balance. For example, if there is an original payme
$36.00 and later this amount is refunded, the gross amount is
$36.00 and the net amount is $0.00.

Application Identifies the application name and number.
Custom Rekrence | Contains the full contents of any reference data that was provic
Data by the storefront at the time the payment was sent tBaPoint

system. The contents may be different by application. For
example, a parking tickets application may phassticket number
as the value.

Group 1D When making payments through tRayPointAPI, it is possible to
pass a group id. The group id is a unique value that associate
multiple payments under one transaction. For example, a shoy
cart applicatiormay wish to group the individual payments
purchased under one transaction utilizing the group ID.

Processor Type Identifies the transaction as a credit cardCheck, or PINless
Debit payment.
Recurring 1D If this payment was generated based on a recurring payment

schedule within th€ayPointsystem, the unique ID associated w
the recurrent schedule for this application would be displayed.

Registration ID If this payment was associated with a reged@ayPointaccount,
the ID associated with the registration under this application wc
be shown.

Result Code Provides the current status of the transaction. This will contain

information like Payment Success, Payment Failure, Canceled
Success, etclt represents the current state of the transaction.

Post Dated for PayPointsupports post dated E Check payments. This value w
always contain the date that the payment was posted for. If the
payment was not post datdee date shown in this value will be tf

Version 2.6.0 Page 38 June 10, 2011



PayPoint?Us er 6s Gui de F:.’ First Data.

same as the date in the timestamp.

Timestamp Provides the date and time that this transaction originated.

Payments This section provides a list of the payment detail records assoc
with the transactionsBy selecting the confirmation number, the
user can view the specific details of the payment actions. This
shows a brief history of the payment detail actions including the
amount, type, and status of the payment detail action.

Account Provides allcollected account holder information. The informatic
displayed here can be different based on the type of transactio
(Credit Card, ECheck or PINIess Debit) and what information v
provided by the consumer at the time of the transaction. The
following is the type of information that may be displayed if
provided at the time of the transaction.

Name Name is the name on the account such as the name on the cre
card or the name on the checking/savings account in the case
E- Check.

Account BankAccount is the name of the bank, type of account
(checking/savings) and the last 4 digits of the account number

Bank Information Bank Information shows the Routing Number of the bank
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| CREDIT CARD PAYMENT PROCESSOR DETAILS

To access the paymemtocessor details, click on one of the Status Links from the Payment

Details Screen.

The Transaction and General sections of the screen change to provide information relating to the

status request.

Payment Processor Details for Credit Card transactimhsde the same major sections:

1 General
1 History

 Transaction

In this section, we will review all the payment types with their associated payment processor

information.

Payment Processor Details

Confirmation Number: | 10052600144129
Transaction ID: | 472898 (Settled)
General
Payment Amount: |$12.00
Encoding Type: Concord Request
6/15/2010 12:08:22 PM Settlement Complete [Sertled)
6/15/2010 12:03:34 PM Settlement Response [Success)
History 6/15/2010 12:03:06 PM Settlement Request
5/26/2010 4:32:17 PM Sale Complete (Success)
5/26/2010 4:32:15 PM Sale Request
StorelD: gowvoneOl
StoreKey: | (not displayed)
ApplicationID: PayPoint v1.4.0
TerminallD: 01
ReferenceNumber:
CashierNumber: |0
TransactionAmount: | 12.00
Request SalesTaxAmount: | 0.00
AccountNumber: | (not displayed)
ExpirationMonth: 04
Expiration¥Year: 12
BillingCountry: US
ShippingCountry: US
TaxExemptFlag:  False
UseCredit: | False
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. GENERAL

The Payment Details for all payment types contain the saeneraffields. Thesefields are:
1 Confirmation Number
I Transaction ID
1 Payment Amount.
1 Encoding Type

Payment Processor Details

Confirmation Number: | 10052600144139
Transaction ID: 472898 (Settled)

General
Payment Amount: |$12.00

Encoding Type: Concord Reguest

6/15/2010 12:08:22 PM Settlement Complete (Settled)
6/15/2010 12:03:34 PM Settlement Response (Success)

History 6/15/2010 12:03:06 PM Settlement Reguest
5/26/2010 4:32:17 PM Sale Complete [(Success)
5/26/2010 4:32:15 PM Sale Regquest

ET R S S

Below are descriptions for these fields:

General Setting Description
Confirmation All payment detail records have a uniquely defined confirmati
Number number.
Transaction ID Transactions contain one or more payment actions, including

original payment.When a payment is received, it is created ag
part of a transactionAny future actions against the original
payment, such as refunds, are stored undesripmal
transaction. The transaction holds all of the general account
information associated with a payment (i.e. Account Number,
Name, Address, etc). , the Transaction screen displays gene
account holder information, as well a history of actions rtinay
have taken place since the original payment was received.

Payment Amount | Amount of the payment to be made

Encoding Type Type of Processor Request
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. HISTORY

This screen displays the request for sale information for the transaction. It can be dngessed
clicking on each of the Status Link®m the Payment Details Screen.

Payment Processor Details

Confirmation Number:

Transaction ID:

General

Payment Amount:

Encoding Type:

10052600144129
472898 (Settled)
$12.00

Concord Request

6/15/2010 12:08:22 PM
6/15/2010 12:03:34 PM
6/15/2010 12:03:06 PM
5/26/2010 4:32:17 PM
5/26/2010 4:32:15 PM

History

Settlement Complete [Settled)

Settlement Response [Success)

Settlement Reguest

Sale Complete (Success)
Sale Request

StorelD:

StoreKey:
ApplicationID:
TerminallD:
ReferenceNumber:
CashierNumber:

TransactionAmount:

Request

AccountNumber:

SalesTaxAmount:

gowvonell

(not displayed)
PayPoint v1.4.0
01

0

12.00

0.00

(not displayed)

ExpirationMonth: 04
ExpirationYear: 12
BillingCountry: | US
ShippingCountry: US
TaxExemptFlag:  False

UseCredit: | False

Status Description

Settlement Complete| This is when th@ayments wersettled andhe results of

settlement for that payment..

Sale Complete This is the status of the payment. If you click on this you w

be passed to the Sale Complete Details screen

Sale Request This is the status of the payment. If you click on this you w

bepassed to the Sale Request Details screen

Auth Complete This is the status of the payment. If you click on this you w
be passed to the Auth Complete Details screen. This is on

available if PreAuthorization was selected.

Auth Request This is the status of the payment. This is only available if Pre

Authorization was selected.
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RESPONSE OREQUESTNIFORMTION

When you click on one of the history links on the Payments Details screen, you will see the
Payment Processor Details for that Status

Each Processor provides different information. The following sections show the different
responses from Concord and Vital relating to the different statuses of:

Sale Request

= =4 4 A

Sale Complete

Authorization Request
Authorization Complete

CONCORPAYMENTROCESSOR REQUESTS

Concord Authorization Request

ConcordAuthorization Request Transaction items include:

Transaction ltem

Description

Function_Type

Al ways OPayment 6

Command Al ways OPre_Aut ho

Payment_Type Al ways 06Credité

Client_Id MerchantlD of the application

User_Id Internal not viewable

User_Pw Internal not viewable

Trans_Amount Amount of the Payment

Invoice Information passed in the invoice field from the client application

Ecomm_Goods_Ind

Input from the customeapplication, description of goods. Values; P
Physical, D- Digital

Acct_Num Internal not viewable, last 4 digits display
Exp_Month Expiration month of the credit card
Exp_Year Expiration year of the credit card
Cardholder Name of thecredit card holder

Present_Flag

Card Present Flag Values; 1 Card Not Present, 2
Card Present, 3Card Swiped

Tax_Amount

Tax amount previously added to the payment

Purchase_Id

Information passed in the Purchase ID field from the client applica

Customer_Street

Street address of the credit card holder

Customer_Zip

Zip code of the credit card holder
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Concord Authorization Complete Response
Authorization Complete Response Items include:
Response Description

Termination_Status

Status othe request, Success, any other status means the re
did not process properly. Success does not mean the payme
processed through the system, this is only the status of the
request.

Trans_Seq_Num

Sequence number of the transaction defined by Ri

Intrn_Seq_Num

A unique number assigned by Rita, identifying the transactior

Auth_Code Authorization code identifying the processor

Result_Code Success 1, Unknown 0, In_Settle 1, Settled 2, Cleared 3,
Captured 4, Approved 5, Declined 6, Voidedeéferred 8,
Admin_Ok 9, Completed 10, System_Ok 11, Suspended 12,
Restored 13, Report_Ok 14, Enqueued 15

AVS Code The AVS Code values are populated with the information
processor sends back to thayPointEngine.

CVV2_Code The CVV2 Code values are populated with the information
processor sends back to thayPointEngine.

Troutd Transaction Routing Id

Response_Text

Text of the response based on the Termination Status and
Payment Type

Reference

Reference code returném the processor

Payment_Media

Type of card used for the transaction

Result

Shows the status of the paymérmipproved, Declined or Error

Concord Sale Request

Credit Card Sale Request Screen Items include

Response Description
Function_Type Always6 Pay ment 0
Command Al ways oO0Compl
Payment_Type Al ways O0Credi
Client_Id Id assigned by Rita
User_Id Internal- not Viewable
User_Pw =Internal not Viewable
Troutd Transaction Original ID
Trans_Amount Amount of the Transaction
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Concord Sale Complete

Response Description
Trans_Seq_Num Sequence number of the transaction defined by Rita
Intrn_Seq_Num A unique number assigned by Rita, identifying the transac
Result_Code Success 1, Unknown 0, In_SettleSettled 2, Cleared 3,

Captured 4, Approved 5, Declined 6, Voided 7, Deferred 8
Admin_Ok 9, Completed 10, System_Ok 11, Suspended 1
Restored 13, Report_Ok 14, Enqueued 15

Termination_Status | Status of the request, Success, any other status means th
request did not process properly. Success does not mean
payment has processed through the system, this is only th
status of the request.

Payment_Media Displays the type of card

Troutd Transaction Routing Id
Result Shows the status of the paymér€@aptured, Declined or
Error
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VITALPAYMENTPROCESSOR REQUESTS

Vital Authorization Request

The Transactions that are displayed using Vital are listed below:

Request Description

RC_FRMT 1 - character field identifies the message format with the Vital Syste

APP_TYPE The Vital authorization system supports a number of communicatio
interfaces.

AQC_BIN Acquirer Bank Identification Number (BIN)

MRCH_NUM | This 12character numeritield contains a unique number, assigned [
the signing merchantodés bank 0

MRCH_LOC 13-character sulfield contains the merchant location/city name
provided by the signing member or processor.

STORE_NUM | The 4 character numeric field ccaihs a number assigned by the
signing member, processor, or merchant to identify a specific merc
store within the Vital System.

TERM_NUM The 4 character number filed contains a number assigned by the
signing member, processor, or merchant totifiea unique terminal
within a merchant location.

DV_CD Device Code. The-Icharacter field is used to identify the device typ
of the merchant submitting the authorization request.

IND_CD This I- character field is used to identify the industry tgbenerchant
submitting the authorization request.

CITY_CD This field contains the-Tharactecode used to further identify the
merchant location

TZ This field contains 3character numeric code used to calculate the |
time with the Vital authorization system.

MCC Merchant Category Code. Thiseharacter numeric field contains a
number assigned by the signing member processor to identifg
merchant industry classification.

TRANS SEQ | This 4character numeric field contains a terminal generated transa

NUM sequence number to be submitted in all authorization request mess

BATCH 3-character numeric field contains a batch sequano#er generated
by the terminal.

TRN_CD This field contains a-Zharacter code identifying the type of
authorization or function being requested.

CiC Cardholder Identification cod&his 1- character field contains a code
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that specifies the methatsed to verify the identity of the cardholder.

ADS Account Data Source. This field contains-a&haracter code identifyin
the source of the customer data entered.

CAD Card acceptor Data

ECOMM_IND | Input from the customer application, descriptiorgobds. Values; P
Physical, D Digital

CMD Al ways OPre_Aut ho

ACCT_NUM Internali not viewable, last 4 digits display

EXP_MONTH | Expiration month of the credit card

EXP_YEAR Expiration year of the credit card

PRESENT_FL | Card Present FlaigValues; 1i Card Not Present, 2Card Present, B

AG Card Swiped

CARD_TYPE | inumeric value representing the type of card being authorized. Cor
values are Visa=2, MasterCard=3, AMEX=4, and Discover=5.

TAX_AMOUN | Tax Amount

T

CUSTOMER_ | Customer Street Address

STREET

CUSTOMER__ | Customer Zip Code

ZIP
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Vital Authorization Complete

The Transactions that are displayed using Vital are listed below:

Response Description

ResultCode Successl, Unknown 0O, In_Settlé, Settled 2, Cleared 3,
Captured 4, Approved 5, Declined 6, Voided 7, Deferred 8,
Admin_Ok 9, Completed 10, System_OKk 11, Suspended 12|
Restored 13, Report_Ok 14, Enqueued 15

REC_FORMAT 1- character field identifies the message format with the Vite

System.

APP_TYPE The Vital authorization system supports a number of
communication interfaces.

ACI 1-character field contains Returned Authorization Characteri
Indicator.

STORE The 4character numeric field contains a number assigned b}

signing member, processor, or merchant to identify a specifi
merchant store in the Vital System.

TERM Terminal Number

ASC Authorization Source Codel-character code indicating the
source of the authorization code.

TRANS SEQ_NU | This 4 character numeric field contains a terminal generate:

M transaction sequence number to be submitted in all authoriz
request messages.

BATCH 3- character numeric field contains a batch sequence numb
generated by the terminal.

RC Respons€ode. 2character response code indicating the stat
of the authorization request.

APPR_CD1 6 character field contains an authorization code when a transe
has been approved.

DATE The Date of the authorization.

TIME The time of theauthorization.

AUTH_RESP_TX | 16-character response filed.

T

AVS CD Address Verification Result Code.

RRN 12-character value reflecting the transaction retrieval referen
number returned by authorizing system.

MSI Market specific indicator for hot@nd auto rental transactions.

TI 15-character field can contain a Visa Transaction ldentifier o
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VAL _CD Optional 4character field can contain specific information
generated by the card issuer.

DEB_AB Debiti Not currently supported.

DEB 1 HMI Debiti Not currently supported.

DEB _STAN Debiti Not currently supported.

DEB _NTWK Debiti Not currently supported.

DEB_DATE Debiti Not currently supported.

CCT If the Commercial Card Indicator Request was supplied in tl
authorization request, the host responds with an Indicator
identifying the card being processed.

CVV2 RSLT Result information.

CVvVv2

CAVV _RSLT 1 Result information.

CAVV

VITAL _ Vital Response Code

RESP_CD

AVS RSLT AVS Result information

VITAL_RSLT Vital Result Information.
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Vital Sale Request

Vital Credit Card Sale Request Screen Items include:

Request Description

RC_FRMT 1- character field identifies the message format with the Vital
System.

APP_TYPE

AQC_BIN Acquirer Bank Identification Number (BIN)

MRCH_NUM This 12character numeric field contains a unique number, assi
by the signi ngprooessoc hant 6s ba

MRCH_LOC 13- character sulfield contains the merchant location/city name
provided by the signing member or processor.

STORE_NUM The 4 character numeric field contains a number assigned by
signing member, processor, or merchant émidy a specific
merchant store within the Vital System.

TERM_NUM The 4 character number filed contains a number assigned by 1
signing member, processor, or merchant to identify a unique
terminal within a merchant location.

DV_CD Device Code. The-Icharacter field is used to identify the device
type of the merchant submitting the authorization request.

IND_CD This 1- character field is used to identify the industry type of
merchant submitting the authorization request.

CITY_CD This field contains the-Tharactercode used to further identify th
merchant location.

TZ This field contains 3character numeric code used to calculate f
local time with the Vital authorization system.

MCC Merchant Category Code. Thiséharacter numeric field contain

a number assigned by the signing member or processor to idel
merchant industry classification.

TRANS_SEQ N
UM i

This 4-character numeric field contains a terminal generated
transaction sequence number to be submittedl authorization
request messages.

BATCH

TRN_CD This field contains a-Zharacter code identifying the type of
authorization or function being requested.

CiC Cardholder Identification cod@&his 1- character field contains a
code that specifiethe method used to verify the identity of the
cardholder.
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ADS Account Data Source. This field contains-a&haracter code
identifying the source of the customer data entered.

CAD

ECOMM_IND Input from the customer application, description of goddslues;
P Physical, D- Digital

CMD Al ways O0Sal ebd

ACCT_NUM Internali not viewable, last 4 digits display

EXP_MONTH Expiration month of the credit card

EXP_YEAR Expiration year of the credit card

PRESENT_FLA
G

Card Present FlaigValues; 1i Card Not Present,2Card
Present, 3 Card Swiped

CARD_TYPE numeric value representing the type of card being authorized.
Common values are Visa=2, MasterCard=3, AMEX=4, and
Discover=5.

TAX_AMOUNT Tax Amount

CUSTOMER _ Customer Street Address

STREET

CUSTOMER_ZI Customer Zip Code

P
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Vital Sale Complete

Vital Credit Card Sale Complete Screen Items include:

Response Description

ResultCode Successl, Unknown 0O, In_Settlg, Settled 2, Cleared 3, Captured !
Approved 5, Declined 6, Voided 7, Deferred 8, Admin_Ok 9,
Completed 10, System_OKk 11, Suspended 12, Restored 13,
Report_Ok 14, Enqueued 15

REC_Format 1-character field identifies the message format with the Vitale®ys

APP_TYPE The Vital authorization system supports a number of communicat
interfaces.

ACI 1-character field contains Returned Authorization Characteristics
Indicator.

STORE The 4character numeric field contains a number assigned by the
signing member, processor, or merchant to identify a specific
merchant store in the Vital System.

TERM Terminal Number

ASC Authorization Source Code-character code indicating the soeiaf

the authorization code.

TRANS_SEQ_NUM

This 4-character numeric field contains a termigaherated
transaction sequence number to be submitted in all authorization
request messages.

BATCH -

RC Response Code-¢haracter response code indicatihg status of the
authorization request.

APPR_CD 6-character field contains an authorization code when a transacti
has been approved.

DATE The Date of the authorization.

TIME The time of the authorization.

AUTH_RESP_TXT | 16- characteresponse filed.

AVS _CD Address Verification Result Code.

RRN 12-character value reflecting the transaction retrieval reference
number returned by authorizing system.

MSI Market specific indicator for hotel and auto rental transactions

TI 15-character field can contain a Visa Transaction Identifier or
MasterCard Reference Number.

VAL _CD optional 4character field can contain specific information generate
by the card issuer.
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DEB_AB Debit Not currently supported

DEB_ HMI Debit Not curently supported

DEB _STAN- Debit Not currently supported

DEB NTWK - Debit Not currently supported

DEB_DATE - Debit Not currently supported

CCT If the Commercial Card Indicator Request was supplied in the
authorization request, the host responds with arindicator
identifying the card being processed.

CVV2 _RSLT CVV2 Result information.

CAVV _RSLT CAVV Result information.

VITAL _RESP_CD | Vital Response Code

AVS RSLT AVS Result information

VITAL_RSLT Vital Result Information.
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| E-CHECK PAYMENT PROCESSOR DETAILS

To access the payment processor details, click on one of the Status Links from the Payment

Details Screen.

The Transaction and General sections of the screen change to provide information relating to the

status request.

Payment Processor Details BsChecktransactions include the same major sections:

1 General
1 History
1 Request

In this section, we will reviewall the payment types with their associated payment processor

information.

Payment Processor Details

Confirmation Number: 11041300239604
Transaction ID: 558310 (Settled)
General
Payment Amount: | $10.00
Encoding Type: | NFTF Request
4/16/2011 6:31:37 PM Settlement Complete (Settled)
4/16/2011 6:31:36 PM Settlement ACH Submitted (Success)
4/13/2011 6:29:42 PM Settlement Response (Success)
History
4/13/2011 6:29:42 PM Settlement Reguest
4/13/2011 3:26:34 PM Sale Complete (Success)
4/13/2011 3:26:34 PM Sale Regquest
REQUEST_TYPE:  eCheck
CMD: | SALE
PP_ID: 826606709
MERCHANT_ID: | 44013312
VC: | PPFDNFTF 20080131 Windows2003 SNNK 000
TRANS_TYPE: 1
APP_TYPE: IAS
MICR:  (not displayed)
CHECK_TYPE: P
BCN: | 1-558310-559194-709-1
Request
AMOUNT: | 10.00
GIFT_CRD: N
RCRG_IND: |5
CS_CRDT: |N
ACCT_TYP: O
BILL_FN: Test
BILL_LN: Tester
BILL_EM: jason@a.com
BILL_CTY: US
RAW_REQ:  (not displayed)
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. GENERAL

The Payment Details for all payment types contain the same General fields. These fields are:
1 Confirmation Number
i Transaction ID
1 Payment Amount.
1 Encoding Type

Payment Processor Details

Confirmation Number:  11041300229604
Transaction ID: 558310 (Settled)
Payment Amount: | $10.00
Encoding Type: | NFTF Request

General

4/16/2011 6:31:37 PM Settlement Complete (Settled)
4/16/2011 6:31:36 PM Settlement ACH Submitted (Success)
i 4/13/2011 6:29:42 PM Settlement Response (Success)
. 4/13/2011 6:29:42 PM Settlement Request
4/13/2011 3:26:34 PM Sale Complete [Success)
4/13/2011 3:26:34 PM Sale Request

RFOMIFST TYPF: | aeCheck

Below ae descriptions for these fields:

General Setting Description
Confirmation All payment detail records have a uniquely defined confirmation
Number number.
Transaction ID Transactions contain one or more payment actions, including the

original payment.When a payment is received, it is created as part
transaction.Any future actions against the original payment, such &
refunds, are stored under the original traneact The transaction
holds all of the general account information associated with a payr
(i.e. Account Number, Name, Address, etc). , the Transaction scr¢
displays general account holder information, as well a history of
actions that may have takptace since the original payment was
received.

Payment Amount | Amount of the payment to be made

Encoding Type ACHEX Request
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. HISTORY

This screen displays the request for sale information for the transaction. It can be accessed by
clicking on each of t Status Links from the Payment Details Screen.

Payment Processor Details

Confirmation Number: | 11041300229604
Transaction ID: 558310 (Settled)

General
Payment Amount: | $10.00

Enceding Tvpe: MNFTF Beguest

4/16/2011 6:31:37 PM Settlement Complete [Settled)
4/16/2011 6:31:36 PM Settlement ACH Submitted (Success)
4/13/2011 6:29:42 PM Settlement Response (Success)
History
4/13/2011 6:29:42 PM Settlement Reguest
4/13/2011 3:26:34 PM Sale Complete (Success)
4/13/2011 3:26:34 PM Sale Reguest
RFMIFST TYPF: | eCherck
Status Description
Settlement This is the status of the payment. If you click on this you will be pas
Complete to the Settlement Complete Details screen
Settlement ACH This is the status of the payment. If you click on this you will be pas
Submitted to the SettlememACH SubmittedDetails screenNote: this does not
apply to PayPoint eCheck.
Settlement This is the status of the payment. If you click on this youlvalpassed
Response to the Settlement Request Details screen
Sale Complete This is the status of the payment. If you click on this you will be pas
to the Sale Complete Details screen
Sale Request This is the status of the payment. If you click on thiswdube passed
to the Sale Request Details screen
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RESPONSE OR REQUBSORMTION

When you click on one of the history links on the Payments Details screen, you will see the
Payment Processor Details for that Status:
Each Processor provides differemormation. The following sections show the different
responses from Concord and relating to the different statuses of:

1 Sale Request

1 Sale Complete

1 Settlement Response

1 Settlement Complete

TELECHEGHORIZON EMULATEGREHECIRAYMENPROCESSOR REQUESTS

TeleCheck Horizon Emulator e-Check Sale Request

TeleCheck €CheckSale Request Screen Items include:

Response Description

ClearerID Authorized entity whose function is to provide clearing
requests for processing to the processor. This is a unique i
representing?ayPointo the E Check processor

MerchantID Unique ID specific to the Merchant involved in the transactig
This is an id assigned by the Eheck processor.
UserID Unique user ID utilized when making request to the process

This is uniquely assigned by the Eheck processor and
utilized in conbination with other authentication information
communicate transactions.

TrackinglD Tracking ID is a number assigned by the payment processo
specific to the transaction. This number can be provided to
payment processor when attempting to redepayments

within their system. When sending payments to the payme
processoPayPointalways send the unigue internal payment

Amount Amount is the amount of the transaction

Routing_Number Routing Numbers is the Bank Routing Number of the
custonrer 6s account

Account_Number Account Number i s the bank

account. Only the last 4 digits are displayed.

Account_Type_Code Account Type Code is Checking (10) or Savings (20).

Customer_Type_Code | Identifies whetheConsumer (10) or Business (20).
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Consent_Medium_Code | identifies the type of transaction, Internet (10), Phone (20),
Face to Face(30).

Bank_Name Bank Name is the name of t#

Bank_State Bank State is the sabkatceuntwh
resides

Drivers_License Drivers License is the customers drivers license number

Drivers_License_State Drivers License State is t
driverso |license is issued

SSN SSN i s t h social sesutitp maraberd s

Billing_First_ Name Billing First Name is the first name of the customer on the
account

Billing_Last _Name Billing Last Name is the last name of the customer on the
account

TeleCheck Horizon Emulator e-Check Sale Complete

TeleCheck €CheckSale Complet&creen Items include:

Response Description

TrackinglD | Tracking ID is a number assigned by the payment processor specific to
transaction. This number can be provided to the payment processor wh
attempting to research payments within their system. When sending

payments to the payment procesBaygPointalways send the unique internz
payment id.

Status Status Code and Description

0 Success

100 Invalid Input Value submitted does not meet field validation
requirements. Correct problem and resubmit.

200 Action Not Authorized Merchant Accouigt not authorized for this
function.

210 Credential Error Merchant provided username or password are n(
valid.

400 Business Evaluation Authorization has been Failure declined due
risk screens. Merchant should display text to consumer contained in
statusDisplayDescription field. Consumer should call TeleChéclstomer
Care.

410 Customer Info Not Valid Informatioprovided cannot be validated fq
transaction. Consumer should verify information and resubmit.

420 Value Not Serviceable Bank account cannot be accessed through
ACH. Consumer should verify information and resubmit.
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500 General Error Please call Merctt&ervices.
Description | Description of Error
Response Not used
Details

TeleCheck Horizon Emulator e-Check Settlement Response

TeleCheck €CheckSettlement Response Screen Includes:

Response Description

Amount Amount of the payment for this transaction

ProductIiD Product ID will always be 90

TrackinglD Tracking ID is a number assigned by the payment processor specific t
transaction. This number can be provided to the payment processor w
attemptingto research payments within their system. When sending
payments to the payment procesBayPointalways send the unique
internal payment id.

BaseAmount | Gross amount of the settlement item

Memo Description sent with the request

ReturnCode | Codefor the transaction return. Values are 100
Success, 110
Payment Authorization Invalid, 120
Clearing request Invalid, 130
Transfer Amount Invalid, 140
Account Disabled, 180
Authorization Void Confirmation, 210
Account Invalid, 220
Stop payment, 230
NSF, resubmit in progress, 240, Final NSF

Notification Funding or Event notification, 10

Type Event Notification, 20
Funds Transfer Notification

MerchantID | Unique ID specific to the Merchant involved in the transaction. iEhas
id assigned by the-Checkprocessor.

PayorTender | Identifies the payment network used by the consumer for the transacti
(10).
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TeleCheck Horizon Emulator e-Check Settlement Complete

TeleCheck eéCheckSettlement Complete Screen Includes:

Response

Description

Amount

Amount of the payment for this transaction

TransferGrouplD

The Transfer Group ID is a Tracking Number for TelecHeclall
transactions that go to the Me
Merchant will see this number as well as the sequence of numbers |
on the memo section on their bank statement.

ProductID

Product ID will always be 90

TrackinglD

Tracking ID is a number assigned by the payment processor specifi
the transaction. This number can be provided to the payment proce
when attempting to research payments within their system. When
sending payments to the payment proceBsgiPointalways send the
unique internal payment id.

BaseAmount

Gross amount of the settlement item

Memo

Description sent with the request

OTTFeeAmount

Amount of any Off The Top fees deducted from the base amount

ReturnCode

Code for the transaction return. Values are 100
Success, 110

Payment Authorization Invalid, 120

Clearing request Invalid, 130

Transfer Amount Invalid, 140

Account Disabled, 180

Authorization Void Confirmation, 210

Account Invalid, 220

Stoppayment, 230

NSF, resubmit in progress, 240, Final NSF

CHSubmissionDate

Date the entry was submitted to ACH for processing

Notification Type

Funding or Event notification, 10
Event Notification, 20
Funds Transfer Notification

MerchantID Unique ID specific to the Merchant involved in the transaction. This
an id assigned by theeCheckprocessor.

PayorTender Identifies the payment network used by the consumer for the transa
(20).
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TELECHEQNONFACETOFACE (NFTEHICHECIRAYMENT PROCESSOR REJ$

TeleCheck Non-Face-to-Face (NFTF) e-Check Sale Request

TeleCheck €CheckSale Request Screen Items include:

Response Description

Request_Type eCheck

CMD Type of transaction = Sale

PP_ID Unique ID specific to the Merchant involved in the transaction.
This is an id assigned BayPoint.

MERCHANT _ID Subscriber or TeleCheck Product ID assigned by TeleCheck.

VC Version of the Certified PayPoint Product

TRANS TYPE Type of transaction
1 =Payment
5 = Refund

APP_TYPE Product Type from TeleCheck

IAS = Transaction was submitted directly by the consumer thre¢
the Internet

TAS =Transaction was submitted by an operator on behalf of
consumer who authorized the transaction over the phone

PPD =Transaction was submitted based on a standing

authorization
MICR Not displayed
CHECK_TYPE P =Personal
C =Company
BCN Billing Control NumberPayPointgenerated unique transaction

identifier attached to all Adjustment and Sale transactions to
support reporting and reconciliation activities.
Example:1-426191426755782-1

[Type of Payment[Transaction IDj[PaymentID}[PayPoint
Application ID]i [Payment/Refund Indicator]

Type of Payment:
1 = Primary Payment
2 = Convenience Fee

Payment/Refunthdicator:
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1 = Primary Payment
14 = Full or Partial Refund

AMOUNT Amount of the transaction
GIFT_CRD: Gift Card Indicator = No
RCRG_IND: Recurring Indicator

S = Single Transaction
R = Recurring Transaction

CS_CRDT: Credit Transaction
ACCT_TYP: 0 = Checking

1 = Savings
BILL_FN: First name of the customer on the account
BILL LN: Lastname of the customer on the account
BILL_CTY: City of the Customer

TeleCheck Non-Face-to-Face (NFTF) e-Check Sale Complete

TeleCheck €CheckSale Complet&creen Items include:

Response Description

ResultCode: Result Message of Authorization

RC: Response Code

07 = Approved

08 = Rejected (negative information)
73 = Lost or Stolen Checks

88 = Rejected Code 3 (high risk)

25 = NFTF Not Offered

NFTF_RESP_CODE: | NFTF Response Message

AUTH_CODE: If Authorized
ERR_LOC: Indicates whichrequestag fromPayPointcontained invalid data.
TRACE_ID: Tracking ID is a number assigned by the payment processor sped

send the unique internal payment id.

the transaction. This number can be provided to the payment
processor when attempting to research payments within their syst
When sending payments to the payment procd3agiPointalways

TRN_STUS: 1 = NFTF Offered
DENIAL_REC: Denial Reason
ECHO: Not Used

HOST_DATETIME: TeleCheck's host date/time of response. The time uses a 24 hour forma

(mmddyyyyhhmm). Time
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Zone is Central TiméCentral Standard Time / Central Daylight Savings
Time).

MICR: Not Used

PREF_FLG: Not Used

TeleCheck Non -Face-to-Face (NFTF) Responses and Merchant Resolution

Listed below are the TeleCheck NFTF responses and Merchant resolution.

Authorization Incorrect Incorrect Merchant Subscriber_ Error(4) Error:
Request Boarding of Boarding of contact Number_Does_ TeleCheck
Merchant Merchant PayPoint Not_Exist returned
Support* response:
Subscriber
Number Does
Not Exist
Authorization Successful 7 Approved No action Approved N/A Payment Payment
Request Authorization needed. Success (2) | Success
Authorization Bank 8 Rejected Customer may | Rejected N/A Declined(5) | Payment was
Request Account and (negative contact declined
Routing data) TeleCheck for processor
Number Fails more response: We
TeleCheck information.? are sorry we
Verification cannot accept
your c% e
Authorization Bank 9 Risk referral Bank Account | Names_And_ N/A Verification Payment was
Request Account and requested and Routing Bank_Number_ Failed(6) declined
Routing Number Needed processor
Number Fails Failed response: We
TeleCheck Validation. are unable to
Verification Customer may process this
contact their trans a% ¢
bank for more
information or
use a different
form of
payment.®
Authorization Bank 25 Ineligible T Customer may | NFTF_Not_ N/A Verification Payment was
Request Account and ACH Not contact their Offered Failed(6) declined
Routing Offered bank for more processor
Number Fails information or response: We
TeleChec use a different are unable to
Basic Rules form of process this
payment.’ transact
Authorization Invalid Bank 27 Invalid Value | Bank account Invalid_Value 0002 Verification | Verification
Request Account or for Field or routing failed (6) failed:
Routing number TeleCheck
Number entered is returned
invalid. response:
Customer may Invalid value for
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try again with account number
corrected and routing
Information. number.
Authorization Invalid Social | 27 Invalid Value | Dr i v er 0 ¢ Invalid_Value 0004, Verification | Verification
Request Security for Field license or 0005 failed (6) failed:
Number, SSN or FEIN TeleCheck
Driver6 entered is returned
License, or invalid. response:
Federal Customer may Invalid value for
Identification try again with dr i vlieensé s
Number corrected or SSN.
Information.
Authorization Invalid Bank | 27 Invalid Value | Bank Account, | Invalid_Value Not in Verification | Verification
Request Account, for Field Routing 0002,0 | failed (6) failed:
Routing Number, SSN 004, or TeleCheck
Number, orDLis 0005 returned
Social invalid. response:
Security Customer may Invalid Value
Number, try again with
Dri ver 9 corrected
License, or Information.
Federal
Identification
Number
Authorization Boarding Not | 46 Merchant Merchant Transaction_ N/A Error(4) Error: NFTF
Request Correct setup does contact Type_Not_ returned:
not allow this | PayPoint Allowed Transaction
type of Support1 Type Not
transaction. Allowed
Authorization TeleCheck 49 Processor Merchant Processor_Not N/A Error(4) Error: NFTF
Request Unavailable Not Available | contact _ returned:
PayPoint Available Processor Not
Support* Available
Authorization Bank 73 Lost or Customer may | Lost_Or_Stolen | N/A Declined(5) | Payment was
Request Account and Stolen Check | contact their declined
Routing bank for more processor
Number Fails information or response: We
TeleCheck use a different are unable to
Verification form of process this
payment.? trans a% toi
Refund Issue with 79 Original Merchant Original_ N/A Declined(5) | Payment was
Request Authorization transaction contact Transaction_No declined:
was not PayPoint t_Approved TeleCheck
approved Support* returned
response:
Original
Transaction Not
Approved
Refund Issue with 80 Refund or Merchant Invalid_Amount | N/A Declined(5) | Payment was
Request Refund partial contact declined:
amount is > PayPoint TeleCheck
original sale Support* returned
amount response:
Invalid Amount
Refund Issue with 81 Invalid_Origi Merchant Invalid_Original | N/A Error(4) Error: NFTF
Request Refund nal_ contact _ returned:
Transaction PayPoint Transaction Invalid_Original_
Support* Transaction
Authorization Duplicate 82 Duplicate Merchant Duplicate_ N/A Declined(5) | Payment was
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Request Payment Check contact Check declined:
PayPoint TeleCheck
Support* returned
response:
Duplicate Check
Authorization Bank 88 Rejected Customer may | Rejected_Code | N/A Declined(5) | Payment was
Request Account and Code 3 contact 3 declined
Routing (Risk) TeleCheck for processor
Number Fails more response: We
TeleCheck information. are sorry we
Verification cannot accept
your c% e
Authorization Authorization | 97 Unable to Merchant Unable_To_ N/A Error(4) Error: NFTF
Request Request Process contact Process. returned:
Times Out (Time Out) PayPoint Unable To
Support* Process
Authorization Invalid Bank | 98 Invalid MICR | Merchant Invalid_MICR_ N/A Verification | Verification
Request Account or Data contact Data failed (6) failed:
Routing PayPoint TeleCheck
Number Support® returned
response:
Invalid MICR
Data

! PayPoint Support Information (For merchant use only): paysupport@firstdata.com or (877)869-0860

2 \We are sorry that we cannot accept your check at this time. Our decision is based, in whole or in part, on
information provided to us by TeleCheck. We encourage you to call TeleCheck at (800)366-2425 or write
TeleCheck Customer Care at P.O. Box 4513, Houston, TX 77210-4513. Please provide TeleCheck your driver's
license number and the state where it was issued, and the complete banking numbers printed on the bottom of
your check. Under the Fair Credit Reporting Act, you have the right to a free copy of your information held in
TeleCheck's files within 60 days from today. You may also dispute the accuracy or completeness of any
information in TeleCheck's consumer report. TeleCheck did not make the adverse decision to not accept your
payment item and is unable to explain why this decision was made.

% We are unable to process this transaction with the payment information provided. Please use a different form of
payment at this time. You may contact your bank for additional information.
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TeleCheck Non -Face-to-Face (NFTF) e-Check Settlement Request

TeleCheck €CheckSettlementRequesiScreen Includes:

Response Description
Request_Type eCheck
CMD Type of transaction = Settle
PP_ID Unique ID specific to the Merchant involved in the transaction.
This is an id assigned BayPoint.
MERCHANT_ID Subscriber or TeleCheck Product ID assigned by TeleCheck.
VC Version of the Certified PayPoint Product
TRANS TYPE 3 = Settlement Command
BCN Billing Control NumberPayPointgenerated unique transaction

identifier attached to all Adjustment and Sale transactions to
support reporting and reconciliation activiie
Example:1-426191426755782-1

[Type of Payment[Transaction IDJ[PaymentID}[PayPoint
Application ID]T [Payment/Refund Indicator]

Type of Payment:
1 = Primary Payment
2 = Convenience Fee

Payment/Refund Indicator:
1 = Primary Payment
14 = Full orPartial Refund

TRACE_ID: Tracking ID is a number assigned by the payment processor
specific to the transaction. This number can be provided to th
payment processor when attempting to research payments wif
their system. When sending payments to @éngnent processor
PayPointalways send the unique internal payment id.
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TeleCheck Non-Face-to-Face (NFTF) e-Check Settlement Response

TeleCheck €CheckSettlement Response Screen Includes:

Response Description
ResultCode: Result Message @&uthorization
RC: OK
NFTF_RESP_CODE: | NFTF Response Message
AUTH_CODE: If Authorized
ERR_LOC: Indicates whichrequestag fromPayPointcontained invalid data.
TRACE_ID: Tracking ID is a number assigned by the payment processor spec

thetransaction. This number can be provided to the payment
processor when attempting to research payments within their syst
When sending payments to the payment procd3agiPointalways
send the unique internal payment id.

TRN_STUS: 1 = NFTF Offered
DENIAL_REC: Denial Reason
ECHO: Not Used

HOST _DATETIME: TeleCheck's host date/time of response. The time uses a 24 hour forma
(mmddyyyyhhmm). Time
Zone is Central Time (Central Standard Time / Central Daylight Savings

Time).
MICR: Not Used
PREF_FLG: Not Used

TeleCheck Non-Face-to-Face (NFTF) e-Check Settlement Complete

TeleCheck does not send any additional data back to PayPoint when Settlement is Complete
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| PINLESS DEBIT PAYMENT PROCESSOR DETAILS

To access the payment processor details, click on one of the Status Links from the Payment
Details Screen.

The Transaction and General sections of the screen change to provide information relating to the
status request.

Payment Processor Details folNRéss Debit transactions include the same major sections:

1 General
1 History
1 Request

In this section, we will review all the payment types with their associated payment processor
information.

Payment Processor Details

Confirmation Number:  11032800229596
Transaction ID: | 558302 (Settled)
General
Payment Amount: | $15.00
Encoding Type: | Concord Reguest
3/28/2011 11:24:53 AM Settlement Complete (Settled)
History 3/28/2011 11:24:53 AM Sale Complete [Success)
3/28/2011 11:24:52 AM Sale Request
StorelD: | govoneOl
StoreKey: | (not displayed)
ApplicationID: PayPoint v1.5.0
TerminallD: |02
ReferenceNumber: | 559186
CashierNumber: 0
TransactionAmount:  15.00
SalesTaxAmount: | 0.00
Request AccountNumber: | (not displayed)
ExpirationMonth: 03
ExpirationYear: |11
BillingCountry: US
ShippingCountry: |US
TaxExemptFlag: | False
PayeeAcct: 00259999999599995999
UseCredit: |False
UseCFMerch: | False
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. GENERAL

The Payment Details for all payment types contain the same General fields. These fields are:
1 Confirmation Number
i Transaction ID
1 Payment Amount.
1 Encoding Type

Payment Processor Details

Confirmation Number: 11032800229596
Transaction ID: | 558302 (Settled)

General
Payment Amount: | $15.00

Encoding Type: Concord Request

3/28/2011 11:24:53 AM Settlement Complete [Settled)
History 3/28/2011 11:24:53 AM Sale Complete (Success)
3/28/2011 11:24:52 AM Sale Request

Below are descriptions for these fields:

General Setting Description
Confirmation All payment detail records have a uniquely defined confirmation
Number number.
Transaction ID Transactions contain one or more payment actions, including the

original payment.When a payment is received, it is created as part
transaction.Any futureactions against the original payment, such a
refunds, are stored under the original transaction. The transaction
holds all of the general account information associated with a payr
(i.e. Account Number, Name, Address, etc). , the Transaction scry¢
displays general account holder information, as well a history of
actions that may have taken place since the original payment was
received.

Payment Amount | Amount of the payment to be made

Encoding Type Concord Rqguest
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. HISTORY

This screen displays the request for sale information for the transaction. It can be accessed by
clicking on each of the Status Links from the Payment Details Screen.

Payment Processor Details

Confirmation Number: | 11032800229596
Transaction ID: | 558302 (Settled)

General
Payment Amount:  $15.00
Encoding Type: Concord Request
3/28/2011 11:24:53 AM Settlement Complete (Settled)
History 3/28/2011 11:24:53 AM Sale Complete (Success)
3/28/2011 11:24:52 AM Sale Request
CtorelD: | govonell
StoreKey: | (not displayed)
ApplicationID: | PayPoint v1.5.0
TerminalID: 02
ReferenceNumber: | 559186
CashierNumber: 0
TransactionAmount:  15.00
SalesTaxAmount: |0.00
Request AccountNumber: | (not displayed)
ExpirationMonth: 03
ExpirationYear: |11
BillingCountry: US
ShippingCountry: |US
TaxExemptFlag: | False
PayeeAcct: | 00259959999555995559
UseCredit: |False
UseCFMerch: | False
Status Description
Sale Complete This is the status of the payment. If ydick on this you will be passed
to the Sale Complete Details screen
Sale Request This is the status of the payment. If you click on this you will be pas
to the Sale Request Details screen
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RESPONSE OREQUESTNIFORMTION

When you click on one dhe history links on the Payments Details screen, you will see the
Payment Processor Details for that Status:

Each Processor provides different information. The following sections show the different
responses from Concord and relating to the differettisés of:

1 Sale Request
1 Sale Complete

CONCORIPINLESBEBITPAYMENTPROCESSOR REQUESTS

Concord PINless Debit Sale Request

ConcordPINlessSale Request Screen Items include

Request Description
StorelD Unique store number assigned to your Merciatount.
StoreKey Unique store key (password) assigned to your Merchant Accoun
ApplicationID Application ID assigned to your Merchant Account. This will

normally be your NumeriPayPointApplication number followed by
the current version of PayPoint.

TerminallD Unless you are using terminals that need to be identified by the
Merchant this will be defaulted to 01.

ReferenceNumber | UniquePayPointhumber sent to the processor for tracking purpos

CashierNumber Defaulted value of 0.

TransactionAmount | Amount of the payment issued to the processor

SalesTaxAmount If provided during the payment entry the amount of sales tax that
charged is shown.

AccountNumber Account Number which for security purposes is not shown.
ExpirationMonth Expiration Month of the Card.

ExpirationYear Expiration Year of the Card

BillingAddress Billing Address

BillingCity Billing City

BillingState Billing State

BillingPostalCode Billing Zip Code

BillingPhone Billing Phone Number

BillingEmail Billing Email address
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Sale Complete

ConcordPINlessDebit Sale Complete Screen Items include:

Response Description
ResponseCode Unique Return Code sent backRayPoinffrom the Processor.
ResultCodeEFS Unigue numeric return code associate with the Response Code

returned by the processor

ResultMessage

Contains any text message associated with the response returr
the processor

TransactionIlD

Unique transaction number assigned by the Processor associa
with a successful approval.

ApprovalNumber

Approval number assigned to the payment by the processor

AuthorizationNumber - | Authorization number assigned by the payment processor. May
sameas ApprovalNumber.

TransactionDate- Date of the Transaction.

TransactionTime- Time of the Transaction.

ReferenceNumber Unique number assigned ByayPointand sent to the processor for
crossreference. This number is tRayPointPayment ID.

AccountNumber- Account Number which is not displayed for security purposes.

TransactionAmount- | Amount of Transaction.
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Convenience Fee Models

PayPointsupports charging convenience fees. This is an additional amount charged to the user
for processig their payment and is driven by your business rules. Different payment processors
may handle the convenience fee requests differently. They may support two different
transactions (one for primary payment and one for convenience fee) or they may neguire o
transaction containing both the convenience fee and primary payment. The Payment Processor
Details are displayed differently depending on the convenience fee model. This information is
documented in your boarding forms.

PRIMARY PAYMENT AND CONVENIENCE FEE i SEPARATE TRANSACTIONS

The primary payment and convenience fee are sent as separate transactions to the payment
processor. Both the primary payment and convenience fee details contain the processor
information.

Transaction Detail
Transaction ID: | 138145
Gross Payment Amount: | $16.00
Net Payment Amount: | $16.00
$0.00

Total Payment =
coomrcomn s , $16.00 which include
i — $15.00 Primary

: | Credit Card (Concord)

s Payment and $1.00

ode: | Settled

Tax Amo

7/25/2007 11:27:58 PM

Amount Payment Type status
Payments 07072500026744 $15.00 Primary Settlement Complete (Settlec)
07072500026744 $1.00 Convenience Fee Settlement Complete (Settlec)
Name: | Tester Tester
Credit Card
. . |Mc
Credit Card: ooo001e
Account t T
Tester Test
7028 Ma
Billing Address: | MT 45030
us
jasong@a.com

Convenience Fee

Payment Details
Confirmation Number:

Payment ID:

General Applic
Tran:

Payment Amount:

Refund Chargeback

: | 07072500026744

138339

: | Membership Fees (717)

on ID: | 138145 (Settled)

$15.00

8/21/2007 5:11:13 AM
8/21/2007 5:10:46 AM
History 8/21/2007 5:10:19 AM
7/25/2007 11:28:15 PM
7/25/2007 11:28:01 PH

Settlement Complete (Settled)
Settlement Response (Success)
Settlement Request

Sale Complete (Success)

Sale Request

New Note

Create Note

Payment Timestamp:

Response Time(seconds):

Payment Details.

rcl :
Settlement ID:

Settlement Ref Code 1:
Settlement Ref Code 2:
Auth Code:

Export Timestamp:

Printable Receipt

7/25/2007 11:28:00 PM
20.976

138339
200011306812
123456

9/20/2007 5:17:41 PM

History Payment
Processor Links are
available for the
Primary Payment.
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Payment Details
Confirmation Number:

Payment ID:

Refund Chargeback
0707250002674
138340

Membership Fees (717)

: | 138145 (Settled)
nt: | $1.00

8/21/2007 5:11:13 AM
8/21/2007 5:10:42 AM

Settlement Complete (Settled)
Settlement Response (Success)

History §/21/2007 5:10:19 AM  Se
7/25/2007 11:28:18 PM | Sale Col
7/25/2007 11:28:15 PM | Sale Request

New Note

Create Note

Payment Timestamp:

Payment Channel:

7/25/2007 11:28:15 PM
web

nt ID: | firstdo7

Payment Details
Settlement ID:

Settlement Ref Code 1:
Settlement Ref Code 2:
Auth Code:

Export Timestamp:

Printable Receipt

e Fee
100791

138340
200011306810
123456

9/20/2007 5:17:41 PM

History Payment
Processor Links are
available for the
Convenience Fee,
since the Prary
Payment and
Convenience Fee are
processed as separate
transactions.

| PRIMARY PAYMENT AND CONVENIENCE FEE T INTEGRATED TRANSACTION

Using the Integrated model, the convenience fee and primary payment are sent together to the
payment processor. Only the primary payndetails contairthe processor information. There

are no status links available for the Convenience Fee payment.

In the example below, a primary payment of $16.00 was made with a convenience fee of $1.00

Transaction Detail
Transaction ID:
Gross Payment Amount:
Net Payment Amount:
Tax Amount:

Application:

Custom Reference Data:

130715
$17.00

$17.00
$0.00
Life Insurance (708)

Total Payment =
$17.00 which include
$16.00 Primary
Payment and $1.00
Convenience Fee

Group ID:
Processor Type: Credit Card (Concor: d)
ng ID:
Registration ID:
Result Code: | Settled
Post-Dated For: | 6/1/2007
Timestamp: | 6/1/2007 12:59:51 PM
Confirmation Number Amount Payment Type Status
Payments 07060100019299 $16.00 Primary Settlement Complete (Setrled)
07060100019299 $1.00 Convenience Fes Settlemnent Complete (Seuled)
Name:
Account Credit Card: Slrgiwt -
K H00K-3000¢-007 1
09/10
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Payment Details

Confirmation Number:

Payment ID:

General Application:
Transaction ID:

Payment Amount:

Refund

07060100019299
130855

Life Insurance (708)
130715 (Settled)
$16.00

Chargeback

6/21/2007 4:34:00 PM
6/21/2007 4:34:00 PM
History 6/21/2007 4:33:58 PM
6/1/2007 12:59:52 PM
6/1/2007 12:59:51 PM

Settlement Complete (Settled)
Settlement Response (Success)
Settlement Request

Sale Complete (Success)

Sale Request

History Payment
Processor Links are
available for the
Primary Payment.

New Note

Notes

Create Note

Payment Timestamp:
Payment Channel:
Payment Code:
Payment Command:

Merchant ID:

Payment Details

Settlement ID:
Settlement Ref Code 1:
Settlement Ref Code 2:

Auth Code:

Export Timestamp:

Printable Receipt

Payment Details
Confirmation Number:
Payment ID:
General Application:
Transaction ID:

Payment Amount:

6/1/2007 12:59:51 PM
web
Primary(Integrated)
SALE

firstd07?

100753

130855

100017757471

123456

6/22/2007 10:18:03 AM

Refund

07060100019299
130856

Life Insurance (708)
130715 (Settled)
$1.00

Chargeback

6/21/2007 4:34:00 PM
6/21/2007 4:33:58 PM
History 6/21/2007 4:33:58 PM

6/1/2007 12:59:52 PM

6/1/2007 12:59:52 PM

Settlement Complete (Settled)
Settlement Response (Success)
Settlement Request

Sale Complete (Success)

Sale Request

New Note

Notes

Create Note

History Payment

Processor Links are nd

available. This
information is only

reported at the Primary

Payment level.

Payment Timestamp:

Payment Channel:

Payment Code:

Payment Command:

Payment Details Merchant ID:
Settlement ID:
Settlement Ref Code 1:
Settlement Ref Code 2:
Export Timestamp:

Printable Receipt

6/1/2007 12:59:52 PM

Web

Convenience Fee(Integrated)
SALE

firstdo7

100753

130856

6/22/2007 10:18:03 AM
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Refund (Void)

Refund is accessed by choosing the 6R6 field
button on the Paymentetails screen. The system determines if the cancellation is a Void or
Refund. A void represents a refund of the payment prior to settlement. A refund is issued against
the card holders account if settlement has taken place.

Refund Payment

Application: | Dental

Confirmation Number: 10052600144129
Payment Information
Refund Type: | (& Full O Partial

Original Payment Amount: | 12.00

* Refund Amount:

Refund Information
Note:

* Indicates a required field m

To enter a refund:

Enterthe Refund Amount. This may be different from the original payment amount.
For example, convenience fees may not be refunded.

For refunds that are procesgbdough BuyPasgsing an expired credit card, updated
expiration dates will be need to be provided before the refund can be processed.
Note: This does not apply to payments processed through TSYS Acquiring (Vital).
Enter a comment in the Note section. This informat®ulisplayed in the payment
history.

Select Refund Typé Full or Partial Refunds (multiple partial refunds may be made
up to the full value of the payment)

Choose Refund. The Refund Results screen is displayed.

After reviewing the results, choose PrinaMersion or Main Menu.
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Chargeback

Chargeback is accessed by choosing the 06C06 fi
Chargeback button from within the Payment Detail scr&dmargebacks are a returned payment
transaction resulting from the lackadherence to the conditions of the Sales Agreements.
Chargeback Notices are normally received via manual communication channels from the issuing
bank, including via fax, email, or phone. Because each party can dispute the chargeback,
PayPointallows youto perform a chargeback and then later perform a chargeback reversal as

many times as necessary. The chargeback option automatically provides the ability to perform a
chargeback or reversal depending on the current state of the payment. Initiatimgeb&tiaor

a Chargeback Reversal to a payment does not cause any financial transactions to occur. This is
only a notational transaction.

Chargeback
Application:  Dental
Chargeback Type: | (&) Full () Partial
Original Payment Amount: | $12.00
Refunded Amount | $0.00
Refundable Amount $12.00

Chargeback Amount:

* Chargeback Date: ||0%/29/z2010 H

Note:

[ Choracbock ] “concel |

To enter a chargeback:
Enter the Chargeback Tyjpd-ull or Partial
Enter the Chargeback Amount.
Enter the Date fathe Chargeback transaction.
Enter a comment in the Note section.
Choose Chargeback to continue to the Results screen. After viewing the results,
choose Printable Version or Main Menu.
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Saving and Sharing Searches
The following is the process to creasaved search:

1. Enter the search criteria.

Search Clear Search

Application: | | '

Saved Searches:

Quick Set
Begin Date (From): |09/28/2010 7= Payment Type: | Any v]
End Date (To): |09_I29_120 10 EI Status: |An-,r V|
[ search by Payment Post Date Payment Portion: | any v
Confirmation Number: | |  Account (Last 4 Digits): | |
Transaction ID: | | Auth Code: | |
Payment ID: | | Amount: | |
User ID": | | Name: | |
Reference: |
ACH Return Codes: | | !

(1include Exception Criteria

[ save as Default Search Show Summary Show Payments

2. Click Save and enter the Search Name. You can select to share this search and also keep
the search to fixed dates.
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Search Clear Search
Application: 709 MyWay Insurance (826) 11} u
Saved Searches: Declinads > 10.00 ~ Save Delete
Quick Set Saved Searches ®
Begin Date (From): -
End Date (To): inad -
* Save As:
[search 5 Declineds > 10.00 Shared =
[ save Exact Dates
Confirmation Number:
Transaction ID:
(o |
Payment ID:
User ID": Name:
Reference:
ACH Return Codes: !

[ 1nclude Exception Criteria

[[] sawve as Default Search

Show Summary Show Payments

3. Click Sharedto allow your search to be used by anyam® has current accessyour
site, agency, and application. Shared Searches can only be created by Administrator
Users.To use a shared search, you must select the same site, agency, or application
where the search was saved.

All PayPoint user roles casavetheir own multiple searches

If you do not selecBave Exact Datesthen the saved search will follow the same rules
as the main search screen.

Begin and End
Date

If you save dates as part of your default search, the search will maint
rolling date range relative to the sawates. The advantage is that you
can search for the last week each day.

Login Date

Begin
Date

End
Date

June 8
Saved Default Search

June 1

June 8

June 9

June 2

June 9

June 10

June 3

June 10
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4. Click OK to save your search.

Search Clear Search
Application: 709 MyWay Insurance (826) 11} u
Saved Searches: Declineds > 10.00 ~ Sawve Delete
Quick Set
Begin Date (From): E Payment Type: Any -
End Date (To): E Status: Declined -
|| search by Payment Post Date Payment Portion: any -
Confirmation Number: Account (Last 4 Digits):
Transaction ID: Auth Code:
Payment ID: Amount:
User ID": Name:
Reference:
ACH Return Codes: u

[ 1nclude Exception Criteria

["| save as Default Search Show Summary Show Payments

To run an existing Saved Searsblect the Site, Agency, or Application where search was
saved and theselect from dropdown and the search form wilkflleYou can then select
Show Paymentsor Show Summary.

6.0 New Payment

PayPointprocessesuthorizes, and settles payments within the gateway using the following
payment mediums:
9 Business Check
Commercial Credit Card
Credit Card
e-Check
PINless Debit
PIN-based DebifNot Available through the PayPoint Administration Site).

= =4 =4 -8

This section explamthe screens needed to make a payment thiagRoint The payment
option can be used when there is a firgitelephone payment or walk request to an agency.
The information is processed through BeeyPointsystem in the same manner as when a
cusbmer initiates an Internet payment.

1 Payment Options
1 Make Payment Screen

1 Payment Results
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Payment Options

This screen allows the agency to make a payment directly Ratyfeointsystem. Walkn
traffic can be handled with an authorization received badugh the system immediately.

To choose payment options:

Payment Options

* Indicates Required

*Select the Application for the payment: || Dental (709) i !

* Select the payment medium: || Select Payment Madium:

* Select the payment channel: || Select Payment Channeal:

1. Choose Make Payment from the Main Menu.

Using the dropdown list, select the application to which the payment is going.

Note: This is controlled by account roles. Only authorized applications are displayed.
2. Select payment medium or typeCréditcard, echeck, Debit etc.)

3. Select the payment channel or method. (Web, IVR, Fax, etc.)

4. Select Continue. This displays tRayment Details screen.
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| ENTERING CREDIT CARD PAYMENT DETAIL

This screen allows detailed information to be collected and processed by the system. Most
agencies require at least AVS information, which includes name and address.

Credit Card Payment
Dental

Billing Address
First Name: l:l M.I.: l:l Last Name: |

Street Line 1: | |

Street Line 2: | |
City: | |
State: | select State v
Zip: | |

Country: | UNITED STATES v
Phone: | |

E—Hail:|

Shipping Address [v] same as Billing

Payment Details

*Payment Amount: |D.DD

Reference: |

Payment Method

Mame as it Appears on Card: | |

*Card Number: | | Swipe Card

*Expiration Date: = Mgnth| v |* vear| v|

Corporate Card: []Thjs j5s a commercial credit card.
Purchase ID:| |

* Indicates a required field m Submit Payment

The minimum requiredields required for Credit Card transactions are:
1 Payment Amount
1 Card Number
1 Expiration Date

Note: Entering more details here makes searching easier later.
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To make a credit card payment:

Note: A red asterisk immediately displays if format is incorrect.

1. Enter the customer6s First Name, Mi ddl e I n

will be required.

2. Enter t he c upPayRPomacceptd)S and idtermatorsal addresses. Check
with your processor to determine if international addresses are acdeptedthe
customer 6s phone number.

Enter customerd6s phone number

Enter cunwmitaddresst 6s e

Enter shipping addressd phone.

Enter thePaymentAmount. (format 000.00) Required

Enter theTax Amount if displayed Enter Tax Anount forcorporate cards only.
Enter Referencedatathat can be used for tracking.

This reference should contain identifiers that will crosference this payment to your
transaction. For exampl# you are usindg?ayPointo make payments on parking tickets,
you may want to put the ticket number in this reference field.

9. EnterName as iAppears on th€ard. This is optional.

10. Enter theCredit CardNumber.i Required

If you are using a card reaggou can click on the SWIPE CARD option to streamline

the entry of the credit card number and expiration date.

11. Enter theExpirationDate (MM/YYYY) from the dropdown list: Required
12.Enter the CVV2if displayed(This is the 3 or 4 digit verification icéfier that is

typically found on the back of credit caidg\merican Express has this on the front of

the cardl
13.1f the credit card you are using is a corporate credit card, click the box next to Corporate

Card.
14.Enter thePurchase ID. (purchaseder, etc). This information is provided when

processing a payment on a corporate card. This is not a requiretNb&dd There is a

25 character limit, when entered.
15.Choose Submit Payment. This displays the Payment Results screen.

©NO O
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| ENTERING ECHECK PAYMENT DETAIL

eCheck usethe same basic name and address information that is required for credit card
payments. However, the account fields reflect bank information.

E-Check Payment
Dental

Billing Address

*First Name: M.L.: *Last Name:
Street Line 1:
Street Line 2:
City:

State: select State A
Zip:

Country: UNITED STATES A

Phone:

E-Mail:

Shipping Address [/] same as Biliing

Payment Details
*Payment Amount: g gg
Convenience Fee: g gg

Reference:

Payment Method
*Name On Account:
*Account Number:
*Routing Number:

*Account Type: @ Checking () Savings

*Authorization Medium: web

* Indicates a required field Submit Payment
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E-Check Validation:

The minimum required fields required for eCheck transactions are:

1 First and Last Name (Required for TeleCheck)
Name on Account

Payment Amount

Name on Account

Account Number

Routing Number

Account Type& Checking or Savings
Authorization Medium

= =4 4 4 48 2 A

Depending on your configuration, you may be required to identify additiofeaimation such
as bank name, bardtate, and other identity data.

The Driveis LicenseandSSNinformation areused for identity verification E=Check

processing is governed by rules created by NACHA (National Automated Clearing House
Association). Wder NACHA compliance rules, in order to collect an electronic check payment,
you must make a reasonable effort to validate the identity of the person from whom you are
taking the payment.

To make are-Checkpayment:

Note: A red asterisk immediately splays if format is incorrect.

1.

No os®

8.

9.

Enter the customero6s First Name, thelFirdtdIl e
and Last Naméelds will be required.

Enter the c upPayPomticceptd)S and idternatprsal addresses. Check
with your processor to determine if international addresses are accepted.

Enter the cuuwnbemmer 6s phone n

Enter t heMalakitessmer 6s e

Enter the shipping addreasd phone.

Enter thePaymentAmount. (forma000.00)- Required

EnterReferencedatathat can be used for tracking.

This reference should contain identifiers that will croeference this payment to your
transaction. For example, if you are usitayPointo make payments on parking tickets,
you may want to put the ticket number in this reference field.

Enter theNameon Account In most cases, this field will be required.

Enterat least five digits for th&ccountNumber.- Required

10. Enter theRoutingNumber.i Required
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11.Enter theBankName if required.

12. Select the Bank Statd required.

13. Enter the Social Security Numbdfrrequired.
14.Enter the Driver License Numbef required.
15. Select the Driver License Statérequired
16. Select the Authorization MediuimRequired.

When making eCheck paymemts the PayPoint Administration site, there is a required

option called Authorization Medium. This will be ultimately mapped to the Standard
Entry Class Code that will be used for the NACHA file.
The options and NACHA mapping are:

Authorization NACHA Standard Entry Class (SEC)
Medium Option Code Mapping
Web WEB
IVR PPD
Walkin PPD
Voice TEL
FAX PPD
Mail PPD

Note: There is an option on the eCheck boarding form where you can identify the
valid Authorization Mediums to be listed in the dropdown.

17.Choose Submit Payment. This displays the Payment Results screen.
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| ENTERING PINLESS DEBIT PAYMENT DETAIL

This screen allows detailed information to be collected and processed by the system. Ata
minimum you are required to enter the payment amount, card number, and an expiration date.

Debit Payment

Dental

Billing Address

First Name: M.L.: Last Name:

Street Line 1:
Street Line 2:
City:

State: select State
Zip:

Country: UNITED STATES
Phone:

E-Mail:

Shipping Address [/ same as Billing

Payment Details
*Payment Amount: 5 g
Convenience Fee: 5 g

Reference:

Payment Method

MName as it Appears on Card:

*Card Number: Swipe Card

*Expiration Date: = month + * Yaar -

* Indicates a required field m
PINlessDebit Validation:
The minimum required fields required foiNPess Debit transactions are:
1 Payment Amount
1 Card Number

1 Expiration Date

Note: Entering more details here makes searching easier later.
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To makea PINless Debit payment:

Note: A red asterisk immediately displays if format is incorrect.

1. Enter the customer6s First Name, Mi ddl e I n

will be required.

2. Enter t he c upPayRPomacceptd)S and idtermatorsal addresses. Check
with your processor to determine if international addresseacceptedEnter the
customer 6s phone number.

Enter customer6és phone number.

Ent er c uMailaddmss. 6s e

Enter shipping address and phone.

Enter thePaymentAmount. (format 000.00) Required

Enter theTax Amount if displayed. Enter Tax Amount faprporate cards only.
Enter Referencedatathat can be used for tracking.

This reference should contain identifiers that will crosference this payment to your
transaction. For example, if you are usiayPointo make payments on parking tickets,
you may want to put the ticket number in this reference field.

9. Enter Name as it Appears on the Card. This is optional.

10. Enter theCredit CardNumber.i Required

If you are using a card reader, you can click on the SWIPE CARD option to streamline

the entry dthe credit card number and expiration date.
11.Enter the Expiration Date (MM/YYYY) from the dropdown lisRequired
12.Choose Submit Payment. This displays the Payment Results screen.

©NO O
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Validation Rules for New Payment

Similar validation rules exist for hNew Payment screens as exist for the MakePayment APIs.

These rules are described in the following sections.

COMMON FIELDS WITH CREDIT CARD, ECHECK, AND PINLESS DEBIT TRANSACTIONS

Description Maximum |Credit Card and PINless Debit eCheck
Length Validation Validation

First Name 25 Optional Required for TeleCheck eCheck
The validation rule is that First Nai
may contain letters and/or numbet| First Name must contain only
with spaces allowednd the letters with no spaces, no
following special characters which| numbers, and no special
are period, comma, dash, and characters.
apostrophe.

Last Name Optional

50 The validation rule is that Last Nai| Required for TeleCheck eCheck

may contain letters and/or number Last Name may contain number
with spaces allowednd the or letters with spaces allowed ar]
following special characters wdii | the following special characters
are period, comma, dash, and which are period, dash, and
apostrophe. apostrophe.

Middle Initial | 1 Optional Optional

Billing and Shipping US Address Information

StreetLine1l |50 Optional Optional
The validation rule, if filled, is that [The validation rule, if filled, is that
Streetl may contain letters and/or|{Streetdmay contain letters and/or
numbers with spaces allowed andinumbers with spaces allowed ang
following special characters whichthe following special characters
are period, comma, and the poungwhich are period, comma, and thg
sign. pound sign.
Note: If using Chase Paymentech
Tampa platform, the maximum
length street line = 20.
Note: When Address Verification
Service (AVS) is enabled for
Credit Card, Billing Street 1 is
required field.

Street Line2 | 50 Optional Optional
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Description Maximum |Credit Card and PINless Debit eCheck
Length Validation Validation

The validation rule, if filled, is thalThe validation rule, if filled, is that
Streetl may contain letters and/gStreetl may contain letters and/o
numbers with spaes allowed and numbers with spaces allowed ang
the following special characters [the following special characters
which are period, comma, and thwhich are pgod, comma, and the
pound sign. pound sign.

City 50 Optional Optional
The validation rule, if filled, is tha{The validation rule, if filled, is that
City may contain letters with City may contain letters witbpace;
spaces allowed and only the allowed and only the special
special character period. character period.

State Select from Dropdown

Zip 9 Optional Optional
The validation rule, if filled, is tha{The validation rule, if filled, is that
Zip contains numbers only. Zip contains numbers only.
Note: When Address
Verification Service (AVS) is
enabled for Credit Card, Zip is
required field.

Country

Phone 10 Must be numeric. Must be numeric.

Billing and Shipping International Address Information

Street Line 1

50

Optional

The validation rule, if filled, is tha
Streetl may contain letters, spac
numbers, and any special
characters. Supports standard ar
extended ascii character sets.

Note: If using Chase
Paymentech Tampa platform,
the maximum length street line =
20.

Note: When Address
Verification Service (AVS) is
enabled for Credit Card, Street
1 is required field

Not Supported by eCheck using
TeleCheck Gateway

Street Line 2

50

Optional

Not Supported by eCheck using
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Description

Maximum
Length

Credit Card and PINless Debit
'Validation

eCheck
Validation

The validation rule, if filled, is tha
Streetl may contain letters, spac
numbers, and any special

characters. Supports standard ar|
extended ascii character sets.

TeleCheck Gateway

City

50

Optional

The validation ruleif filled, is that
City may contain letters, spaces,
numbers, and any special
characters. Supports standard ar
extended ascii character sets.

Not Supported by eCheck using
TeleCheck Gateway

Province

50

Optional

The validation rule, if filled, is tha
State/Province may contain letter
spaces, humbers, and any specia
characters. Supports standard ar
extended ascii character sets.

Not Supported by eCheck using
TeleChecR Gateway

Zip

20

Optional

The validatian rule, if filled, is that
Zip may contain letters, spaces,
numbers, and any special
characters. Supports standard ar
extended ascii character sets.
Note: When Address
Verification Service (AVS) is
enabled for Credit Card, Zip is
required field.

Not Suppated by eCheck using
TeleChecR Gateway

Country

Required for international
addresses

Uses Country Codes identified in
ISO 3166.

Not Supported by eCheck using
TeleChecR Gateway

Phone

20

May contain letters, spaces,
numbers, and any special
characters. Supports standard ar
extended ascii character sets.

Not Supported by eCheck using
TeleCheck Gateway

Email

75

Must be formatted as a valid ema
address

Must be formatted as a valanail
address

Payment
Amount

Decimal

as 99999.99 or 999999

Must be numerié may be enterejMust be numerié may be entered

as 99999.99 or 999999

Tax Amount

Decimal

Must be numeri¢ may be entereunst be numerié¢ may be entered
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Description Maximum |Credit Card and PINless Debit eCheck
Length Validation Validation
as 99999.99 or 999999 as 99999.99 or 999999
Reference 254 No validation rules No validation rules

VALIDATION RULES SPECIFIC TO CREDIT CARD TRANSACTIONS

The following are fields specific to Credit Card.

Description | Maximum Credit Card Validation
Length
Name asit | 100 Optional
Appears on Max Len 100
Card
The validation is that Full Name may contain letters and/or numbe
with spaces allowed and the following special characters which arg
period, comma, dash, and apostrophe.
Card Required
Number Thevalidation rule is the MOD10 check.
Expiration Required
Date Dropdown for twedigit month and twedigit year.
Corporate Check Box
Credit Card
Purchase ID | 20 Corporate Card must be checked to enter Purchase ID.
CVvVv2 4 Required only if CVV2 is enablddr the Application.
The CVV2 field for Visa (CVC2 for MasterCard and CID for
American Express). The 3 or 4 digit verification identifier that is
typically found on the back of credit cards. This is required only if|
that way in the application parateeset.
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| VALIDATION RULES SPECIFIC TO ECHECK TRANSACTIONS

The following are fields specific to eCheck.

Description Maximum [Credit Card Validation
Length
Name on Account 100 Required

The validation is that Full Name may contain letters and/o
numbers with spaces allowed and the following special
characters which are period, comma, dash, and apostrop

Account Number 50 Required.
The minimum length must Beand must be numeric.
Routing Number 9 Required

The routing number must be in treuting number listing
downloaded from the Federal Reserve.

Account Type Radio Buttori Checking or Savings

Bank Name 50 Only required ifenabled for application

Name of the bank where the bank account is located. If y
provide a Bank Name you must also provide the state th
the bank resides.

Bank State 2 State Dropdown

Only required if enabled for application

State where the bank is located is physically located. Yo
can normally find the sta listed on your check as part of t
name of the bank. If you provide a Bank State you must
provide a BankName.

Drivers License Number| 32 Only required if enabled for application

Drivero6s License Number o
used as input to the identity verification process.

Drivers License State | 2 Only required if enabled for application

State for which the Drive
can be used as input to thientity verification process.
SSN 9 Only required if enabled for application

Social Security Number of the payer. This field can be us
as inpu to the identity verification process.
Business Name 50 Only required if enabled for application

If the Payment Medium is BusinessCheck, this value car
filled with the name of the business on the bank account
This field is used as input to identirgrification process.
Federal Tax ID 9 Only Required if enabled for application

If the Payment Medium is BusinessCheck, this value car
filled with a Federal Tax ID This field can be used as inp
to the identity verification process.
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| VALIDATION RULES SPECIFIC TO PINLESS DEBIT TRANSACTIONS

The following are fields specific to PINless Debit.

Name asit | 100 Optional

Appears on The validation is that Full Name may contain letters anuldonbers

Card with spaces allowed and the following special characters which arg
period, comma, dash, and apostrophe.

Card Required

Number The validation rule is that this card must be in the debit validation b
file.

Expiration Required

Date Dropdown fortwo-digit month and twedigit year.
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Creating Dynamic Fields and Validations for Reference Field

The Reference Field is used to associate the custom specific data about the bill, payer, or account
with the payment information. This field is pas&edk in the posting file. The Reference Field
is a free form 254 character field.

If Consumer Payments are enabled, the Reference Field can be replaced with the Custom Data
Fields created in the Consumer Payments toolkit. This will occur if the custarfiedds are all
custom (not challenge) and set to fAinclude on
reference data in a consistent order and follow validation rules. (See Consumer Payments
Integration Guide for more information on how to usetibolkit.)

E-Check Payment Consumer Payments Custom Data Language: English -
Dental

Billing Address

#* Header: Your Information

#* pisplay: Account ID

*First Name: Test Tester M.I.: *Last Name:

Street Line 1:

Street Line 2:
Type: (I Challenge © Custom

City:
State: select State . Field Type: @ Text () Choice
Zip: * Length: o
Country: UNITED STATES - Check Digit: nNone -
Phone: validation: Pl
E-Mail: ~ Build
PR Validation Test: Enter data t lidat: d click test.
Shlpplng Address [7]same as Biling alidation Test: | nter data to validate and click tes | Test
Failed Message: Your account number if five digits long.
Payment Details
[T Display Only [ Required [¥]Include on Posting [ Total Amount

*Payment Amount: g

Convenience Fee: g,gp Delete | Add Field Above | Add Field Below | Move Up | Move Down

Payment Date: | nc/y2/5011 v
= Di . i
Account ID: .> Display: Region
f

* Region: - o Type: () Challenge © Custom
) South Field Type: (0)Tedt @ Choice

Enter the Display (Label) and Value (Reference Data) pair ...
Payment Method

*Name On Account: l:‘ Narth n E
*Account Number: |:| South s E
*Routing Number: [J[Enterpisplay |[_ Enter value i)

*Account Type: © Checking ) Savings Choices: [ ][ Enterbisplay |[_Entervalu= | [
*Authorization Medium: wsb « |:| | Enter Display | | Enter Value | E

[J[_Enterpisplay _|[_Enter valu= i)

* Indicates a required field |:| | Enter Display || Enter Value | E
|:|| Enter Display II Enter Valus IE

Failed Message: You must select a region.

Display Only [¥] Required [“]Include on Posting [ Total Amount

Delete | Add Field Above | Add Field Below | Move Up | Move Down

3 =3
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When the payment is submitted the Reference field is populated with comma delimited data
based on the Custom Data fields entered.

Payment Results

Payment Application: | Dental
Payment Status:  Payment Success
Confirmation Number:  11061300229750
Payment Date: | 5/13/2011

Billing Address: Test Tester

E-Check
Checking
x1111
121000358

Payment Method:

Payment Amount: | $3.00

Convenience Fee: $0.00

Total Amount: | $3.00

23456,N

4 2

Reference:

Printable Version Make a New Payment
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Payment Results

This screen displays the payment results from the transaction entered on the previous screen.
This screen is display only. The payment status will identify if the payment was successful or
not. If the payment was not successful, the Result Messageowidlin additional details as to
why the payment was not successful in red.

Payment Results

Payment Application: Dental
Payment Status: Payment Success
Confirmation Number: | 10092500229276
Payment Date: 9/25/2010

Billing Address:

CreditCardE

Payment Method:
x0016 0413

Payment Amount:  $12.00

Total Amount: $12.00

Printable Version Make a New Payment

After reviewing the Payment Results, choose one of the following options:

o Printable Version1 To print a receipt that could be handed, mailed or faxed to the payee
by thepayment agent.

o0 Make Another Paymenti To enter another payment

o0 Main Menu - Return to the main menu.
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7.0 Reports

UsingPayPointreports, you will learn to quickly gather valuable data about RayPoint
services. Ad hoc (temporary) reports or repemplates can be created.

o0 Create New Reports
o Create Transaction Summary Report

o Create Transaction Detail Report

o

Create PaymergummaryReport
CreatePayment Responssummary Report
Create Audit Summary Report

Create Security Summary Report

Create UseListing Report

© O O o o

Create ECheck Returns Report

o

Billing Report
o Duplicate Payment Report
o Create and Use Templates

o0 Delete Reports and Templates
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Report Menu

The Report Menu allows you to choose whether you wish to create a new report, use a report
template, or view a report that has already been created.

Report Templates View Reports
Delete Selected Templates [Refresh] [Delete Selected Reports]
Transaction Detail Report g Name Submit Time Status
Billing Report 1210/2010 Complete

11:57 PM

Create Reporis

A Report Templatesi Edit or run a savediemplate.

Transaction Summary < .
. . A  Create Reportsi Create and run a new reporiou
Transaction Detail

e i may hover over a report name to view a detailed

Audit Summary description for that report.

Billing Report .

Payment Response Time Summary A View Report Headersi Name, Submit Time, and
E-Check Returns Status can be used to sort

Duplicate Payment Report . .
A  Delete Selected Use to delete reports

A Refreshi To update the View Reports area
A Check boxi Use to seledfiles

Create New Report

Create New Report allows you to create comprehensive reports by choosing field options. After
these reportarerun, they are stored with their data results in the View Reports area.

Note: The more details entered, the margeted the report.
The following reports are available in PayPoint:
Transaction Summary
Transaction Detail
Transaction Detail (User ID Breakout)
Payment Type Summary
Audit Summary Report
User Listing Report
Security Summary Report
Payment Respondg/pe Summary
1 E-Check Returns Report
An example antheinformation required for each reportdsscribedelow.

=4 =4 4 -4 48 8 -5 2
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Transaction Summary Report

This report provides a higlevel summary of the transactions that took place on a daily basis,
grouped by batch number. The batch number is a unique number assigned to payments when
they are issued for settlement.

Transaction Summary Report
Criteria:

Date Range: All Data
Payment Medium: Al
Payment Status: Any
Batchies): All

Site: All

Agency: All
Application{s): All

Training Site
Batch Trans Count Net Amount
Instructor
| Member Dental Payments
$16.00
18419 R $43.00 _ _ _
6 $59.00
Total for Agency - Instructor 6 $59.00
Total for Site - Training Site 6 $59.00

1. Report Namei Enter a descriptivétle.

2. Report Descriptioni Use this field
to enter a detailed description of th¢ 1,4 ncacion summary Repore

* Indicates & required field.
report.

* Report Name: |Trznsaction Summary Repart

Description:

3. Date Range Use the drop down

* Date Range:

list to choose froniDefaults to
Current Day)

Current Day v
Current date minus 0 days to

Current date minus 0 days

[Jzearch by Payment Post Date

0 Fixed Date: EnteBtartand End

Site: | All Sites v

Date.You may enter date and

time to narrow your report
results. The format is

Payment Medium: Al
Batch:

v

(%) gingle Batch

L] Only Completed Baiches

Payment Portion: Any

v

mm/dd/yyyy HH:MM AM/PM

Payment Origin: Any v
(i.e. 8/1/2006 11:00 AM). You ~ ‘omestssss om
oose included status types:
can also use the calendar contre Osuccess  Clcancelled
[peclined [ settied

to select your date.

[ chargeback [CIErmror
[JEecheck Returns []Pending

*Date Range: Fixed Date Range ACH Return Codes: ...
Start: 3
End: Tl Output Format: | ppF v
Save As Template| RunReport |  Cancel |

o Current Date: Todayodés dat e.
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o Current Week: Saturday to Friday of the current week.

o Current Month: First day of current mortththe current date.

o Last Week: Saturday to Friday of the prior week.

0 Last Month: First day of prior month through last day of prior month

Check Search by the Payment Post Datéf you want to report all the payments
authorized during a selected period. Otherwise, it would search on payment save date.
For example, a futurdated payment will have a different payment save date than
payment post date.

4. Site: Choose from a list civailable sites.

5. Agency: Choose from a list of available agencies associated with the above site
Only choose one agency

6. Application: Choose from a list of available applications from the above agency.
You may select more than one application to constaida the reports. To select
more than one application, hold sown the
would like to add my clicking on them with your mouse.

7. Payment Medium: Choose from the available types of Payments. The available
types areAll, e-Check Credit Card PINlessDebit, PIN Debit, Third Party, POS,
Cash, and\CH Credit

8. Batch: Single Batchi Enter the individual batch number
Only Completed BatchésAll completed Batches for the site

9. PaymentPortion: Select whether your reposill contain primary paymendata or
just convenience fees or both. The options are Any, Primary Payments Only,
Convenience Fees only.

10.Payment Origin:Sel ect t he Payment Origin. I f you
retrieved. The options are Any, W8lervice API, HTTP API, Admin Web,
Consumer Web, Consumer IVR, and Bulk (Batch).

11.Sel ect the Payment Status you want summar
all payment stateswill bereporedor you may select any combination of status,
excludingdo Al | 6.

12.Report Format: Select from one of the following formafsdf, csv, xIs, and xml

13.ChooseSAVE AS TEMPLATE Gaves the report field optiofer future use)
SUBMIT or CANCEL.
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Transaction Detail Report

This report provides payment actividgtails including; Application, Batch, Transition ID,
Customer Name, Account, Input Type, Account Type, Status, Confirmation Number, and
Amount. This report also allows you to review recurring @ansns.

Transaction Detail Report

Criteria: Report Date: 11/6/2008 1:13.22 PM

Date Rangs: 11/4/2008 to 11/7/2008
Payrnent Medium: Al

Payment Status: All

Batch(zs): All

Payrnent Portion: Any

Recuming: Mo

User [D: myway@Ea.com

Site: All

Agency: Al

Application]s): All

MyWay Insurance

Employers
Dental

Batch#  Trans# Customer Name Account # Bouting # Input Type  Account Type Status Confirmation  Tax Amount Net Amount
138868 Test Test 1111 121000358 Web Checking Success DE110500027480 50.00 $10.00
138868 Test Test 11 121000358 Web Checking Success DE110500027420 50.00 $5.00
Total Transactions: 2 Total: $15.00
Taotal for Agency - Employers Total Transactions: 2 Total: $15.00
Total for Site - MyWay Insurance Total Transactions: 2 Total: $15.00

1. Report Namei Enter a descriptive Transaction Summary Report

* Indicates a required field.
title.

* Report Name: |Tranzaction Summary Report

Description:

2. Report Description i Use this field
to enter a detailed description of the | “paterenee: [curenios, v

Current date minus |0 days to

report- Current date minus |0 days

[Jsearch by Payment Post Date

3. Date Range Use the drop down list

to choose fronfDefaults to Current - e v

P2 "

o Fixed Date: EnteBtartand End R ?ﬂf”‘*‘0°mp'“ewaf°“is
Date.You may enter date and e T | 3
time to narrow your report results =" B8 e
The format is mm/dd/yyyy Osuccess  [JCancelled
HH:MM AM/PM (i.e. 8/1/2006 =
11:00 AM). You can also use the = e S W

ACH Return Codes: u

calendar control to select your
date.

Output Format: PDF %

Save As Template Run Report

*Date Range: Fixed Date Range %
Start: |
End: e

o Current Date: Todaybés dat e.

o Current Week: Saturday to Friday of the current week.
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o Current Month: First day of current month to therent date.
o Last Week: Saturday to Friday of the prior week.
o Last Month: First day of prior month through last day of prior month

Note: You can only run the Transaction Detail Report for a total 31 day (floating)
period.

Check Searcby the Payment PosDate if you want to report all the payments
authorized during a selected period. Otherwise, it would search on payment save date.
For example, a futurdated payment will have a different payment save date than
payment post date.

4. Site: Choose from a lisvf available sites.

5. Agency: Choose from a list of available agencies associated with the above site
Only choose one agency

6. Application: Choose from a list of available applications from the above agency.
You may select more than one application to clidate on the reports. To select
more than one application, hold sown the
would like to add my clicking on them with your mouse.

7. Payment Medium: Choose from the available types of Payments. The available
types are: A, e-Check Credit CardPINless DebitPIN Debit, Third Party, POS,
Cash,and ACH Credit

8. Baitch: Single Batchi Enter the individual batch number
Only Completed BatchésAll completed Batches for the site

9. PaymentPortion: Select whether your report will contain primary paynaata or
just convenience fees or both. The options are Any, Primary Payments Only,
Convenience Fees only.

10.Payment Origin: Select the Payment Origin. fyoed ect A Any, 0 all or
retrieved. The options are Any, Web Service API, HTTP API, Admin Web,
Consumer Web, Consumer IVR, and Bulk (Batch).

11.Payment Status Select the Payment Status you want summaoneitie report. If
you cRAdd De éntstatuspvallybereporedor you may select any
conbi nation of st.atus, excluding AAl Il O

12.User ID: Enter one user id or multiple user ids to report transactions made by this
user or users. If you enter one user, this can use a wildcard. To reporttiptemu
users, you must enter the exact email address separated by a comma.

Notel f you only want to report for youodre
My Payments Only. o
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13.Show Reference FieldThis will display the reference field on the transactietail
report.

14.Recurring Payments: Transaction Detail Report only. Only displays transactions
with recurring payments.

15.Report Format: Select from one of the following formatsdf, csv, xIs, and xml

16.ChooseSAVE AS TEMPLATE Gaves the report fieldptionsfor future use),
SUBMIT or CANCEL.
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Transaction Detail Report (User ID Breakout)
This report provides payment activity detagjl®uped by User Including; Application,
Transition ID, Customer Name, Account, Account Type, Status, Confirmidtiarber, and
Amountattempted This report also allows you to review recurring teations.

Transaction Detail Report (User ID Breakout)

Criteria: Report Date: 11/8/2008 8:26:20 PM

Date Range: 11/M4/2008 1o 11/7/2008
Payment Medium: Al

Payrnent Status: All

Batchizs): &ll

Payment Portion: Any

Recuring: Mo

User (D:

Site: All

Agency: A

Applicatons): All

MyWay Insurance

Employers
Dental
User ID - admin
Irans#  Timestamp Lustomer Name Bccount# Account Type Status Lonfirmation Amount
138852 11/5/2008 10:34:38 AM Test Test D071 WISA Commumication Emor 08110500027464 $2.00
138853 11752008 10:37:23 AM Test Test 0071 VISA Verification Failed 08110500027465 0.
138854 11/5/2008 10:37:44 AM Test Test Do71 VISA Verification Failed 08110500027468 30,01
13BE55 11752008 10:37:55 AM Test Test D071 VISA Verification Failed 08110500027467 0.0
13BBEE 11/5/2008 10:48:38 AM Test Test Do71 VISA Verification Failed 08110500027468 0.0

Transaction Detail Report

1. Report Namei Enter a descriptive s e o

* Report Name: | Transaction Detail Report

title- Description:
2. Report Descriptioni Use this field to = "™ o o 0 e
Current date minus 0 days

enter a detailed description of the
report [Jsearch by Payment Post Date

Maximum of one month's data allowed

Site: All Sites v

3. Date Range Use the drop downdito .
choose fron{Defaults to Current Day) s oumran

() only Completed Batches

o0 Fixed Date: EnteStartand End oo O -
Date.You may enter date and time ) hossendd s s
to narrow your report results. The B E

[Jchargeback [JEmer

format is mm/dd/yyyyHH:MM DiscneakRatns Tronang

AM/PM (i.e. 8/1/2006 11:00 AM). ACH Return Codes:

User ID:

You can also use the calendar o g
control to select your date. Show Reference ek []

Report Layout: | User 1D Breakout %

*Date Range: Fixed Date Range + Output Format: PDF v
_ [Sove A tomplate| Run Report | Concel |
Start: j
End: T

o Current Date: Todaybés dat e.
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o Current Week: Saturday to Friday of the current week.

o Current Month: First day of current month to the current date.

o0 Last WeekSaturday to Friday of the prior week.

0 Last Month: First day of prior month through last day of prior month

Note: You can only run the Transaction Detail Report for a total 31 day (floating)
period.

Check Searchy the Payment Post Dateif you want to repd all the payments

authorized during a selected period. Otherwise, it would search on payment save date.
For example, a futurdated payment will have a different payment save date than
payment post date.

4. Site: Choose from a list of available sites.

5. Agency: Choose from a list of available agencies associated with the above site
Only choose one agency

6. Application: Choose from a list of available applications from the above agency.
You may select more than one application to consolidate on the reporselett
more than one application, hold sown the
would like to add my clicking on them with your mouse.

7. Payment Medium: Choose from the available types of Payments. The available
types are: A, e-Check CreditCard,PINless DebitPIN Debit, Third Party, POS,
Cash, and ACH Credit

8. Baitch: Single Batchi Enter the individual batch number
Only Completed BatchésAll completed Batches for the site

9. PaymentPortion: Select whether your report will contain primary pentdata or
just convenience fees or both. The options are Any, Primary Payments Only,
Convenience Fees only.

10.Payment Origin:Sel ect t he Payment Origin. I f you
retrieved. The options are Any, Web Service API, HTTP Allimik Web,
Consumer Web, Consumer IVR, and Bulk (Batch).

11.Payment Status Select the Payment Status you want summarized on the report. If
you choose 0AIl |edwil bareporedoraygurmaynselectsabya t u s
combination of status, excluding O0AIIl 6.

12.User ID: Enter one user id or multiple user ids to report transactions made by this
user or users. If you enter one user, this can use a wildcard. To report for multiple
users, you must enter the exact email address separated by a comma.
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Notel f you only want to report for youodre
My Payments Only. o

13.Show Reference FieldThis will display the reference field on the transaction detail
report.

14.Recurring Payments: Transaction Detail Report only. Only dispéatransactions
with recurring payments.

15.Report Format: Select from one of the following formatsdf, csv, xIs, and xml

16.ChooseSAVE AS TEMPLATE Gaves the report field optiofar future use),
SUBMIT or CANCEL.
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Payment Type Summary Report

Thisreports breaks down payment type by payment medium, which includes either credit card or

e-Check. Within each category, information is detailed by credit card or check type. For

example, credit card displays card type, Master Card,

Payment Type Summary Report
Criteria:
Date Range: All Data

Payment Medium: All
Payment Status: Any

Batchies) All
Site: All
Agency: All
Application(s): All
Training Site
Trans Date Batch Trans Type

Agency - Instructor
Application - | Member Dental Payments
07/06/07 18419 Visa

Visa
MasterCard

07/06/07 Total

Visa, Diners, etc.

Report Date: 7/8/2007 7:53:22 AM

Trans Count Net Amount
4 $43.00
4 $43.00
0 $0.00

Payment Type Summary Report
*Indicates a required field.

1. Report Nameil Enter a
descriptive title.

Description:

* Report Name: payment Type Summary Report

2. Report Descriptioni Use this s R
field to enter a detailed description D"” 2 ldavs
Search by Payment Post Date
of the report.
3. Date Range Use the drop down . o =
list to choose froniDefaults to o
) only Completed Batches
Current Day:) PaymantPorFit?n.: Any .
H . Payment Status: (3
o Fixed Date: Ente$tartand P
Dsuccess Dcanca\led
End Date.You may enter date T e
and time to narrow your report Dlenargeback  Clemor
! [CJECheck Returns [] Pending
results. The format is ACH Return Codes:
mm/dd/yyyy HH:MM AM/PM
(i.e. 8/1/2006 11:00 AM). You = ™™ ”m
can also use the calendar
control to select your date.
*Date Range: Fizxed Date Range %
Start: 3
End: 3
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o Current Date: Todayobés dat e.

o Current Week: Saturday to Friday of the emtrweek.

o Current Month: First day of current month to the current date.

0 Last Week: Saturday to Friday of the prior week.

0 Last Month: First day of prior month through last day of prior month

Check Searcby the Payment Post Datéf you want to report all the payments
authorized during a selected period. Otherwise, it would search on payment save date.
For example, a futurdated payment will have a different payment save date than
payment post date.

4. Site: Choose from a list ofvailable sites.

5. Agency: Choose from a list of available agencies associated with the above site
Only choose one agency

6. Application: Choose from a list of available applications from the above agency.
You may select more than one application to cons@idatthe reports. To select
more than one application, hold sown the
would like to add my clicking on them with your mouse.

7. Payment Medium: Choose from the available types of Payments. The available
types are: A, e-Check Credit CardPINless DebitPIN Debit, Third Party, POS,
Cash, and ACH Credit

8. Baitch: Single Batchi Enter the individual batch number
Only Completed BatchésAll completed Batches for the site

9. PaymentPortion: Select whether your report widbntain primary paymerata or
just convenience fees or both. The options are Any, Primary Payments Only,
Convenience Fees only.

10.Payment Origin:Sel ect t he Payment Origin. I f you
retrieved. The options are Any, Web SeevAPI, HTTP API, Admin Web,
Consumer Web, Consumer IVR, and Bulk (Batch).

11.Payment Status Select the Payment Status you want summarized on the report. If
you choose 0AIl |edwill bareporedoraygurmaynselectsabya t u s
combination of status, excluding O0AIIl 6.

12.Report Format: Select from one of the following formagsdf, csv, xIs, and xml

13.ChooseSAVE AS TEMPLATE Gaves the report field optiofsr future use)
SUBMIT or CANCEL.
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Audit Summary Report

This report provides a higlevel summary of the transactions that took place on a daily basis,

and may bgrouped by batch number.

Audit Summary Report
Sample Report Description

Report Criteria
Date Range: 09/01/2008 - 09/12/2008
Site - MyWay Insurance

Agency - Employer

Application - Dental

Payment

Timestamp Detail

9/11/2008 12:50:35 PM Make Payment (Conf #08091100004658)
Make Payment (Conf #08091100004680)
Cancel Payment (Conf #03091100004662)
Cancel Payment (Conf #03021100004663)
Chargeback (02091100004664)

Chargeback (02091100004685)

9/11/2008 3:41:32 PM
9/11/2008 3:51:05 PFM
9/11/2008 3:51:23 PM
9/11/2008 4:.03:28 PM
9/11/2008 4:03:41 PM

Amount
$0.00
$1.00
152.00)
{$1.00)
$0.00
$0.00

Count: 6
EPayWebService
Payment
Timestamp Detail

9/11/2008 3:41:26 PM Make Payment (Conf #05091100004659)

Total (52 00)

Amount
$1.00

Count: 1

Total: $1.00

Audit Summary Report
* indicates a required feld.

1. Report Namei Enter a descriptive title.

2. Report Descriptioni Use this field to

Description:

* Report Name: | aydit Summary Report

enter a detailed description of the report.

3. Date Range Use the drop down list to
choose fron{Defaults to Current Day)

0 Fixed Date: EnteBtartand End Rte.

You may enter date and time to
narrow your report results. The forma
is mmdd/yyyy HH:MM AM/PM (i.e.
8/1/2006 11:00 AM). You can also us
the calendar control to select your

* Date Range: | Current Day A

Current date minus |0 days to
Current date minus |0 days

Site: MyWay Insurance e

Actions: @Nl
() Choose included action types:
[ImMake Payrment [ Cancel Payment
[JReqistration  [] Recurring
[ search
UserlID:

date.

Only E-mail IDs: [ ]

*Date Range: Fixed Date Range %

Start:
End:

ENE

Output Format:

PDF |w

Save As Template Run Report m
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o Current Date: Todayobés dat e.

o Current Week: Saturday to Friday of the current week.

o Current Month: First day of current month to the current date.

0 Lag Week: Saturday to Friday of the prior week.

0 Last Month: First day of prior month through last day of prior month
4. Site: Choose from a list of available sites.

5. User ID: To narrow your report to a specific user, you may enter a single userid
(email addres).

6. Report Format: Select from one of the following formatsdf, csv, xIs, and xml

7. ChooseSAVE AS TEMPLATE Gaves the report field optiofar future use)
SUBMIT or CANCEL.
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User Listing Report
This report provides kst of the users and rolegthin PayPoint and when they last logged into
PayPoint.

User Listing

Site: Traning Report Date: 7/18/2007 753:11 AM
User ID User Name Raole Last Login Status
natructor@a.com Instructor EPay Administrator Roke TIB/Z00T T:37:40 AM Active
studentli@a.com Student 1 EPay Administrator Roe Never Active
studentl li@a.com Student 10 EPay Administrator Roe MNever Active

student!1@a.com Student 11 EPay Administrator Role Never Active

1. Report Namei Enter a descriptive title. | Sy ioung Report

2. Report Descriptioni Use this field to * Report Name: User Listing Report
enter a detailed description of the report.  pescription:

3. Site: Choose from a list of available sites.

Site: 709 MyWay Insurance -
4. Agency:Choose from a $it of available Agency: 703 Employers -
agencies associated with the aboveisite ~ Application(): Al appiications -
Only choose one agency E'EEZ 'f:ifi'!fnce )
Medica i
5. Application: Choose from a list of
available applications from the above | | Doys Dormant:

agency. You may select more than one
application to consolidate on the reports.  show petail: [
To select more thame application, hold
sown the OCNTLGO6 keyorarg" s€l-ect any

applications you would like to add my

clicking on them with your mouse.

6. Days Dormant Enter the amount of days
dormant.

7. Show Detail-: Check this option to
display the site, agency(s) and
application§) for each of the users.

8. Report Format: Select from one of the
following formats:pdf, csv, xIs, and xml

9. ChooseSAVE AS TEMPLATE Gaves the
report field optiongor future use)
SUBMIT or CANCEL.
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Security Summary Report

This report provides a report of changes made tP#dyPoina pp | i cati onds securi
changes to the User information is captured and reported here. This report is used for security
reviews of the usersodo access | evel s.

Security Summary Report

Report Criteria:
Date Range: 03/12/2007 - 07/03/2007

Site - MyWay Insurance

Timestamp Editor Editor's Role Target User ID Action
3/16/2007 8:13:22 AM admin Administrator kp@myway.com  User Created, RloD\e:Sggmmistrator, Site
3/16/2007 8:14:21 AM admin Administrator jp@myway.com User Created, I-'\’Ig;:sggministrator, Site
3/16/2007 8:15:29 AM admin Administrator mp@myway.com  User Created, Ro\;e: Administrator, Site
1D: 826
3/16/2007 8:17:01 AM admin Administrator kp@myway.com User Deleted, Site ID: 826
1. Report Namel Enter a Security Summary

* indicates a required field.

descriptive title.

* Report Name: security Surnmary

2. Report Descriptioni Use this

field to enter a detailed pescription:
description of the report.
* Date Range: | Current Day hd
3. Date Range Use the drop down Current date minus |0 | days to
list to choose froniDefaults to Current date minus [0 |days
Current Day)
o Fixed Date: EnteBtartand SRS e he
End Date.You may enter date
UserID:

and time to narrow your report
results. The format is
mm/dd/yyyy HH:MM

AM/PM (i.e. 8/1/2006 11:00 Output Format: | por

AM). You can also use the

calendar control to select your

Show Detail: ]

date.
*Date Range: Fixed Date Range %
Start: o
End: o
o Current Date: Todaybés dat e.
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o Current Week: Saturday to Friday of the emtrweek.

o Current Month: First day of current month to the current date.

o Last Week: Saturday to Friday of the prior week.

0 Last Month: First day of prior month through last day of prior month
4. Site: Choose from a list of available sites.

5. User ID: To narrowyour report to a specific user, you may enter a single userid
(email address).

6. Show Detail-: Check this option to display the site, agency(s) and application(s) for
each of the users.
7. Report Format: Select from one of the following formagsdf, csv, xls and xml

8. ChooseSAVE AS TEMPLATE Gaves the report field optiofisr future use)
SUBMIT or CANCEL.

Billing Report

The Billing Report provides billing data used for PayPoint Invoicing.

The billing data system includes the following:

1
il

T

Separateeadonly billing table for billing events

Billing event is captured when the payment was declined, successful, and refunded or
voided.

Billing events are not written for errors.

Billing Actions are summarized by the following:

T

= =4 =4 -4 48 8 -8 9

eCheck Payments

Credit Cad Payments

Debit Card Payments

Third Part Data

Total for all Payment Mediums

Consumer Web Payments

Consumer IVR Payments

Consumer Web Payment using Bill Presentni€atmmary or Full)
Administration Site Payments
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Billing Report
Criteria: Report Date: 6/7/2011 2:05:55 PM
Maonth: May. 2011
Ehes:
TA9 MyWay Insurancs
Site: 709 MyWay Insurance (826)
ENliing &cfion sCheck CredifCard DebitCard Third Parly Iofal ConsumerWwsb — ConsumerIVE S Presentment Admin Site
Payment
T09 Employers (606)
Dental (709)
Sucoess T T [ 2 18 0 o il o
Cancelied L] i [ o ] o [ [ [
Declined 1 o 0 0 1 o ] il ]
VenfcatonFalied o 4 o o 4 o 1] [1] 1]
B 1 0 2 21 o 1] L] 1]
Total for Agency - 703 Employers [S08)
Sucoess 7 7 ] H 18 o o [ o
Cancelied L] i [ o ] o [ [ [
Declined 1 o [ ] 1 o ] [} ]
VerificatianFalled [} 4 [ o 4 o ] [ ]
Total 8 1 [} 2 2 ] [] 0 []

Note: Individual merchant contracts determine which of these are included in your
monthly billing.

1. Report Namei Enter a descriptive title.
2. Report Descriptioni Use this field to | Sling Report |
enter a detailed description of the report.

* Report Name: Eilling Report

3. Site: Choose from a list of available Description:
sites.

4. Month: Select the month for the billing * Choose Site(s)
data.

5. Year: Select the year for the billing data.

Hold Ctrl key to select multiple sites

6. Report FormatSelect from one of the
following formats:pdf, csv, xIs, and

Month: Last Month «

Year: Current -

xml.
7. Ch e ke réws withnodatad t o  Output Format: POF -
have all apptations, agencies and sites [tiide rows with no data
with zerotransactions removed from
report.

8. ChooseSAVE AS TEMPLATE Gaves the report field optiofar future use),
SUBMIT or CANCEL.
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Payment Response Time Summary
The Payment Response Time Summary provideawaegdime from request to response for
the Make Payment and Cancel Payment APIs

Payment Response Time Summary
Criteria: Report Date: 11/6/2008 8:50:16 PM
Date Range: 10/1/2008 to 11/1/2008
Site: MyWay Insurance

Agency: All
Application(s): All

MyWay Insurance

Employers
Dental
Request Type Average Time (sec) # of Requests
Make Payment 44 17
4.254 17
Life Insurance
Request Type Average Time (sec) # of Requests
Make Payment 9/ 2
0.795 2
Total for Agency - Employers 3.890 19

1. Report Namei Enter a descriptive
title. Payment Response Time Summary

* Indicates a required fisld.

2. Report Descriptioni Use this field t0 = * report Name: payment response Time summary

enter a detailed description of the Description:
report.
p * Date Range: |current Day b
3. Date Range Use the drop down list Current date minus |0 [days to
urrent date minus days
to choose fronfDefaults to Current curmentast S
Day): Site: | all Sites [

0 Fixed Dage: EnterStartand End

Date.You may enter date and time  Puteut Format: [por v
to narrow your report results. The

format is mm/dd/yyyy HH:MM AM/PM (i.e. 8/1/2006 11:00 AM). You can also
use the calendar control to select your date.

*Date Range: Fixed Date Range
Start: |
End: |
o Current Date: Todayodés dat e.

o Current WeekSaturday to Friday of the current week.

o Current Month: First day of current month to the current date.
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o Last Week: Saturday to Friday of the prior week.

o Last Month: First day of prior month through last day of prior month

4. Site: Choose from a list of avaltée sites.

5. Agency: Choose from a list of available agencies associated with the above site
Only choose one agency

6. Application: Choose from a list of available applications from the above agency.
You may select more than one application to consolidateeoreports. To select

more than on

e application,
would like to add my clicking on them with your mouse.

hol

d sown

7. Report Format: Select from one of the following formatsdf, csv, xIs, and xml
8. ChooseSAVE AS TEMPLATE (Saves the report field optiofer future use),
SUBMIT or CANCEL.

E-Check Returns

The ECheckReturns Report provides summary and detailed information about eCheck Returns

E-Check Returns Summary Report
Report Date: 6/26/2009 11:41:22 AM

Criteria:

Date Range: 6/1/2008 to 6/30/2008 11:59:59 PM
Standard Entry Class Code: All

ACH Return Codes: R03

Draft Indicator: All

Site: MyWay Insurance

Agency: Employers

Application(s): Dental

Employers
Dental

MyWay Insurance

SEC Code
CCD
PPD
TEL
WEB

Total Trans.

1

8

3
299

0

ACH Returns

Percentage

0.00 %
0.00 %
0.00 %
0.00 %

Total:

311

0.00 %

Total for Agency - Employers

Total for Site - MyWay Insurance

311

0.00 %

311

o | Jo|jlo o o

0.00 %
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E-Check Returns Details Report
Criteria: Report Date: 2/25/200% 9:10:48 AM

MyWay Insurance

Employers
Dental
SEC Code Trans # Customer Name Account # Routing # Channel ACH/Draft Return Code/Reason Confirmation Payment Amt
WEE 12345 Test Customer 1234 123456785 Wb ACH RI3/No Acct/Unable to Loc 122455T8201234 $122.45

Ref: 1234567850123456 050117
WEB 12345 Test Customer 1234 122456783 Web Draft RO3/No Acct/Unable to Loc 123456T8301234 $123.45
Ref: 1234567850123456 050117

Total Transactions: 2 Total: 5246.90
Total for Agency: Employers Total Transactions: 2 Total: 5246.90
Insurance Brokers
Training
SEC Code Trans # Customer Name Account # Routing # Channel ACHiDraft Return Code/Reason Confirmation Payment Amt
TEL 12345 Test Customer 1234 123456785 VR ACH RI3/No Acct/Unable to Loc 122455T8201234 $122.45
Ref: 123456T850122456 020117
TEL 12345 Test Customer 1234 123456789 VR Diraft RO3/No Acct/Unable to Loc 122455T8201234 $123.45
Ref: 1234567890122456 020117
Total Transactions: 2 Total: 5246.90
Total for Agency: |nsurance Brokers Total Transactions: 2 Total: $245.90
Total for Site:  MyWay Insurance Total Transactions: 4 Total: $452.08
'
1. Report Nameil Enter a
descriptive title. E Check Returns Report
2. Report DescriptionT Use S —
this field to enter a detailed Desceiption:
description of the report. e —

3. Date Range Use the drop z:::'" :““”
down list to choose from
(Defaults to Current Day)

Site: All Sites v

SEC Codes: ||

o0 Fixed Date: Ente$tart ACH Return Codes:
and End @te.You may BT
enter date and time to Show Reference Fickd: []

narrow your report e e
results. Thedrmat is futput Formats |ror >

[Save As Template |  Run Report | Concel |
mm/dd/yyyy HH:MM

AM/PM (i.e. 8/1/2006 11:00 AM). You can also use the calendar control to select
your date.

*Date Range: Fixed Date Range
Start: Bl
End: |
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o Current Date: Todayobés dat e.

o Current Week: Saturday to Friday of the current week.

o Current Month: First day of current month to the curdate.

0 Last Week: Saturday to Friday of the prior week.

0 Last Month: First day of prior month through last day of prior month

Check Searcby the Payment Post Dateif you want to report all the payments
authorized during a selected period. Otherwisepitld search on payment save
date. For example, a futudated payment will have a different payment save date
than payment post date.
4. Site: Choose from a list of available sites.
5. Agency: Choose from a list of available agencies associated with the above site
Only choose one agency

6. Application: Choose from a list of available applications from the above agency.
You may select more than one application to consolidate on the reportsle@o s
more than one application, hold sown the
would like to add my clicking on them with your mouse.

7. Select the Standard Entry CI&&&C Codes

8. Select SpecifidCH Return Codes

9. SelectDraft Indicator or ACH or Al

10. Check to showReference Field

11. SelectReport Layout- Summary or Details

12. Report Format: Select from one of the following formatsdf, csv, xIs, and xml

13. ChooseSAVE AS TEMPLATE Gaves the report field optiofer future use),
SUBMIT or CANCEL.
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Duplicate Payment Report

Thisreportprovidesalisting of potentially duplicate payment8ased on the interval selected in
the search criteria, the report identifies payments with the same amount, routing number (if
eCheck) and account number that alstielthe boarded duplicate payment settings for that
application.

Duplicate Payment

Boarding Settings
Duplicate Payment By Site
Duplicate Payment Include Referend
Duplicate Payment Reference Mask

Description

Reviews all Payments within the Site Level
Includes Reference Field the Duplicate Check
Includes partial reference field in the duplicate che

Duplicate Payment Report

Criteria:

Date Range: 5/1/2011 to 5/4/2011 11:59:50 PM
TimeZone: Eastern Daylight Time

(Date range uses payment post date)

Site: Al

Agency: All

Application(s): All

Report Date: 8/1/2011 12:28:23 PM

In the report, you can
click on the confirmation
number and link to the

MyWay Insurance

Payment Details.

Employers
Dental (709)

eCheck: x2345 (011100805) - $10.00
1 709 5/3/2011 3:58:49 PM Ronda Tester Payment Success
11050300229711 5/3/2011 4:00:46 PM Ronda Tester Payment Success
11050300229712 5/3/2011 4:01:05 PM Ronda Tester Payment Success
11050300229713 5/3/2011 5:57:06 PM Ronda Tester Payment Success

Total Count: 4 Total: $40.00

CreditCard: x0006 (03/12) - $10.00
Confirmation # Timestamp Customer Name Status
11042800229702 4/28/2011 12:03:10 PM Ronda Tester Settled
11050200229703 5/2/2011 1:51:50 PM Ronda Tester Settled
1 704 5/2/2011 1:52:09 PM Ronda Tester Settled
11050200229705 5/2/2011 1:52:10 PM Ronda Tester Settled
11050200229706 5/2/2011 1:52.11 PM Ronda Tester Settled
11050200229707 5/2/2011 1:5211 PM Ronda Tester Settled
11050200229708 5/2/2011 1:52:11 PM Ronda Tester Seftled

/

Payment Details

Confirmation Number:

Payment ID:

General

Transaction ID:

Payment Amount:

Application:

11050300229709

559284

Dental (709)

558394 (Payment Success)
$10.00

Refund

5/3/2011 3:58:50 PM

History
5/3/2011 3:58:49 PM

Sale Complete (Success)

Sale

New Note

Notes

Create Note

Payment Timestamp:
Payment Channel:
Payment Code:
Origin Flags:
Feature Flags:

User ID:

DS,

5/3/2011 3:58:49 PM
Web

Pnimary
WebService,Production
ConsumerEnrolled

EPayWebService
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Duplicate Payment Report

1. Report Namei Enter a descriptive title. | “wmicssss requiea e

* Report Name: puplicat= Payment Report

2. Report Descriptioni Use this field to Description:

enter a detailed description of the report.

3. Date Range Use the drop down list to
choose from{Defaults to Current Day)

(0]

(0]
(0]
(0]
(0]

o

A

* Date Range:

Current Day

-

Current date minus 0

Current date minus 0

days to

days

Maximum of 31 day's data allowed

V| Search by Payment Post Date

Fixed Date: Enteftartand End

Site: 708 MyWay Insurance

Date.You may enter date and time to Agency: 709 Employars

narrow your report results. The
format is mm/dd/yyyy HH:MM

Show Reference Field:

Report Layout: D

=fault -

AM/PM (i.e. 8/1/2006 11:00 AM).
You can also use the calendar control

Output Format: Pl

DF

Save As Template Run Report

to select your date.

P e P, T ey

* Date Range: Fixed Date Range
Start: E
End: H

Maximum of 31 day's data allowed.

¥|Search by Payment Post Date

Current Date: Todayodos dat e.

Current Week: Saturday to Friday of the emtrweek.

Current Month: First day of current month to the current date.

Last Week: Saturday to Friday of the prior week.

Last Month: First day of prior month through last day of prior month

Check Searchy the Payment Post Dateif you want to report alhe payments

authorized during a selected period. Otherwise, it would search on payment save
date. For example, a futudated payment will have a different payment save date

than payment post date.

4. Site: Choose from a list of available sites.
5. Agency: Choose from a list of available agencies associated with the abovesitg
choose one agency

6. Application: Choose from a list of available applications from the above agency. You

may select more than one application to consolidate on the reporteletbrsore than
one application, hol d sown
to add my clicking on them with your mouse.

t he

OCNTLG®G
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7. Check to shovReference Field

8. SelectReport Layout- Default or Site Level. Default just reviews applicatiSite
Level analyzes all payments for all applications within the site.

9. Report Format: Select from one of the following formatsdf, csv, xIs, and xml

10.ChooseSAVE AS TEMPLATE Gaves the report field optiofar future use),
SUBMIT or CANCEL.

Create and Use Report Templates

Templates are the fastest way to create reusable reports. For example, if you needed to look at
returns for a particular agency every day, you should create a template. Templates remain in the
Report Template area until deleted.

Note: When creating a template, you would not want to select a Fixed End date. Let the system
define the dates to make Daily, Weekly, Monthly or To Date reports.

Report Templates
[Delete Selected Templates]

[] Payment Type Summary Report

[] Transaction Summary Report

To create a template:
1. Choose Create New Report.
2. Select report field options.
3. SelectSAVE AS TEMPLATE option

To run the template, click the Run ic‘ next to the template name.
Note: To change template field optiordick on the Template Name.
To remove the template, choose Delete

Print / Export Reports

Reports can be printed or opened in several different formats incladoige (pdf) or Excel
(xIs), Commadelimited (csv)pr xml.

Note: Adobe(pdf) presents the best formatting for printing

To print reports:
1. Select the program icon representingphat program.
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2. The report opens in that application.
3. You can edit, print, and save.

View Reports
[Refresh] [Delete Selected Reports]

[] Hame Submit Time Status
"] . an1r2oos Processing
Transaction Summary Report 10'53 EM
] Transaction Summary Report A412a12008 Complete
1:05 Phd

Delete Reports
Reports are automatically deleted from the View Report Area after 10 days.
To delete reports:

1. Click on the check box next to the report.
2. ChooseDelete Selected

8.0 Settlement History

PayPointperforms reatime authorizations.

Credit card authorization: The authorization process checks the validity of the card number
and avail able balance of a customerds credit

E-Check payments: The authorization checks the validity of the account structure and the
routing number only A nightly batch settlement process is executed by#y®ointo request

settlement on all payment authorizations processed that day.

Note: Three settlement batches run each day, one for credit card, or€hack, and one for
PINless debit.

Note: If there is a settlement problem, contactRagPointhelpdesk.
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Search Settlements

Search Settlements

Begin Date (From):
End Date (To):
Settlement ID:

Merchant ID:
Payment Type:
Status:
Application:

Options:

09/28/2010

09/29/2010

Any

Any

[ include empty settlements

To Search for Settlement Details:

1. Use the search

no

options

di

Enter theDate information to narrow the search results

Clear Search

scussed

n

inuUsi

3. Enter aSettlement ID, if looking for a specific Settlement. The settlement ID is a unique

identifier associated with a single settlement batch. All payments that make up a
settlement run will be stamped with the same Settlemernit you enter Settlement ID,

the search will ignore the date range entered.
4. EnterMerchant ID. The Merchant ID identifies the merchant within PayPoint. It can be

used across multiple applications.

5. Enter aPayment Type Available types are Any, Credit Card, eCheck, or PINless debit.
6. EnterStatus Any, Successful, Incomplete, or Error. In general, all settlements should be

successful. However, conditions could arise that would produce either error or

incomplete batch settlements.
7. Select théApplication the settlements are for.
8. Choase tolnclude Empty Settlementsinformation, if desired. Empty settlements have
no transidions; no payment occurred.

9. Ch o 0SEARCHO .
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Search Settlements Results
Settlement Search Results New Search
Settlement ID Type Date Application Result Count | Amount
102811 eCheck 8/20/2010 8:06:06 PM Dental (709) Success 0 $0.00
102806 eCheck 8/20/2010 8:03:25 PM Dental (709) Success 0 $0.00
102803 eCheck 8/20/2010 8:00:00 PM Dental (709) Success 0 $0.00
102799 eCheck 8/20/2010 7:56:57 PM Dental (709) Success 0 $0.00
102795 eCheck 8/20/2010 7:50:22 PM Dental (709) Success 0 $0.00
102762 Credit Card 7/19/2010 5:33:50 PM Vision (714) Success 0 $0.00
102760 Credit Card 7/19/2010 5:33:49 PM Dental (709) Settlement Error 12/14* $144.00
102755 Credit Card 7/19/2010 5:33:47 PM HealthCare (710) Success 0 $0.00
102751 Credit Card 7/19/2010 5:33:46 PM HealthCare (707) Success 0 $0.00
102749 Credit Card 7/19/2010 5:33:46 PM Training (715) Success 0 $0.00

Settlement Search Results:

Column Description

Settlement ID | Reference number for settlements, which can be used for searching.
settlement ID is a unique identifier associated with a single settlement
Each payment that was a part of the settlement batch will be stamped
this same settlement ID arglvisible on various screens or reports within
PayPoint

Type Type of Settlement Batch. Types are Credit Car@heck, or PINless
Debit.

Date Date and time of the settlement processing.

Application Application name and ID.

Result Result of tle settlement. Types are Settled, Success, or Error.

Count Number of items processed in the settlement batch.

Amount Total amount of the items processed in the settlement batch.
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Settlement Details

The Settlement Details screen shows when the Settlement Transaction took place and whether it
was successful (Settled).

Settlement Details

Settlement ID: 102811
Application(s): | Dental
Processor Type: eCheck (NFTF)
Start Timestamp: | 8/20/2010 8:06:06 PM
End Timestamp: |3/20/2010 8:06:07 PM
Total Time (h:m:s): 00:00:01
General
Result: | Success
Batch Count: 0
Balance Amount: | $0.00
Batch ID:
Processor Reference Code: NFTF

Processor Response: | No payments to send for settlement.

Back to Search Results MNew Search

Field Description

Settlement ID | Reference number for settlements, which can be used for searching. Th
settlement ID is a unique identifier associated with a single settlement bz
Each payment that was a part of the settlement batch will be stamped w
same settlement ID and visible on various screens or reports within
PayPoint

Processor Type| Shows the type of batch settlement that was executed. Possible values
Credit Card, ECheck, or PINless Debit.

Start Timestamy Time the settlement process started.

EndTimestamp | Time the settlement process ended.

Results Successful, Incomplete, or Error. Settlements should always be succes
However, there may be events beyétayPoinb s contr ol t h
Error or Incomplete settlement. For example, f@ols induced by the credi
card processor. If you have settlements with errors or incomplete status
need assistance, contact BeyPointsupport group.

Batch Count Shows the total payment records (Payments and Refunds included) tha
executed in this batch. If there is a difference between the number of itg
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Field

Description

processed versus the expected number that actually settled, there may |
problem. If you need assastce determining the problem with settlement
differences, contact tHeéayPointhelpdesk.

Balance
Amount

Total amount of money for a batch (credit car€Cleeck, or PINless Debit).
This is the net amount of payments and refunds. Voids are not inéfuded
settlement since they do not involve the processor. (A void is a cancellat
a payment that takes place before the payment is settled. i.e. same day
cancellations.)

Batch ID

This is an internal batch identifier used by the processor when tlesrssit
batch was issued. This information can be useful when working through
settlement issues with your credit cargtheck, or PINless Debit processor

Processor
Reference Code

This is a code handed back from the processor at the completion of the
settlement. Different processors will supply different values but in gener
there is a problem with the settlement it will contain information that the
processor can use to helpwtroubleshoot the problem.

Processor If there was an error encountered at the processor, (i.e. Vital, VisaNET,

Response Novus, etc.) a short description would be included here that may help in
the source of the problem.
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9.0 Registration s

PayPointallows customers to register their account information. This allows the customer
payment information to be stored wittidayPoint The customer authenticates their information
to the application and the application passes the customer identfayRwinto process the
payment.

Search Registrations

Create Reqistration

Search Registrations Clear Search

Registration ID:

Site: '

&
Name :

Expired Credit Cards: | Any Expiration L

*Wildcard (%) may be used.

The business rules f@xpired Credit Cards selection are listed below:

Search Criteria

If query/search was executed in 1/09, the result
woul d returne

Any Expiration

All eCheck and Credit Card registrations are
retrieved up to 500 records.

Expired

Credit Card registrations expiring in December,
2008 and before and up t6®Grecords

Expired This Month

Credit Card registrations expiring in January, 20
and before and up to 500 records

Expired Next Month

Credit Card registrations expiring in February, 2(
and before and up to 500 records

Expired Within 2
Months

CreditCard registrations expiring in March, 2009
and before and up to 500 records

Expired Within 3
Months

Credit Card registrations expiring in April, 2009
and before and up to 500 records

Expired Within 6
Months

Credit Card registrations expiring in Juhd@ and
before and up to 500 records

Expired Within 12
Months

Credit Card registrations expiring dJanuary 2010
and before and up to 500 records
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To Search for Registrations:

1. Us e

the search options discussed in AUsI

2. Enter theRegistration ID for a specific customer
3. Choose th&ite from the dropdown.
4

. EnterNameor any part of the customer s name.

capability.
5. You may also search for expired credit ca@i$y 0 0o SEARCHO .

Registration Search Results

Registration Search Results:

Field

Description

E

If selected, displays all payments made by this registration.

Registration
ID

The Registration number designateddayPoint
If selected, will display the registration details.

Site The Site the customer is registered to.
Name Name of the registered customer.
Account The payment information related to the customer that they registt
with.
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