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Global Partner Management Notice
                                                                   




Subject: Acquirer Best Practices for Managing the Payment Application Security Mandates and Level 4 Merchant Compliance Program Reporting Requirements
Dated: May 13, 2009


Announcement:
The Visa U.S.A. Inc. Operating Regulations require financial institution clients to comply — and ensure that their merchants and agents comply — with the Payment Card Industry Data Security Standard (PCI DSS). Accordingly, Visa established risk-prioritized merchant validation requirements based on the volume of Visa transactions handled and the potential risk to the payment system. 

In an effort to reduce the number of cardholder data compromises among small merchants, Visa requires acquirers to maintain a Level 4 Merchant Compliance Program that identifies, prioritizes and manages overall risk within Level 4 merchant populations. Additionally, acquirers must incorporate Visa’s payment application security mandates into their Level 4 Merchant Compliance Program. 

Level 4 Merchant Compliance Program Reporting Requirements 
All Level 4 merchant acquirers in the U.S. have provided Visa with a compliance plan that includes, at minimum: 1) a timeline of critical events; 2) a risk-profiling strategy; 3) a merchant education strategy; 4) a compliance strategy; and 5) compliance reporting. Acquirers are required to provide to Visa a status report on their Level 4 Merchant Compliance Program by June 30 and December 31 of each year. This report must address the plan’s implementation progress and include a summary of plan changes and other required data elements, as specified in the attached reporting template. 

Top 10 Keys to Success 
Acquirers should adopt stringent pre-boarding requirements for new merchants and consider the following best practices for managing their Level 4 merchant portfolio and driving PCI DSS compliance. 

1. Stay current with compromise trends 

2. Understand the PCI DSS and Visa’s merchant compliance validation requirements 

3.  Use multiple communication channels to expand the coverage of merchant education and utilize Visa tools and resources (visit www.visa.com/cisp)

4.  In merchant agreements, address PCI DSS compliance and data security 

5. Discourage storage of cardholder data if there is no business need to retain 

6.  Identify all channels of a merchant’s payment card acceptance and ensure that the PCI DSS is applied to each channel 

7. Ensure that merchants use PCI DSS compliant third party agents (view a list of service providers at www.visa.com/cisp) 

8. Evaluate PCI DSS compliant outsourced card processing solutions for merchants, allowing for elimination of cardholder data handling and retention 

9. Partner with a Qualified Security Assessor to provide validation tools and subject matter expert resources 

10. Identify payment applications used by merchants and mandate the use of Payment Application Best Practices (PABP) / Payment Application Data Security Standard (PA-DSS) compliant payment applications in accordance with Visa’s payment application security mandates. A list of validated payment applications is located at www.visa.com/cisp and http://www.pcisecuritystandards.org/security_standards/vpa/ 

Payment Application Security Mandates 
In October 2007, Visa announced a series of compliance mandates intended to ensure that merchants and agents of U.S.-based acquirers do not use payment applications known to store prohibited data (e.g., full magnetic-stripe, CVV2 and PIN data) post authorization and phase in (over time) the use of payment applications that adhere to the PA-DSS (formerly known as the PABP). 

Since that time, Visa has communicated specific guidance to acquirers on each phase prior to the effective date. Visa acquirers have the responsibility to ensure their merchants, processors and agents comply with each phase of the mandates outlined below, including Phase 4, which becomes effective on October 1, 2009. 

Acquirers failing to comply with any phase of the mandates may be subject to fines that begin at $5,000 per month per compliance violation and escalate if material progress towards compliance is not demonstrated.
	Phase
	Compliance Mandate
	Effective Date

	1
	Newly boarded merchants must not use known vulnerable payment applications; VisaNet processors (VNPs) and agents must not certify new payment applications to their platforms that are known vulnerable payment applications


	   1/1/2008


	Phase
	Compliance Mandate
	Effective Date

	2
	VNPs and agents must only certify new payment applications to their platforms that are PA-DSS compliant
	7/1/2008

	3
	Newly boarded Level 3 and Level 4 merchants must be PCI DSS compliant or must use PA-DSS compliant applications*
	10/1/2008

	4
	VNPs and agents must decertify all vulnerable payment applications**
	10/1/2009

	5
	Acquirers must ensure that their merchants, VNPs and agents use only PA-DSS compliant applications
	7/1/2010


* In-house developed applications and stand-alone POS hardware terminals are not applicable. 

**VNPs and agents must decertify vulnerable payment applications within 12 months of identification.
PA-DSS and PCI DSS 
For the purposes of the Visa compliance mandates, payment applications are third party applications that store, process or transmit cardholder data as part of authorization or settlement of a payment card transaction. These applications, traditionally used in point-of-sale (POS) systems, are typically designed for use on a PC-based architecture (e.g., desktops and servers running on a Windows, Unix or Linux operating system). In the past, merchants expressed difficulty in meeting compliance with the PCI DSS because of their reliance on third party payment applications designed with settings or features that hindered the merchant from meeting critical compliance requirements. 

The PA-DSS provides software vendors with specific guidance to help avoid a compromise, prevent storage of prohibited data, and facilitate overall PCI DSS compliance. Merchants and agents should understand that by solely using a PA-DSS compliant payment application, they may not be PCI DSS compliant. They must additionally ensure that the application is implemented properly and must protect cardholder data anywhere it is being stored, processed or transmitted in the payment environment, in accordance with the PCI DSS requirements. 

Scope and Applicability of the Mandates 

The payment application security mandates to be phased in over time require the use of PA-DSS compliant payment applications. Specifically, the compliance mandates focus on Level 3 and 4 merchants. Level 1 and 2 merchants are not a primary focus because they must review their payment applications as part of their required annual PCI DSS assessment. 

Important: Merchants and agents only using in-house developed applications, stand-alone hardware terminals or PIN Entry Devices (PEDs) are not within the scope of these mandates. While these systems are within the scope of the PCI DSS, merchants and agents using such systems have traditionally had less reliance on third party vendors to facilitate their overall PCI DSS compliance. 

In addition, software-as-a-service (SaaS) solutions hosted completely at a third party are not within scope of the mandates, provided these solutions are hosted by a third party and no such configurations, controls or systems reside on the merchant’s or agent’s systems. Instead, merchants must use PCI DSS compliant service providers to provide SaaS solutions. PA-DSS compliant payment applications must be used if any such configurations, controls or systems do reside at the merchant or agent location. 

Visa encourages acquirers to require that merchants and agents use payment applications that have been validated against the PABP or PA-DSS. The vast majority of acquirers have required their merchants to use validated payment applications listed on Visa’s or the PCI Security Standards Council’s (PCI SSC) list of payment applications. 
However, acquirers may determine the PA-DSS compliance of a payment application through alternate validation processes, confirming the application meets the PA-DSS requirements and facilitating compliance with the PCI DSS. In order to comply with Phases 2, 3 and 5 as listed 
below, a payment application does not need to be included on Visa’s or the PCI SSC’s list of validated applications. 

Phase 1 – January 1, 2008, newly boarded merchants must not use known vulnerable payment applications, and VNPs and agents (e.g., processors, payment gateways, ISOs) used by acquirers for Visa transactions must not certify new payment applications to their platforms that are known to be vulnerable to compromise. Note: For purposes of these mandates, the term “vulnerable” is used to describe payment applications storing prohibited data post authorization of a payment card transaction. 
Acquirers and their agents must ensure that merchant boarding processes have included necessary steps to identify and prevent the use of known vulnerable payment applications.   Visa provides its clients with a list of vulnerable payment applications, which has been updated each quarter since April 2007. For the most recent list, published in March 2009, please visit the Cardholder Information Security Program (CISP) web page.  Note: Log in to Visa Online is required to access this information. Not yet enrolled? Enroll now at www.volenroll.com.

Phase 2 – July 1, 2008, VNPs and agents must only certify new payment applications to their platforms that are PA-DSS compliant. Acquirers are required to confirm that their agents comply with Phase 2. Further, Visa requests confirmation from each VNP that its policies and procedures allow only PA-DSS compliant payment applications to be certified to its platform(s). Many agents have specifically disallowed certification on their platforms to be finalized until such PA-DSS validation from a Payment Application Qualified Security Assessor (PA-QSA) company is provided. 

Phase 3 – October 1, 2008, acquirers are required to ensure that newly boarded Level 3 and 4 merchants are PCI DSS compliant or use PA-DSS compliant payment applications. Accordingly, each acquirer is required to modify its merchant boarding processes and that of its agents. Many acquirers have modified their boarding processes to contractually require the use of PA-DSS compliant payment applications. For the purposes of the compliance mandates, a “newly boarded merchant” is defined as a newly executed merchant account with an acquirer. Acquirers may have chosen to apply Phases 1 and 3 to their merchant portfolios more broadly to facilitate compliance with future mandates and better manage overall risk. Although additional locations of existing merchants are not considered to be newly executed merchant accounts, acquirers are encouraged to ensure that these locations also use PA-DSS compliant payment applications.   Acquirers recommend that merchants move toward use of payment applications that have undergone independent validation. When a merchant could not upgrade its payment application immediately, the merchant was required to validate PCI DSS compliance. 

Finally, some acquirers and agents have adopted technologies that can detect and verify which payment application a merchant is using and report this information back to the acquirer in near real-time. 

Phase 4 – October 1, 2009, VNPs and agents must decertify all vulnerable payment applications. VNPs and agents used by acquirers must work toward identifying and eliminating 
all known vulnerable payment applications from their processing systems since Phase 1. It is critical that acquirers continue to work with agents to ensure that communication efforts are 
aggressive and merchant upgrades to PA-DSS compliant payment applications are planned. If previously unknown vulnerable payment applications become identified after October 1, 2009, VNPs and agents must decertify these payment applications within 12 months of identification. 

Phase 5 – July 1, 2010, acquirers must ensure that their merchants, VNPs and agents use only PA-DSS compliant payment applications. Because these mandates have been structured in a layered and phased approach, proactive communications and good merchant boarding processes used by the acquirer during Phases 1 through 4 should improve the overall level of compliance within the acquirer portfolio. Additionally, consistent processes mirrored across the acquirer’s agents and the adoption of technologies to identify merchants’ payment applications will greatly enhance an acquirer’s ability to obtain this information and respond to outlying merchants. 

In summary, data security is a responsibility shared among all payment system participants. Visa is committed to increasing cardholder data security awareness by providing communication webinars, trainings and support to acquirers, merchants, agents, software vendors and ISOs. Visa will continue to work with acquirers in support of Level 4 merchant compliance efforts and will provide assistance to facilitate the implementation of these payment application security mandates.
See attached Level 4 Merchant Reporting Template

Source: Visa Business News, April 29, 2009

Best Regards,

Global Partner Management Team
First Data Corporation
Email:  Gpm@firstdata.com
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