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Executive Summary

» Merchant Understanding of Specific Types of Liability is Mixed

* More than half of the respondents are aware of: the requirement to notify
customers about a breach; the potential of being sued by customers impacted by
a breach; and the possibility of losing their ability to accept VISA/MC

* However, more than 60% are not aware of additional liabilities such as: fines
from the card companies; liability for fraudulent charges; and per-card fees for
every canceled card

» Two-thirds of Merchants are Aware of PCI DSS

» 60% of merchants had heard about the PCI DSS regulations and an additional
6% indicated they were aware when provided with a more detailed description of
the PCI DSS

« Total Merchant PCI DSS Compliance is Less Than Half

* 49% of merchants surveyed completed a PCI DSS self-assessment. This value
increased to 74% of merchants aware of PCI DSS

« Among merchants aware of PCl DSS, 59% know that all merchants are obligated
to complete the self-assessment annually. 41% have heard of recent regulation
changes that require all merchants to submit their completed annual PCI DSS
self-assessment to a qualified audit firm for review




Executive Summary (cont)

* Nearly All Merchants Care About Keeping their Customers' Card Data
Secure...... Two-Thirds Don’t Believe They are Vulnerable to Card Data
Theft

» Alarge majority of respondents (79%) feel that their customer information is
secure the way it is

* Nearly one-quarter (24%) believe that PCI DSS does NOT benefit their
business

* More than half (53%) rate their knowledge about card data security as average
(or neutral)

» Anti-virus Software and Restricted Physical Access Used by Three-
guarters of Merchants to Protect Card Information
» More than half (55%) have installed a firewall to protect cardholder data

» Less than one-third (31%) perform background checks on employees who
handle customer card data

» 68% of merchants who electronically store data also take steps to protect the
data with 53% using encrypted technology
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DETAILED FINDINGS
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Knowledge & Awareness
of Data Security Issues

National Retail Federation” © Copyright 2011 Pﬂ FirstData. | 7



Merchant Understanding of Specific Types of
Liability is Mixed

Please indicate whether you think each statement
IS true or false.

There appeal’S to be 0% 25% 50% 75% 100%
considerable confusion Most states require you to notify cardholders
amOng merChantS through their banks if their credit/debit card

information has been compromised through

regarding specific types of your systems or processes.
i ihi I If your company has been the victim of a data
Ilablllty In the event Of a security breach, a credit/debit card company
data Securlty breach (e.g., Visa, MasterCard) can decide to stop

doing business with you.

You can be sued by customers if their card
information was stolen due to a data security

Substantial minorities (and breach at your business.
In half Of the cases, The credit/debit card companies (e.g., American
majorities) do not know the Express, Visa) are authorized to fine your

. business thousands of dollars if they determine
correct anS\N_erS to the SIX that you are the source of a data security breach.
true/false CIU|Z queStlonS Your business is liable for fraudulent charges

asked regarding |Iab|||ty made using credit/debit card information that was 35% 46%

stolen from you.

: (The correct answer to all The credit/debit card companies are authorized to

SiX questions is “True-”) charge you a per-card fee for every card they
have to cancel or monitor due to a data security
breach at your business.

29% 60%

H True MW False B Don't know | [n=651]

National Retail Federation” z FirstData. | s




Merchants are Familiar with Most Fraud
Practices

* Physical theft practices are less familiar compared to hacking and
malware practices

Which of the following kinds of credit/debit card data theft have you heard of?

100% 95%
85% [N=651]
: 81% 78%
80%
i 70%
65%
61%
60%
41%
40%
- ||||||
0%
Employees Computer Tapping into  Impersonating Placing Physical theft of Tampering with Opening up the
stealing viruses that insecure a bank 'skimmers' on credit/debit credit/debit back of gas
customer capture data wireless representative card swipe card data card data pumps and
credit/debit from networks and by phone to get devices used terminals terminals installing data
card information  keyboards, routers confidential by customers collection
disks, or data devices

memory
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Two-thirds of Merchants are Aware of PCI DSS

Yes
60%

Have you heard of 2';;)
the Payment Card
Industry Data
Security Standard
(PCI DSS)? .
Er?onv\t, The Payment Card Industry Data Security Standard (PCI
10% DSS) is a set of technical and operational requirements
t [n=651] to protect cardholder data for any business that accepts
or processes payment cards. Have you heard of this?

(among respondents initially unaware)

* 60% of respondents claimed
awareness of the PCI DSS (unaided)

Aware with
prompting
6%

Not aware
26%

* Those who were not aware were
prompted with a more detailed l Total

deSCFIptIOn Of the PCI DSS, and Awareness Don't know
asked again if they had heard of it, 8%
bringing the total awareness to 66% Initally

[n=259]
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Total Merchant PCI DSS Compliance is Less Than
Half

« Just under half of all merchants in the « Among those who have heard of PCI
study have completed a PCI DSS self- DSS, almost three-quarters have
assessment completed a self-assessment

Has your business ever completed a PCI DSS self-assessment or audit?

All Merchants Merchants Aware of PCI DSS

[n=651] No [n=429]
10%

No

Don't know 16%

Yes 6%
49% Yes

74%

Don't know
10%

\of PCI DSS

Not aware
34%
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6 out of 10 Merchants who are Aware of PCI
DSS are also Aware of the Annual PCI DSS
Requirement

« Among those who have heard of PCI DSS, more than half know that all merchants
are obligated to complete the self-assessment annually, while less than half have
heard of the recent change in regulations

Have you heard that as of July 2010, all merchants are
All merchants are contractually obligated to complete required to submit their completed annual PCI DSS self-

a PCI DSS self-assessment survey annually. assessment survey to a qualified audit firm for review?
[n=429] [n=429]
False
8% No
35%
True Yes
59% 41%
Don't know Don't know
33%

23%
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Attitudes Toward
Data Security &
Fraud Prevention
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Nearly All Merchants Care About Keeping their
Customers' Card Data Secure......Two-Thirds
Don't Believe They are Vulnerable

How strongly do you agree or disagree with each

* The overwhelming majority (94%) of of the following statements?
respondents care about keeping their 0% 25% 50% 75% 100%
customer card information secure =

| care about keeping my customers' 94%
credit/debit card data secure

* However. a |arge majority of I'm interested in learning about ways to keep
’ : tomers' credit/debit card dat

respondents (79%) feel that their my customers' credit/debit card data secure

_cqstomer information _IS sSecure the_ way My business and customer information are

it is and nearly two-thirds don’t believe totally secure the way they are

their business is vulnerable to card

data theft Even businesses that don'_t do any onIi_ne 78% 12%
transactions are at risk

79% 1

S——

)
>

How vulnerable do you feel your business

is to credit/debit card data theft? Even businesses that don't store credit/debit 73% 15%

card data on their own premises are at risk
Neutral

(4-7)
24%

Fraudsters are more likely to target small/mid-
size merchants since larger merchants tend to 539% 19%

Vulnl\;?;ble have stronger data security
(1-3) The likelihood that credit/debit card data theft

Vulnerable 64% will happen to my business is so small that it's
(8-10) not worth worrying about

6% PCI DSS compliance does not benefit my

[0) [0)
business 24% 28%

Don't know
7%

BmAgree MDisagree MDon't know |[n=651]
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More than Half Rated their Card Data Security
Knowledge as "Average"

How knowledgeable do you feel you are about
credit/debit card data security?

[n=651]

Know-
ledgeable
(8-10), 30%

* More than half of the merchant
respondents (53%) rated themselves
as average (or neutral) when asked
to evaluate their own knowledge Don't know,

about credit/debit card data security 0%

Average/
Neutral (4 -

Not Know- 7). 53%

ledgeable
(1-3), 18%
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Merchant Behaviors
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Anti-virus Software and Restricted Physical
Access Used by Three-quarters of Merchants

* 68% of merchants
who electronically
store data also take
steps to protect the
data with 53% using
encrypted
technology (data not
shown)

» Less than one-third
of merchants
perform background
checks on
employees who
handle customer
card data

National Retail Federation”

Please indicate whether your business does any of the following in
order to protect customer credit/debit card information.
0% 25% 50% 75% 100%

Use and regularly update anti-virus software 76% 15% 4]

Restrict physical access to cardholder data 76% 15% 4]
Restrict access to cardholder data by business need to know 67% {07 9%

Develop and maintain secure systems and applications 64% L7908 11%

Maintain a policy that addresses information security 8%
Do not use vendor-supplied defaults for system passwords and other
security parameters 58% 20% poRd
Install and maintain a firewall configuration to protect cardholder data 11%
Assign a unique ID to each person with computer access 50% 36% 5%
Regularly test security systems and processes 48% P07 11%
Protect electronically stored cardholder data 46% ‘ 40% 9%
Encrypt transmission of cardholder data across open, public networks 16%
Track and monitor all access to network resources and cardholder data 43% 29% 13%
Perform background checks on employees who handle customer
credit/debit cards 31% 42% 6%
Use a point-of-sale system that allows customers to swipe their own ‘
cards, so that the card never leaves the customer's hands 16% 37% %

HYes ENo EHN/A EDon't know | [n=651]
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4% of Small Merchants Report Being a Victim
of Fraud
* While the reported level appears relatively low at 4%, this equates to

roughly 1 Million small businesses in the U.S. (assuming approximately
25 million small businesses)

Has your business ever been a victim of any of the following types of fraud?
40%

[n=651]
)
0% One or I 4%
more
10%
1.4% 1.1% 1.1% 0.9% 0.8% 0.6% 0.3% 0.3%
0% I I I —— ——

Computer Impersonatinga Employees Placing Physical theft of Tapping into  Tampering with Opening up the
viruses that bank stealing ‘'skimmers' on credit/debit card insecure credit/debit card  back of gas
capture data  representative customer card swipe data terminals wireless data terminals pumps and

from by phone to get credit/debit card devices used networks and installing data
keyboards, confidential information by customers routers collection
disks, or data devices
memory
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OBJECTIVES &
METHODOLOGY
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Objectives

» Assess the knowledge, behaviors, and attitudes of small to
mid-size merchants regarding credit/debit card data security

and fraud protection

Methodology

Online Survey of Small/Mid-Size Merchants

» Total n=651

* All screened to meet the following criteria:

* Primary or joint responsibility for determining how their business keeps
customer credit/debit card information secure

» Less than $10M in annual credit/debit card revenue

» Survey conducted by Applied Research and Consulting from
October 26 — November 29, 2010

F:.’ FirstData. | 21
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Respondent
Characteristics
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Respondent Characteristics

Gender Age

35-54
54%

Female
55%\
18-34
19%
Pref t / 55+
reterno Prefer not 23%
to say
4% to say
4%
[N=651] [N=651]
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Respondent Characteristics

Title/function Which of the following best describes your role in
determining how your business keeps customer
credit/debit card information secure?

| am the person

0% 25% 50% 75% 100%

rimarily responsible

Co-owner 17% P o

- ’ for determining how
_ . our business handles

Operations manager l 6% customer credit/debit

card information
Accountant/bookkeeper IS% 83%

Controller I4%
Store manager |2%

IT Manager |1%

Fraud Manager 0% | share the
responsibility

District manager 0% with others
17%
Regional manager |0%
Other I 3% [N=651] [n=651]
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Business
Characteristics
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Business Characteristics

Age of company Number of employees

0% 25% 50% 75% 100% 0% 25% 50% 75% 100%

IS%

Less than 12
months

3 years to less 15% 10 to 99 19%
than 5 years

1 year to less
than 3 years

5 years to less 12% 100 to 999 g 3%
than 7 years

7 years to less 12% 1,000 or more | 0%
than 10 years

10 years or
more

34% Don't know | 0%
[n=651] [n=651]
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Business Characteristics

Is your business a franchise operation?

No
94%

[n=651]

One

Number of locations/stores 8306

(among merchants with in-
person transactions)

[n=433]

National Retail Federation”

Which of the following best describes the
area where your business is located?

Suburban
40%

Rural
23%

Yes
6%
Don't know
3%
[n=651]
 ———  Urban
34%

2 or more
17%
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Types of Credit/Debit Card Transactions

* The plurality of respondents do both Card Not Present and In-

person transactions

Which of the following best describes the
types of credit/debit card transactions your
business does?

[n=651]

Only in-
person
transactions
where the
card is
present
23%

Both types of
transactions
44%

Only
transactions
where the
card is not
present
33%

National Retail Federation”

Percentage credit/debit card revenue from
CNP transactions

[n=651]
10 to 50%
0% CNP CNP
23% 28%
60 to 90%
CNP
100% CNP_// 5%

33%
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Business Characteristics

Percentage credit/debit card revenue from Card Not Present
transactions (among merchants with both types)

0% 25% 50% 75% 100%

90% CNP - 14%

80% cNP [ 10%
70% cnp [ s
60% NP [ 4%
50% CNP [ 7%
40% NP 4%
30% cnp [ 6%
20% cNP [ 6%

Don't know | 1% [n=284]
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Types of Businesses

« Just over two-thirds of the sample are retailers, representing a
diverse range of retail goods offered

Industry
0% 25% 50% 75%

Restaurant/QSR . 12%

Services . 10%

Grocery/food I6%
Gas station 0%

Other I3%

National Retail Federation”

100%

[n=651]

Type of Retail
0% 25%

Apparel, shoes - 13%
Electronics, computers, appliances . 9%
Books, games, hobbies . 9%
Gifts, cards, stationery supplies . 9%
Digital content . 9%
Home furnishings .7%
Pet supplies I4%
Hardware, lumber, paint I 3%

Liquor, wine I 2%

50% 75% 100%

Other retail products _ 44%

None of the above - 21%

[n=651]
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Credit/Debit Card Volume & Revenue

* The majority of respondents represent businesses with less
than 100 card transactions per month, and less than $100K in
annual card sales

Monthly Credit/Debit Card Transactions Annual Credit/Debit Card Sales

0% 25% 50% 75% 100% 75% 100%

0% 25% 50%
Less than
2%
$100,000 to 0

Less than 100

100 to 499 28%

$500,000 to

0
$999,999 >

500 to 999 8%

$1 million to
less than $5 I
million

6%

$5 million to
less than $10
[n=651] million

13%

1,000 or more 1%

[n=651]
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Electronic Storage of Card Data

Does your business store customer
credit/debit card data electronically?
[n=651]

Yes
36%
No
61%

Don't know
4%

No

Are the systems used to 36%

store customer data
connected to the Internet?
(among respondents
w/electronic card data

storage)
[n=232] Yes
60%

Don't
know
4%

National Retail Federation”

« Slightly more than one-third of

respondents store customer card
data electronically

* Among these, the majority are exposed to
the Internet, but do not allow other
employees to access the data

Other than yourself, how many employees have
access to that data? (among respondents

w/electronic card data storage)
[n=232]

0% 25% 50% 75% 100%

None | NN -
1104 | <o
5t09 2%
10t0 99 2%
100 to 999 0%
1,000 or more |0%

Don't know |0%
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Payment Processing Methods

» Over half of all respondents use an online payment gateway
« Manual imprint machines are rarely used

Which of the following types of credit/debit card payment processing methods does your
business use?

100%
[n=651]
75%
55%
50% 41%
33%
N - -
0% [ ]
An online payment gateway Stand-alone, dial-out A point-of-sale payment Manual imprint machines
or software application for terminals (connected via system that is connected to
accepting customer card phone line to your payment the Internet (e.g., the
information online processor, but not connected payment application and an
to the Internet) Internet connection are on

the same computer, or the
payment application uses the
Internet to transmit
cardholder data)
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Contact:

First Data

Sharon Brant

Director — Market Intelligence
Sharon.Brant@FirstData.com
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