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1 Introduction

First Data Global Gateway API(API) is an application programming interface. An Application
Programming Interface consists of several classes or sets of related functions or procedures.
First Data Global Gateway API is a collection of functions for securely processing payment
transactions over the Internet.

The API offers merchants a simple payment solution. It helps connect an online store to the
secure payment gateway with Secure Sockets Layer (SSL) protection.

Merchants can begin payment processing within 24 hours of setting up the API. Contact your
sales representative to set up First Data Global Gateway API.

By using Secure Sockets Layer (SSL), version 3.0, the API provides the following:

o Data encryption

e Server authentication

e Message integrity

e Optional client authentication

SSL is a protocol developed by Netscape® to provide the secure transmission of private
information sent over the Internet. This process prevents the data from being compromised.

SSL protocols use public and private key pairs to encrypt data. The public key is distributed to the
merchant, Internet service providers (ISP), or commerce service providers (CSP) in the form of a
digital certificate. The digital certificate contains information that can verify the key holder identity
and the key validity. The private key is kept confidential and remains on the secure payment
gateway server. Once the data is encrypted with the private key, only the public key can decrypt
it.

The API supports the following languages. Choose the language you want to use for the API:

° C++

o C#

e COM Obiject technology (allows you to develop in Visual Basic, VBScript, or ASP)
e PHP

e PERL

e Java™

e Macromedia
e ColdFusion
e .NET

There is sample code for the following languages:

e C++

COM Object technology
Java

.NET/C#

firstdata.com 4



ColdFusion
.NET/Visual Basic
e PHP

PERL

For the sample code, go to the following URL:

http://lwww .firstdata.com/support/software_downloads/global_gateway/api_download
s.htm

1.1 About the API

You can use the API software modules to build a payment solution for your needs. The API
contains the following modules:

e The payment module

e The shipping calculator module
e The tax calculator module

e The TeleCheck module

e The recurring payments module

All credit card payments are managed using the payment module. All TeleCheck transactions are
managed using the TeleCheck module. When you integrate the payment module with your web
site, all payment details are processed automatically. You can review transaction activity by
visiting the First Data Global Gateway Virtual Terminal.

1.1.1 The Payment Process
The following steps describe the payment process for the API:

1. A customer purchases items at your online store.

2. The order information is sent to the APl payment module through the Secure Sockets
Layer (SSL) pipeline to the secure payment gateway.

3. The secure payment gateway transmits the order and payment information to the
credit card processing network through a secure line and receives a response. Within
6 seconds, the customer can review the transaction results.

4. The customer reviews the receipt page and then confirms the details of the approved
credit card transaction.

5.  The merchant reviews online orders by logging in to the First Data Global Gateway
Virtual Terminal. Transaction data is downloaded and imported into the merchant's
order management database.
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1.2 Requirements
Requirements for using the API depend on the language you use.

For the following languages, you need to install OpenSSL libraries as shared objects on your web
servers.

e CorC++

o C#

e COM Obiject technology
e .NET technology

e Java

OpenSSL Libraries:

e libssl.so
e libcrypto.so

If you are using HP-UX, the file extension for the OpenSSL libraries is .sl.

Java Requirements

For Java, you will need to convert your PEM file to pkcs12 format. Run the following
command in a command prompt window:

openssl pkcsl2 -export -in YOURPEM.pem -inkey YOURPEM.pem -out
YOURPEM.pl2 -passout pass:YOURPASS -name "YOURNAME"

e YOURPEM is the name of your PEM file.

e YOURPASS is any password.

e YOURNAME is any name.

For example:

openssl pkcsl2 -export -in 1234567.pem -inkey 1234567 .pem -out
1234567.pl2 -passout pass:987654321 -name "First Data Global Gateway"

The output *.p12 file and the password are used as parameters. If you have a problem
converting your PEM file, please contact Support.

Perl Requirements
With Perl, you can choose one of the following options:

1. Use cURL with OpenSSL. With this option, you do not use the shared libraries
provided with the PERL module when using cURL. This is the default installation
option for most cURL installations. To use this option, you must have cURL and
OpenSSL available on your web server.

BSDITM, FreeBSD® 3.3, and HPUX® PERL users should use the cURL option
because shared libraries are not supported for BSDi, FreeBSD version 3.3, or HPUX
with PERL.

2. Use the provided shared libraries if you are not using cURL. This option requires:
e The two shared libraries Ipbspssl.so and liblphp.so to be installed.
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¢ You have OpenSSL built with shared object support on your web server.
This option is recommended for users who have admin privileges on their web server.

PHP Requirements

With PHP, you can choose one of the following options:

1.

Build the XML string yourself and send it directly to the secure payment gateway.

This option requires a PHP version higher than 4.0.2 and cURL support to be compiled
into PHP. (This is the default setup for Red Hat® Linux® server installations.)

This option does not use the PHP module to build the XML string. You need to
manage your own XML output. This option is demonstrated in the PHP sample
program pass_xml_direct.php.

Use cURL (with OpenSSL) along with the Iphp.php module.

Use this option with older versions of PHP or where PHP has not been compiled to
support cURL. This object accepts either hash-style input or XML.

Use the PHP built-in cURL methods along with the Iphp.php module.

This is the easiest option to use. It requires PHP version higher than 4.0.2 and that
cURL support is compiled into PHP. (This is the default setup for Red Hat Linux server
installations.) This option accepts either hash-style input or XML.

Use the Iphp.php module with the provided shared libraries and OpenSSL.

This option requires the provided shared libraries libspssl.so and liblphp.so to be
installed, and that you have OpenSSL libraries built with shared object support on your
web server.

This option uses the Iphp.php module to accept either hash-style input or XML. Itis
recommended for users, with admin privileges on their server, to install the shared
libraries. FreeBSD 3.3 PHP users should not attempt to use the shared libraries option.
Shared libraries are not supported for FreeBSD 3.3 with PHP.

Build the XML stream yourself and send it through cURL or the shared libraries
provided with the PHP module.

This option requires the provided shared libraries libspssl.so and liblphp.so to be
installed, and that you have OpenSSL libraries built with shared object support on your
web server.

This option is demonstrated in the PHP sample program pass_xml_lib.php. To
determine whether PHP cURL support is installed, enter the command php -m in the
command prompt window.

If you use cURL on a Windows® platform, follow these steps to complete your PHP

installation.
1. In Notepad, open the file php.ini located in the winnt folder.
2. Remove the semicolon from the following line:
extension=php cURL.d1ll
3. Copy php_cURL.dIl into c:\php\.
4. Verify that cURL works in PHP by doing the following:
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5. Save the file in your local web directory as phpinfo.php.
6. Type the following URL in your web browser:

http://localhost/phpinfo.php.

7. Look for the word cURL on the page displayed.

ColdFusion Requirements
ColdFusion requires the following:

e ColdFusion server running on a Windows operating system.
e Access to process (CFOBJECT).
e Administrator rights to configure the server.

Installing ColdFusion:

1. Copy ssleay32.dll and libeay32.dll to the %ROO0T%/system32 directory
(C:\WINNT\system32\).

2. Copy LPICOM_6_0.dll to the %ROOT%/system32 directory (C:\WINNT\system32\).
3. Register the LPICOM_6_0.dll file. (regsvr32 c:\winnt\system32\lpicom_6_0.dll).

Use the sample code provided on the following web site:

http://www firstdata.com/support/software_downloads/global_gateway/api_download
s.htm

e All samples rely on the following templates to process correctly and should all be
loaded into the same directory.

a. CONFIG.inc - This file needs to be modified to reflect your account-specific
information.

b. FormatOutput.cfm - This file contains a formatted table output of the return variables
for ease of reading.
c. Ipcfm.cfm - This file builds the XML to be sent. Do not edit this file.
d. status.cfm - This file processes the transactions and sets the responses for output.
Do not edit this file.

¢ When the above files are uploaded to your server, you can process any of the other
sample files included.

e For a sample of form input and output use sample_sale.htm which relies on
sample_sale.cfm to process.

Note: You can easily remove FormatOutput.cfm and replace the output results in your
own format. Available return variables are listed below. They include call can be found
at the end of each sample script except for shipping.cfm which does not rely on this file.

Response Variables Returned:

e #R_APPROVED# - Contains the transaction response.
e #R_CODE# - Contains the approval code for an approved transaction.
e #R_ERROR# - Contains an error message for a failed transaction.

e #R_ORDERNUM# - Contains the order number. If you enter an order number, it will
be returned. If you do not enter an order number, the secure payment gateway will
return one to you.

e #R_TIME# - Contains the time and date of the transaction.
e #R REF# - Contains the order reference number.
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e #R _AVS# - Contains the Address Verification System code.
e #R MESSAGE# - Contains an order message.
e #R _APIVERSION# - Contains the version of the cuff wrapper.

1.3 OpenSSL
OpenSSL is open source software that provides the following:

e Encryption and decryption.
e SSL communications.
¢ Digital signature capabilities.

For more information, see the OpenSSL web site:
http://www.openssl.org/
Obtaining OpenSSL:

1. Make sure the secure web server you are using has the latest version of OpenSSL
installed with shared libraries.
2. If you do not have OpenSSL installed, download the source code from:

http://iwww.openssl.org/source
3. Follow the instructions for installing from the following sites:

API Software Wrappers
http:/iwww firstdata.com/support/software_downloads/global_gateway/api_do
wnloads.htm

Global Gateway Manuals
http://www firstdata.com/support/manuals_and_guides/global _gateway.htm

4. Make sure you have root permissions on your web server to use OpenSSL.

OpenSSL is required to use the API. The required files for each operating system are listed in the
Migration Step by Step Instructions located at the following site:

http://www .firstdata.com/support/software_downloads/global_gateway/api_download
s.htm

1.4 cURLs

cURL is a tool for transferring files using URL syntax. cURL is open source code that supports a
range of common Internet protocols, including:

e http

e https

o ftp

o ftps

e gopher
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Idap
dict
telnet
file

You can use cURL with the following operating systems:

e Unix
Windows
Amiga
BeOS
0S/2
OS X
e ONX

1.4.1 Installing cURL
1. If you do not have the correct version of cURL installed, download the appropriate
cURL binaries or source code from the following site:
http://cURL.haxx.se/download.html
Install cURL by following the installation instructions on the web site listed above.

3. If you choose to use source code, make sure you install OpenSSL first, and then
cURL. Enable SSL in the installation.

A

1.5 Settings

1.5.1 Email

When an order is processed successfully, the system automatically sends both the merchant and
the customer an email receipt. The receipt comes from gateway@linkpt.net. This feature can be
disabled.

To disable the customer or merchant email receipts function, call Support at 1-888-477-3611.

1.5.1.1 Customizing the Email Footer

You have the option to include text at the end of each customer email receipt. If you want to use
this feature, save the text you want in a file named contact.txt using any text editor. Email the file
to Support with your store number.

1.5.2 Processing Transactions Manually

To process transactions manually (by keying the information), use the virtual point-of-sale terminal
available in the First Data Global Gateway Virtual Terminal. Log in to the First Data Global
Gateway Virtual Terminal to display the Virtual Terminal page. To reach this page any time, click
Virtual Terminal on the Main Menu Bar . From the Virtual Terminal Page, enter the information
for the transaction.
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You can post-authorize several transactions simultaneously by using the Reports section in the
First Data Global Gateway Virtual Terminal. You can learn more about using the First Data
Global Gateway Virtual Terminal by clicking Support on the Main Menu Bar for the First Data
Global Gateway Virtual Terminal User Manual.

1.6 Support
First Data Global Gateway API has a variety of support options for its products, including:

e Searchable online help files.

e User manuals.

e Frequently asked questions (FAQS).
¢ Email and telephone support.

If you have questions about your merchant account, please contact your merchant account
provider.

If you would like to purchase First Data Global Gateway products or services, please contact an
authorized reseller. For more information, please visit:

www.firstdata.com/ecommerce

If you are experiencing issues with your gateway account, please consult the Gateway Status
page to see if your issue is being processed at:

http://www firstdata.com/global_gateway/gateway_status.htm

1.6.1 FAQ
There is a helpful list of FAQs for each product. The FAQs are located at the following site:

http://www .firstdata.com/support/fag/global_gateway.htm

1.6.2 Contact Information
If you have read the documentation and consulted the Gateway Status page and you cannot find

the answer to your question, contact Support at globalgateway.support@firstdata.com or 1-888-
477-3611.
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2 Transactions

The secure payment gateway uses XML to describe each transaction. The XML is usually
generated by First Data Global Gateway API, but you have the option to generate the XML and
send it to the secure payment gateway in XML format.

To process a transaction, the API connects to the secure payment gateway using SSL protocols.
The API sends a transaction in the form of an XML request and waits for the response. The
response will be in the form <response>. It will contain a set of response fields that may vary
depending on the type of transaction requested and whether the transaction was successful.

The XML request includes various entities to provide the server with inputs to the function being
performed. Some of these entities are required for any transaction, while others are optional and
specific for particular transaction types.

See "Entities and Data Fields" on page 20 for more information on which entities and fields are
required for each transaction type.

2.1 Transaction Types

It is important to understand the terminology for processing transactions so that you use the
appropriate transaction type for your orders and returns. A Chargeback is fraud. in addition, what
can a merchant do to prevent a fraud.

For the money associated with a transaction to transfer to and from your account, the batch of
transactions for the day first have to be settled (this is also called closing the batch). This
automatically occurs by default at 7:00 PM (PST).

Transaction Types

Name Description

Sale A Sale transaction is a credit card transaction that immediately charges a customer's
credit card. You can also create a recurring Sale transaction to process a specified
dollar amount at specified intervals; this is referred to as a periodic bill. A Sale
transaction can be made recurring only during the entry of the Sale transaction and
not after it has been approved

Authorize (A credit card transaction that reserves funds on a customer's credit card. An Authorize
Only Only transaction does not charge the card until you perform a Ticket Only transaction
and confirm shipment of the order.

Note: Authorizations reserve funds for varying periods, depending on the issuing
credit card company's policy. The period may be as little as three days or as long as
several months. For your protection it is recommended that you confirm shipment as
soon as possible after authorization.
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Transaction Types

Name

Description

Ticket
Only

A Ticket Only transaction is a post-authorization transaction that captures the funds
from an Authorize Only transaction, reserving funds on the customer’s card for the
amount specified. Funds are transferred when your batch of transactions is settled. If
you enter a larger total in the Ticket Only transaction than was specified for the
Authorize Only transaction, the Ticket Only transaction may be declined.

If you enter a smaller amount than was authorized, an adjustment is made to the
authorization to reserve only the smaller amount of funds on the customer’s card for
the transaction. Ticket Only transactions must be completed within 30 days of the
Authorization being obtained.

Forced
Ticket

A Forced Ticket transaction is a credit card transaction used similarly to a Ticket Only
transaction, except it is specifically for authorizations obtained over the phone. It
requires a reference number (or approval code) that you should have received when
you did the phone authorization.

Return

A return transaction returns funds to a customer’s credit card for an existing order on
the system.

To perform a return, you need the order number, which you can find in your reports. If
you perform a return of the full order amount, the order will appear in your reports with
a transaction amount of 0.00.

Credit

A credit transaction returns funds to a customer’s credit card for orders where you do
not have an order number. This transaction is intended for returns on orders
processed outside the system.

\Void

A void transaction cancels the transaction. Only transactions in the current batch (that

have not been sent for settlement) can be voided.

2.2 Sending Transactions

To send a transaction to the secure payment gateway, follow the steps below:

=

Create an instance of the LinkPointTransaction object.

Build an XML request directly or by using the LPOrderPart object to build XML
fragments and combine them into a complete order.

Use the LinkPointTransaction send() method to send the transaction to the secure
payment gateway for processing.

Evaluate the values returned in the response entity. If there are errors, they will be
returned in the r_error field.

To build XML requests, you need to determine which entities and fields are required for your

transaction.

Information on the entities and data fields to include for each transaction is included in the Entities
and Data Fields section. See "Entities and Data Fields" on page 20.

Look for information about payment gateway responses and error messages in the Response
Fields section. See "Response Fields" on page 53.

firstdata.com 13




2.3 Shipping Calculator
With the shipping calculator, you can set rules for calculating shipping charges.

To use the shipping calculator module, you need to create a shipping and carrier file on the
secure payment gateway server. When you create your shipping file, send it to Support along
with your store number. The shipping calculator uses the shipping address and other information
sent in the shipping entity along with the appropriate pricing data defined in the shipping file to
calculate the charges.

The shipping file is a plain text file consisting of sets of code called zone type and zone definition
lines. An example of how these lines might appear in a shipping file is shown below.

zone type line
zone definition line
zone definition line
zone type line
zone definition line

The fields within both types of lines go together to define the shipping charges. The zone type
line describes the general shipping scheme, such as whether costs are based on item count,
weight, or price.

The zone definition line gives specific parameters on pricing for each element in that pricing
scheme. One or more zone definition lines must immediately follow each zone type line. Use
zone definition lines to set shipping prices based on specific geographic areas or types of carriers
to determine where price breaks occur. The fields within each line of code are separated by
double colons. For fields with multiple values, use commas (countries, states) or single colons
(range definitions, prices).

Each zone type line is formatted with three fields:

e The tag name.
e A calculation code.
¢ Merchant-created range definitions.

zone type::calculation method::rangel:range?2...

You can create as many zone type lines as you need for your business. You can use a separate
zone type line for:

o Different shipping-cost calculations, such as the total weight or total cost of an order.
e Separate freight or air transport carrier methods.
e Division of the world shipping-zone prices.

2.3.1 Creating Zone Type Lines

To create zone type lines:

1. Enter the following tag name. The zone type line must precede two colons:

zone type::
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2. Determine how to charge customers for shipping your products and enter an
applicable code number after the tag name followed by double colons with no spaces.

zone type::1l::
zone type::3::

3. Create quantity ranges that share common pricing. Enter each range followed by a
single colon or a comma.

zone type::1::1-3,4-5,6+
zone type::3::1-24,25-50,51+

2.3.2 Calculation Method

There are five choices for calculating the shipping charges. Select the applicable calculation
methods for your business. Enter the code number after the tag name for each zone type line.

Method|Description

1 Charges are based on the total number of items.

Charges are based on each item, then totaled.

Charges are based on the total weight of the order.
Charges are based on the weight of each item, then totaled.
Charges are based on the total price of the order.

albhlw|nN

2.3.3 Assigning Ranges

A range is defined as a value or a set of values representing all items within a predetermined
category, which use the same shipping charge. A range can be a single number, two numbers
separated by a hyphen, or a number followed by a plus sign. You can specify an infinite number

of ranges. The number of ranges in a zone type line must correlate exactly with the number of
prices in the zone definition lines.

The following restrictions apply:

¢ Range definitions must be contiguous - you cannot skip numbers.
¢ Range definitions must start with the integer 1.
e The last range defined in each line must end with +.

A zone definition line specifies data that is required by the preceding zone type line of code.

Several fields are specific to each business including the zone name, the shipping carrier code,
and the shipping-cost codes for each range. See the example below.

zone name::country::carrier::range cost::range cost

2.3.4 Creating Zone Definition Lines
To create zone definition lines:

1. Enter a zone name for each shipping situation followed by two colons.

northamerica::
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2. Select the applicable countries for your zone name followed by double colons. Use
the two-digit country codes. See "Country Codes" on page 37.

northamerica::US,MX,CA::

For the U.S. only, enter each applicable two-letter state code after the country code,
followed by two colons.

westcoast::US::CA,OR,WA,HTI::

3. Determine the different shipping methods for your business. Enter one merchant-
defined shipping carrier code only.

northamerica::US,MX,CA::1::

4. Determine the shipping cost for each range you specified in the zone type line. Enter
the applicable shipping cost, followed by a colon or a comma.

zone type::1::1-3,4-5,6+

northamerica::US::MX::CA::1::25,40,75 NOTE:
Each shipping cost value in the zone definition line must match a range in the zone type
line.

You determine the zone name for each zone definition line. Each name is an alphabetic string
containing less than 20 letters and cannot include blank spaces.

If you offer different types of shipping, such as courier, overnight, two day, or ground transport, the
zone definition line can list a shipping carrier option in the form of an integer. This will allow you to
charge different amounts for premium shipping services.

The zone definition contains the actual charges for shipping items in the range specified by the
preceding zone type. Merchants determine the charges for their products.

The following rules apply when you are creating zone definition code:

e If you are shipping internationally, the U.S. state codes in a zone definition line are
ignored.

e |f shipping prices are the same for all U.S. states, you do not need to name the states
individually.

e If you have a few exceptions for shipping, such as AK and HlI, you can define a zone
for them and include the remaining states in a non-specific U.S. zone.

e Any number of zone definition lines may follow a zone type line.

e The zone name and range charges must have values; all other fields can be blank.

¢ When the shipping calculator looks for a shipping file match, a blank field, such as
carrier type, is treated as a match.

2.3.5 Calculating Shipping Charges

The shipping entity is the data structure used to convey the shipping address, price, weight, item
count, and carrier-type data to the shipping calculator for computing the shipping charge.

To calculate shipping charges, the Ordertype field should be set to Calcshipping. The shipping
computation can be based on the number of items, the weight, the carrier, or the order total. To
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calculate shipping charges, you should enter the appropriate information (for your shipping
calculation method) in the shipping entity. You should also enter the state and country, although
the country will default to U.S. if not entered. The calculated value for shipping charges will be
returned in the r_shipping tag.

If you are going to include the shipping amount in the order amount that you submit for approval,
you must transfer the shipping amount to the secure payment gateway. Set the value of the
shipping data field in the payment entity to the calculated shipping charges for the order.

2.4  The Tax Calculator
The Tax Calculator module calculates state and municipal sales tax.

To use the tax calculator module, create a fulltax line in your configuration file on the secure
payment gateway. You will need to send the fulltax line to Support in order to load it to the secure
payment gateway.

The fulltax line provides information needed for the tax module to calculate sales tax for an order.
The line includes entries for states where the sales tax must be charged. Entries are separated by
a comma which may be followed by a space.

Example:
fulltax: TX 8.25, AL 7.00, FL 7.00, UT mun

Most entries in the list consist of the two-digit code for the state, followed by a space and the tax
rate to be charged for that state. See "U.S. State Codes" on page 36 for state codes.

TX 8.25

If the tax includes municipal tax, the listing is the two-digit state code followed by mun.

UT mun

Municipal taxes are calculated according to the salestax.txt file on the secure payment gateway
server. The salestax.txt file is updated monthly to ensure accuracy.

2.4.1 Calculating Taxes

To calculate the sales tax, the Ordertype field should be set to Calctax. The tax computation is
based on the shipping state and the shipping zip code. You should use the state and zip code for
the area where you are shipping the product. If the shipping state is present, but the shipping zip
code is not, the secure payment gateway will return an error. If you do not pass, (enter) the
shipping state or zip code, the secure payment gateway uses the billing state and zip code as the
basis for tax computations. The calculated value for sales tax will be returned in the r_tax tag.

You must transfer the tax amount to the secure payment gateway to include it in the order,

regardless if you use the API tax calculator or another method. Make sure you set the value of
the tax data field in the payment entity to the calculated sales tax charges for the order.
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2.5 Check Transactions

TeleCheck is a way to process Automated Clearing House (ACH) transactions using the Internet.
ACH transactions debit a customer's account and transfer the funds to a merchant's account. To
enable TeleCheck, contact your merchant service provider.

There are rules that apply when initiating a debit to a customer's bank account. These rules are
established and maintained by the National Automated Clearing House Association (NACHA) and
are published periodically in ACH Rules: A Complete Guide to Rules & Regulations Governing the
ACH Network. You can view these rules here:

http://www.nacha.org/

It is each merchant's responsibility to understand and abide by the published rules and
regulations.

The rules for authorization differ depending on whether the transaction is:

e E-commerce
e Retail or Mail Order
e Telephone Order

During a check transaction, a real-time response will be provided by TeleCheck on whether or not
a check is accepted. Based on the response from TeleCheck, a transaction can either be marked
as Submitted or Declined.

If the check was declined for credit reasons, a message will appear with some information for the
customer, including a phone number for the customer to call with questions. When this occurs,
you must give the information, word-for-word, to the customer. If the check was submitted
successfully, the transaction status will be Submitted.

If an error occurred, the reason for the error will appear here. If the error was due to data entry,
you may have an opportunity to re-enter the data.

Error message:

We are sorry that we cannot accept your check at this time. Our decision is based, in whole or in part, on
information provided to us by TeleCheck. We encourage you to call TeleCheck at 1-877-678-5898 or
write TeleCheck Customer Care at P.O. Box 4513, Houston, TX 77210-4513. Please provide TeleCheck
your driver's license number and the state where it was issued, and the complete banking numbers
printed on the bottom of your check. Under the Fair Credit Reporting Act, you have the right to a free
copy of your information held in TeleCheck's files within 60 days from today. You may also dispute the
accuracy or completeness of any information in TeleCheck's customer report. TeleCheck did not make
the adverse decision NOT to accept your check and is unable to explain why this decision was made.

2.5.1 E-commerce Transactions

When processing e-commerce check transactions, the merchant must obtain electronic
authorization from the customer to debit the account. Before the merchant web site or system
submits the payment for processing, it must present the customer with an authorization form
where consent language is displayed, along with Authorize and Cancel buttons.
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The Authorize button continues processing the transaction. The Cancel button discontinues
processing the check transaction.

The authorization form must include:

e Merchant's DBA name.

e  Amount of the transaction.

e Date the customer's account will be debited.

e Date of the customer's authorization.

e Merchant's Customer Service Phone Number.

e Consent language stating that the customer is authorizing the merchant to debit the
customer's bank account.

e An Authorize button and a Cancel button.

2.5.2 Telephone Order Transactions

Requirements for a telephone order include the same information and consent language as retail
and mail order transactions. The difference is that the merchant has the option to tape-record the
customer's authorization and retain the recording as proof of authorization for a period of four
years.

For an oral authorization to be valid, the merchant must state clearly that the customer is
authorizing an ACH debit entry to the account, and express the terms of the authorization in a
clear manner.

If the merchant is not recording the conversation, the merchant must send written notification to
the customer confirming the verbal authorization prior to settlement. APl email receipts fulfill the
requirement to send written notification. If the merchant chooses not to use API email receipts,

the notification must include the following information.

e Merchant's DBA name.

o Date the customer’s account will be debited.

o Date of the customer's authorization.

e Merchant's Customer Service Phone Number.
e Consent language similar to that below.

Sample Verbal authorization for telephone order transactions:

On [insert today’s date], [insert customer’s First and Last Name] authorizes an electronic debit in the
amount of [insert amount]. This withdrawal will be processed using the regular banking system. If your
payment is returned unpaid, you will be charged a returned item fee up to the maximum allowed by law.
If you have any questions at any time, you may call us at [insert Merchant Customer Care Phone
Number] during business hours. Do you authorize the transaction? (Please answer Yes or No)
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Entities and Data Fields

The table below shows which XML entities are used for each transaction type or function.

XML Entity Credit Card Recurring Credit TeleCheck Shipping Sales Tax
Transaction Card Transaction [Transaction Calculation Calculation

merchantinfo Required Required Required Required Required
orderoptions Required Required Required Required Required
transactiondetails|Optional Optional Optional Optional Optional
payment Required Required Required Required Required
creditcard Required Required N/A N/A N/A
telecheck N/A N/A Required Required N/A
shipping Optional Optional Optional Required Required
billing Required Optional Required N/A N/A
periodic N/A Required N/A N/A N/A

items Optional Optional N/A N/A N/A
option Optional Optional N/A N/A N/A

notes Optional Optional Optional N/A N/A

3.1 Billing Entity

The billing entity contains 13 data fields. The following table shows all the data fields in the billing

entity.

If you are using the following languages, all billing fields will be preceded with a lower-case "b",
such as bzip for zip.

e ASP
e NET/Visual Basic
e .NET/C#

Field
Name

Field Length|Descriptio
and n
Characters

Required

Example

name

Customer's
name.

string - up to
96 numbers
and letters
only (no
symbols)

Required for AVS
and fraud blocking.

<name>Joe Customer</name>

company

string - up to
96 numbers
and letters
only (no
symbols)

Company
name.

No

<company>SomeWhere,
Inc.</company>
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Field Field Length|Descriptio [Required Example
Name and n
Characters
address1 [string - up to [The first line[Required for e- TS EE
96 numbers |of the commerce, Broadway</addressl>
and letters customer's telephone, and
only (no billing street .
symbols) address. mail ordgr
transactions.
Required for
TeleCheck
telephone or web
transactions.
address?2 [string - up to [The second [No <address2>Suite 23</address2>
96 numbers [line of the
and letters  [customer's
only (no billing
symbols) address.
city string - up to [Billing City. [No Required for <city>Moorpark</city>
96 numbers TeleCheck
and letters telephone or web
only (no transactions.
symbols)
state string - up to |U.S. state |Required for e- <state>CA</state>
96 numbers |of billing commerce or MOTO
and letters  |address. transactions.
only (no Use 2-letter [Required for
symbols) state code |TeleCheck
for U.S. telephone or web
states. For [transactions.
international
addresses,
you can use
this field for
the province
or territory,
as
applicable.
zip string - up to [Billing zip or|Required for <zip>87123</zip>
5 numbers |postal code.|telephone and mail
only (no order transactions
symbols or (MOTO). Required
spaces) for TeleCheck
telephone or web
transactions.
country  |2-letter Billing May be required for [<country>Us</country>
country code |country. post-authorization

transactions.
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Field Field Length|Descriptio [Required Example
Name and n
Characters
phone string - up to |Billing Required for e- <phone>8051234567</phone>
32 numbers |phone commerce,
and letters  [number. telephone, and mail
only (no The number|order transactions.
symbols or |should not |Required for
spaces) contain TeleCheck
dashes. telephone or web
For transactions.
example:
180047736
11
fax string - up to |Fax No <fax>8885551212</fax>
32 numbers |number.
and letters  [The number
only (no should not
symbols or |contain
spaces) dashes.
For
example:
180047736
11
email string - up to [Emalil Required if you want<emai1>9o0e. customer@somewhere.co
64 numbers [address. to send the n</email>
and letters customer an email
only (no receipt.
symbols or
spaces)
addrnum |[string - up to [The Required for e- <addrnum>1245</addrnum>
96 numbers [numeric commerce,
only portion of  [telephone, and mail
the street |order transactions.
address. Required for
TeleCheck
transactions.
userid string - up to |The userid |No <userid>customerl</userid>
32 numbers f[field is an
and letters  |optional
only (no custom field
symbols or [to track
spaces) customers.
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3.2 Shipping Entity

The table below describes each data field in the shipping entity. If you are using the following
languages, all shipping fields will be preceded with a lower-case "s,” such as "sname" for name.

e PERL
e PHP
e ASP

.NET/Visual Basic
.NET/C#

See "Shipping Calculator" on page 14 for more information about shipping methods.

Field Field Length|Description Required Example
Name and
Characters
name up to 96 Name of the No <name>Joe Customer</name>
numbers and [person where the
letters only |order will be
(no symbols) |shipped.
addressl |up to 96 Shipping address. |No b SR
numbers and [Cannot be all Broadway</addressl1>
letters only [spaces.
(no symbols)
address2 |up to 96 Second line of the |No <address2>Suite 23</address2>
numbers and [shipping address.
letters only
(no symbols)
city up to 96 Shipping City. No <city>Moorpark</city>
numbers and [Cannot be all
letters only [spaces.
(no symbols)
state string - up to |U.S. state of Required for |<state>Ca</state>
96 numbers [shipping address. |shipping and
and letters  [Use 2-letter state [tax
only (no code for U.S. calculations.
symbols) states. For
international
addresses, you
can use this field
for the province or
territory, as
applicable.
zip up to 5 Shipping zip or No <zip>87123</zip>
numbers postal code.
only (no
symbols or
spaces)
country  |2-letter Country of May be <country>US</country>
country code [shipping address. |required for
International post-
addresses are not [authorization
supported on transactions.
TeleCheck orders.
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Field Field Length|Description Required Example
Name and
Characters
phone  |upto 32 The phone No <phone>8051234567</phone>
numbers and |number of the
letters only |person where the
(no symbols |order will be
or spaces) [shipped. The
phone number
cannot include
spaces or dashes.
Example:
8884773611
email up to 64 the email address |No <email>joe.customer@somewhere.co
numbers and |of the customer m</email>
letters only |where the order is
(no symbols [being shipped.
or spaces)
weight decimal - The total weight of |Required for |<yeight>5.0</weight>
numbers the order to be shipping
only shipped. This methods 3
field is used when |and 4.
the shipping
calculation
method is based
on the total weight
of the order.
items decimal - Total number of  |Required for |<items>3</items>
numbers it