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Purpose of This Guide
This guide describes how to install the ICVERIFY software.
Audience

This guide is intended for ICVERIFY productdé administrators involved with installing, configuring and
managing the ICVERIFY software and also for the End Users who will use this software.

Prerequisite Activities

Prior to installing and operating the User Manager and ICVERIFY for Windows application, you should
complete the following tasks:
e Confirm that your computer system meets the minimum requirements and prerequisites, including
the service pack levels of your chosen operating system.
e When you install this software (or any software for that matter), you should have Administrator-
|l evel privileges to the PC on which yodevehre install
access, it may not be possible to install all the components needed to use the application, or they
may appear to install properly and be unusable or unstable later
e The installation of ICVERIFY should always be done from CD-ROM.

Minimum System Requirements

To use the User Manager and ICVERIFY for Windows applications, you will need the following:

e A Pentium/Athlon computer running Microsoft® Windows XP Home / Professional (service pack 3
or later), Windows 2003 Server (service pack 1 or later) or Windows Vista (32 bit and 64 bit).

e 60 Megabytes of free hard drive space; up to 500MB hard drive space for the full installation of
Microsoft SQL Server 2005 Express Edition.

e 256 Megabytes of RAM.

e CD-ROM drive required for program installation.

e Microsoft . NETE Fr ame wo r X0 oRated. if this is riotocurrerdlyidstalledv e r s i o n
on your computer, it will be installed as part of the ICVERIFY or User Manager Installation
package.

e Microsoft | nternet SEoplaten. inemeE Explarer is mostrikelg alr@ady
installed on your computer. If you need to install it, you can download a free installation at
http://www.microsoft.com.

The computer on which you install the User Manager must be accessible by all the installed copies of
ICVERIFY for Windows in the network that are configured to use it. This means if you have the User
Manager installed in one machine and ICVERIFY for Windows on some other machine or you have
installed multiple copies of ICVERIFY for Windows on same number of machines, then each machine
must have network access to the machine where the User Manager application is running.
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Installing and Setting Up the ICVERIFY Application

The following screen will come up when you enter the ICVERIFY CD in the disk drive:

ICVERIFY

Software that performs like a credit card terminal with
the fexibility and power of a personal computer.

-) Install All Applications '»..,._".Xersion 4.1.0

ICYERIFY® Installation

—) Install ICVERIFY for Wmdows Only

|

—) Install ICVERIFY User Manager Only

-) Install Software Developers Kit

‘—) Install Adobe Reader

-) Browse On Lme Manuals

-) Explore the CD-ROM

Copynght 20771 1CVERIEY, Inc.
an“’stData Company

e Install All Applications: This option will install both ICVERIFY and User Manager in your
computer. It will first install ICVERIFY and then User Manager.

e Install ICVERIFY for Windows Only: This option will install only ICVERIFY for Windows.
This will install only the ICVERIFY for Windows application. Be aware that you will have to
specify where the User Manager database resides, so your users can log in successfully
from the substation PC.

e Install ICVERIFY User Manager Only: This option will install User Manager only.

I nstall Software Developerdéds Kit: This option wil|
application is only applicable for ICVERIFY Integrators.

Install Adobe Reader: This option will install Adobe Reader.

Browse On-Line Manuals: This option will take you to the ICVERIFY product guides.

Explore the CD-ROM: This option will show you all contents of the disk.
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ICVERIFY does not recommend its users from installing and using the application on a
computer that acts as Web Server or has a direct link to the Internet unless that link is
secured. ICVERIFY recommends that the Internet hardware (cable modem, DSL router, etc.)
that are used must have built-in firewall capabilities. For merchants who use any third party
User Interface, it would be the responsibility of the merchants/integrators to make sure that
they do not store such data on unsecured servers. Otherwise the
merchants/vendors/integrators would not be PCI -DSS compliant. For more details, please
refer ICVERIFY PA-DSS implementation guide.
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ICVERIFY for Windows Installation

ICVERIFY is one of the most comprehensive payment processing products available for merchants of all
types. It processes all major credit cards, as well as stored value and private label cards, and is capable
of handling purchasing card Level Il and Level Il data for corporate cards. It also supports debit/ATM
card processing and check verification / guarantee transactions

The ICVERIFY for Windows can be found on the following installation CD-ROMs:
e The main ICVERIFY for Windows Installation CD

Follow the steps mentioned below to install the ICVERIFY for Windows:

Whenyouclickon t he option Alnstall | CVERI FY $ceeen, ydiwilld ows Onl
see the screen shown in Figure 1:

Figure 1. ICVERIFY for Windows Welcome Screen

ICYERIFY for Windows Installation K l]

Welcome to the InstallShield Wizard for
ICYERIFY for Windows

This program will install ICYERIFY for Windows on your
computer. To begin installing ICYERIFY for Windows, click
Next. Otherwise, click Cancel.

Step/Action
From the Welcome screen, click Next.
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Figure 2: ICVERIFY for Windows License Agreement Screen

ICYERIFY for Windows Installation x|

License Agreement @
Please read the following license agreement carefully. 1-1'

\

W

/

Press the PAGE DOWN key to see the rest of the agreement.

| -
END-USER LICENSE AGREEMENT ﬂ

This End-User License Agreement [“'License” or "Agreement"'] is a legally binding

aagreement between you (herein referred to as "you" or "'Licensee"] and ICYERIFY, Inc.
[herein referred to as "ICVERIFY"') for the software product you have received either
physically or via Interet download and for which you will be the end user, which includes
computer software and any updates or supplements thereta that you may receive how or

in the future [the "Software"] whether physically or via Internet download, associated

media, and associated documentation in written or electronic form whether distributed with :J

Do you accept all the terms of the preceding License Aareement? If you choose Na, the
InstallShield ‘Wizard will close. Ta install ICYERIFY for Windows, you must accept this

agreement.

[rstallShield
< Back Yes No

Step/Action

Read the End-User License Agreement displayed in the screen. If you agree to the terms of use, click

Next to proceed with the installation; otherwise click Cancel.
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Figure 3: ICVERIFY for Windows Installation Folder Location Screen
ICYERIFY for Windows Installation X

Choose Destination Location

Select folder where Setup will install files.

Setup will ingtall ICYERIFY far ‘Windows in the following folder.

T o inztall to this folder, click Mest. Toinstall to a different folder, click Browse and select
another folder.

D estination Falder

CAICYERIFYSICWind 10 Browse. .
< Back M et > | Cancel |

Step/Action

Next youdl I be asked whGERIFY jooWindews application. Theefaulafdlder t h e
is CAICVERIFYAICWin404. Change this if you wish by clicking the Browse button and selecting a different
installation folder. When you are ready to proceed, click Next.

The installation wizard will check the computer to see if Internet Explorer 6.0 SP1 or above is currently
installed. If it is not present, then the installation will be aborted and you will need to run the Internet
Explorer 6.0 SP1 or above setup from your Windows CD-ROM or you can download from Microsoft
website and re-run the User Manager Installation process.

Then the installation wizard will check the computer to see if Microsoft .Net Framework 2.0 is currently
installed. If it is not present, then the installer will start the .Net Framework installation process. When the
installation is completed, click Finish.
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Figure 4: ICVERIFY for Windows Processor Access Screen

ICYERIFY for Windows Installation 7 x|

Select Processor Access

Specify how you intend to communicate with your processing
network([s).

Setup needs to know if you plan to use a broadband Intemet connection or dial-up modem to
process transactions. If you plan to use both connection methods, select the Intermet option.

" This computer is Intermet capable

" This computer only uses a dial-up modem

IrstallShield

< Back | Next > I Cancel

Step/Action

Next you have to specify the communication mode with which you intend to communicate with the host. If
you want use a Internet connection, select the first option or if you want to use Dial-up modem
connection, select the second option. In case you want to use both, select the first option. When you are
ready to proceed, click Next.
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Figure 5: ICVERIFY for Windows Database Location Selection Screen

ICYERIFY for Windows Installation

User Manager Access
Specify the location of the user database.

Setup needs to know the location of the ICVERIFY user database. If the database will run on
anather computer, use the second option. Otherwise, use the first [default] option.

(¢ User database runs on this computer

" | will specify the database's location

IrstallShield

< Back | Next > I Cancel

Step/Action

You will be asked to specify the location of the database. You are asked to specify whether you intend to
connect to the local database, or to a database in some remote machine. ICVERIFY does not install the
database. It only connects to the specified database. Use the first radio button selection in place if the
database resides on the local computer and the second if the database in some remote computer. Click
Next to continue.
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Figure 6: ICVERIFY for Windows Default Database Login Information Screen
This screen will come if user selects Al will specify

ICYERIFY for Windows Installation

User Database Information

Please enter the system and login information for the ICYERIFY user database.

Instance Path : |C.6.LTPBDBU1 MO

UserID : I:

Password : l

—InstaliShield

Next > Cancel

Step/Action
If you intend to use the database located in another machine, you will be asked to provide the login
credentials (Instance Path and Password). Provide proper login information. Click Next.

Note: Database connection is not checked at this point. If you will be installing User Manager in the same
PC Ilater then you will need to enter the same password. The password should match the following
criteria:

1. Password Length should be between 8 and 16.

2. It should have at least one numeric and one special character.
This password is only used at the time of database connection. Please remember this password as it may
be required later to check the database connection using the ServerConnectionUtility application.
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Figure 7: ICVERIFY for Windows File Copying Screen

ICYERIFY for Windows Installation i

Setup Status

ICVERIFY for Windows Setup is performing the requested operations.

Installing:  Jawva Runtime Files...
C:ACVYERIFYSICWind034jre1.6.0Mib\deploy. jar

E— 18%

[rstallShield

Step/Action

The installation wizard will copy all the ICVERIFY files to your computer and will configure final settings.

Figure 8: ICVERIFY for Windows Upgrade prompt

Question X
9 If vou have a prior version of ICYERIFY for Windows installed on this computer, vou can transfer your historical and
\:‘) merchant account data from that version, or you can install this version without transferring your data. If you choose
not to transfer your data, you should not uninstall the prior version until you no longer need it.

Are vou upgrading from a previously installed version of ICYERIFY for Windows?

Y No |

Step/Action

Next you will be asked whether you want to upgrade any older version of ICVERIFY for Windows in your
machine with the current version of ICVERIFY for Windows. If you select Yes, the ICVERIFY Upgrade
Wizard will be launched. Select No if you want to install a fresh version of the software.

If there are any open batches in the version that you want to upgrade, then installation setup will give the
following error:
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Figure 9: ICVERIFY for Windows Open Batch prompt

severe X

Setup has detected open batches. To safeguard your payment processing, Setup will not continue unless you settle
all open batches. Setup will now close.

You need to settle the all open batches then you can run the upgrade wizard, icvupg.exe, later after the
installation. This executable resides in the installation folder of ICVERIFY.

On launching the ICVERIFY GUI or the ICVERIFY Multi application after an upgrade/overlay operation, a
message prompt would be displayed asking you to verify the history, customer and the installment data
files on the new installation and then run the PCVXSecureDelete.exe tool. You would be able to perform
transactions only after the earlier installation data is securely deleted by running the
PCVXSecureDelete.exe tool.

Figure 10: The following message prompt would appear on launching the ICVERIFY GUI
after an upgrade/overlay operation.

overtry x|

"-., Your old data files residing in the earlier installakion data folder need ko be securely deleted before you can
! petform transactions, Please run PCYESecureDelete, exe located at the new installation directary, Before vou

run the secure delete tool, PCYRSecurebelete.exe, you will need to review the data files located in the new

installation Falder ko confirm that the data was correctly uparaded From the old version to the new version.

If wou have already run secure delete tool and wou are still getting this message, please contack wour swskenm

administratar,
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Figure 11: The following message prompt would appear on launching the ICVERIFY Multi
application after an upgrade/overlay operation.

icvmitzz x|

""-, According to the ICYERIFY P&-DS5S Implementation guide requirements, after upgrading
! ko a new version of ICYERIFY, the data will be converted to the new Format and puk in
the new installation directory. The old data files residing in the earlier installation

data folder need to be securely deleted, To achiewve this process, a new kool PCYXSecureDelete
will securely delete the old data files From yvour earlier ICYERIFY version. The old data
files musk be securely deleted befare vou will be allowed ko perfarm transactions with the
new ICY version, Before wou run the secure delete kool, PCYESecureDelete, wou will need ko
review the data files located in the new installation Folder to confirm that the data was
correckly upgraded From the old wersion ko the new version., Ak the time wou run the
PCWxSecureDelete kool wou will be asked to enter wour user ID and confirm that you have
reviewed the data files and the data looks correct, I wou have already run secure delete
kool and are still getking this message, please contact your system administratar,

Figure 12: ICVERIFY for Windows 6| CVMLT32 as a serviced prompt

Question x|
9 Your software includes a component called ICYMLT32 that is used to manage requests from substations or other
\-/ integrated software applications .You have the option of installing this component as a Windows service.,

Select Yes if you are installing a master station or using ICYERIFY's file-based integration mode and want to run the
product without a user being logged onto the computer, If vou only plan to use ICYERIFY in single-user mode, select
No,

Do you want to install ICYMLT32 as a service?

Step/Action
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Next you will be asked whether you want to install the icvmlIt32 component as a service. Select No if you
want to use the ICVERIFY in single user mode.

Figure 13: Congratulation Message upon completion of ICVERIFY installation

x

\]}) Congratulations! You have successfully installed ICYERIFY For Windows,

Your First Login

The ICVERIFY for Windowsc omes equi pped with one Abuilt ino adminis
set up your users and profiles after installation. This default account exists for your convenience as the

application administrator and should not be left in its default state. The default account information is as

follows:

A User sysadmie :

A P as sagministratorl$

NOTE: This default administrator account is capable of performing all actions in each respective product,
to help you perform your initial installation and configuration with ease.

You can use the default accounts for your initial login and configuration activities. However, you will be
required to change the password upon your first login.

DO NOT LOSE OR FORGET YOUR NEW PASSWORD! ICVERIFY, Inc. cannot tell you what it is and
you will be unable to operate your software without it.

IMPORTANT NOTE: After an upgrade or an overlay operation, ICVERIFY requires you to run
the Setup file and save it. After this operation, you will be allowed to login into the ICVERIFY
GUI or initialize the ICVERIFY Multi application. While opening up the Setup file for the first time
after an upgrade/overlay, you must not change the data directory as all data resides in that
location. If you change the data directory then ICVERIFY will point to the new data
location and the re-encryption process of the old data will never take place resulting in
the data loss.
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Uninstalling the ICVERIFY for Windows Application

To Uninstall ICVERIFY, you need to go to Start->Programs->ICVERIFY for Windows 4.1.0-> Uninstall

ICVERIFY for Windows 4.1.0

Figure 14: ICVERIFY for Windows Open Batch prompt

x|

Setup has detected open batches. To safeguard your payment processing, Setup will not continue unless you settle

6 all open batches. Setup will now close.

Step/Action

If you have any unsettled transaction in the batch, you will not be able to uninstall the ICVERIFY for
Windows. You have to settle all your transactions before you can uninstall the software from your system.
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Configuring ICVERIFY for Windows

To configure ICVERIFY for Windows, please refer to the ICVERIFY 4.1 Setup Guide.pdf.
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User Manager Installation

The ICVERIFY User Manager is an easy-to-use application that allows you to create and assign user
accounts and usage profiles for both ICVERIFY for Windows product users.

The User Manager can be found on the following installation CD-ROMs:
e The main ICVERIFY for Windows Installation CD

Follow the steps mentioned below to install the User Manager:

When you first start the installer, you will see the screen shown in Figure 1:
Figure 1: User Manager Welcome Screen

ICYERIFY User Manager Installation x|

Welcome to the InstallShield Wizard for
ICYERIFY User Manager

This program will install ICYERIFY User Manager on your
computer. To beain installing ICVERIFY User Manager,
click Next. Otherwise, click Cancel.

Cancel |

Step/Action
From the Welcome screen, click Next.
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Figure 2: User Manager License Agreement Screen

ICYERIFY User Manager Installation x|

License Agreement @
Please read the following license agreement carefully. (f’-\:'/

/
\

Press the PAGE DOWN key to see the rest of the agreement.

=

I
END-USER LICENSE AGREEMENT

This End-User License Agreement [“'License” or "Agreement"'] is a legally binding

aagreement between you (herein referred to as "you" or "'Licensee"] and ICYERIFY, Inc.
[herein referred to as "ICVERIFY"') for the software product you have received either
physically or via Interet download and for which you will be the end user, which includes
computer software and any updates or supplements thereta that you may receive how or

in the future [the "Software"], associated media, and associated documentation in written

or electronic form [collectively, the "Software Product”). If a natural person has purchased :J

Do you accept all the terms of the preceding License Aareement? If you choose Mo, the
InstallShield ‘Wizard will close. To install ICVYERIFY User Manager, you must accept this

agreement.
IrstallShield

< Back Yes No

Step/Action
Read the End-User License Agreement displayed in the screen. If you agree to the terms of use, click

Next to proceed with the installation; otherwise click Cancel.

Figure 3: User Manager Installation Folder Location Screen
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