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1. Introduction 
 

1.1  PURPOSE AND CONTENT:  

The information contained herein is intended to apply to the PA-DSS data security 

regulations and guidelines in effect as of July 1, 2010. However, those regulations and 

guidelines are subject to change at any time, and new standards may come into existence at 

any time. Therefore, FIRST DATA encourages you to work with PA-DSS and your merchant 

bank on a regular basis to ensure your compliance with all applicable data security 

standards. 

1.1.1 Understanding the Importance of the Data Storage Regulations 

The first part of operating under these standards is to understand the importance of data 

security and how it affects you and your customers. The rising incidence of cardholder data 

theft results in financial losses and additional operating expenses and significant 

inconvenience and personal losses to the consumers. The PA-DSS regulations address 

additional security requirements that can result in sizeable fines arising from not adhering to 

the guidelines. Data security is vital for the protection of your customers and it can also have 

a significant effect on your bottom line. 

1.1.2 Our Responsibilities as Your Software Provider 

It is important to understand that the PCI compliance programs governing data security, 

generally referred to as the Payment Card Industry (PCI) standards, is aimed at entities that 

receive, store or transmit payment information. This means they apply, for example, to 

merchants and service providers (like gateways and processing companies), but not to 

software providers like FIRST DATA. A separate program called the PA-DSS applies to 

software providers. 

This is a very important distinction to make because while you can enjoy the confidence and 

security of using a PA-DSS-accredited software application, you still have an obligation as a 

payment acceptor to demonstrate your compliance with the applicable assessment program 

for your business. 

However, FIRST DATA can assist in your compliance effort by confirming that our latest 

software releases meet current standards in that they do not store the following critical card 

data elements subsequent to authorization: 

Å Full track data from a cardôs magnetic stripe 

Å CVV2, CVC2 and CID numbers from the physical card 

Å PIN block data from PIN-based Debit transactions 
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Furthermore, FIRST DATA protects all stored transaction data with strong encryption, which 

is defined as using an industry-standard technology such as 3DES or AES with a cipher of 

128 bits or greater. In the case of FIRST DATAôs product line, 256-bit AES is used to protect 

data such as the following: 

Å Transaction amounts, approval codes and payment card numbers 

Å Customer names and billing/shipping addresses 

Å Other identifying information, such as applicant employment information used in line-of-

credit application processing 

 

1.1.3 The Payment Application Data Security Standard (PA-DSS) Program 

The PA-DSS is a set of guidelines that address the design and implementation of payment 

processing software. The PA-DSS guidelines for software providers are aligned with the joint 

Payment Card Industry (PCI) standards for merchants. This makes it easier for merchants to 

understand the relationship between the software they use and their own compliance 

responsibilities, as more software providers become PA-DSS-validated in the coming months 

and years. 

FIRST DATA is proud to announce that ICVERIFYÊ for WindowsÊ, version 4.0.4 and later 

conform fully to the PA-DSS standards that were publicly available as of the version release 

date. We also perform routine audits of our products with an external security assessor to 

confirm their ongoing conformance to the standards, as they occasionally evolve and change. 

At the conclusion of each product audit, PA-DSS accreditation is issued for the product and 

the version reviewed. 

Part of the PA-DSS program obligates us as a software vendor to produce documentation to 

help you understand how your copy of FIRST DATA software relates to your payment 

processing operations, and your obligations under the various compliance programs.  

1.1.4 7ÈÁÔȭÓ )ÍÐÏÒÔÁÎÔ ÔÏ +ÎÏ× ÁÂÏÕÔ 9ÏÕÒ 0ÁÙÍÅÎÔ 0ÒÏÃÅssing Software 

FIRST DATAôs products can be used in two ways ï either as stand-alone, turnkey payment 

applications, or components of a larger payment acceptance system such as an electronic 

cash register, Web site, or order entry system. Your data security obligations as a merchant 

extend to the payment acceptance system in its entirety. For example: 

Å If you created a custom interface to your FIRST DATA product, you need to assess the data 

security standards of your own software code and computer infrastructure. 

Å If you purchased a FIRST DATA product from a systems integrator, you need to retrieve 

information from the integrator about the entire system, not just from FIRST DATA. 
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Å The security of your computer equipment is just as critical as that of your ICVERIFY 

software product. The most secure product in the world will not be effective if you do not 

secure the equipment on which it runs. 

Itôs important for you to conduct a thorough assessment because you may be required to 

make representations to your merchant bank, as well as the card associations, about your 

entire payment system. FIRST DATA can only furnish information about its own products, not 

your entire system. 

1.1.5  General Notes for All Merchants 

As stated earlier, it is critical for you to bear in mind that your obligation to protect consumer 

data does not end with your FIRST DATA product, even though it is fully PA-DSS-validated. 

You have an ongoing responsibility to your merchant bank, and indeed to your customers, to 

treat their data with care. You must institute at least those practices listed on the following 

pages, regardless of how you use your software. 

IMPORTANT NOTE: FIRST DATA encourages you to develop, and PA-DSS guidelines may 

require that you develop, additional safeguards, so please be sure to periodically verify with 

FIRST DATA, the PCI Council, and your merchant bank that you are complying with all 

applicable data security regulations and guidelines. 

1.1.6  Special Note for Merchants Using Third-Party Integration 

As discussed earlier, many merchants use FIRST DATA products as one part of an 

integrated payment processing system. If you are such a merchant, it is important that you 

secure certain important information from your integration partner. FIRST DATA is continually 

working with our integrator community to ensure they are aware of security and compliance 

trends in the payments industry; however, since you, as a merchant, are under a special 

obligation to represent to your merchant acquiring bank that you are processing transactions 

securely, you should engage your integrator on your own initiative. The information you need 

to determine includes the following items. Ask your integrator for the following information, 

regardless of the type of FIRST DATA product you are using: 

FIRST DATA Product and Version Used: Your integrator should be able to tell you the 

exact FIRST DATA product and version number embedded in your payment system. Ideally, 

it should be a product and version listed on the first page of the Data Storage Statement 

located on your installation CD-ROM. If it is not, please ask the integrator to contact FIRST 

DATA at (800) 538-0651 or by e-mail at sales-icv@icverify.com to discuss upgrading its 

FIRST DATA product integration. 

Software Integration Method Used: Once you have established your integratorôs choice of 

product and version, your integrator needs to confirm that the integration method used is 

currently supported and conforms to the recommendations laid out in this document. If your 

integrator is using an integration method designed for a product that is no longer supported, 

such as ICVERIFYÊ for MS-DOSÊ or PCAuthorizeÊ, the integration will need to be 
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updated. FIRST DATA encourages you to share this document with your integrator and to 

involve us in any discussions as you deem appropriate. 

Assessment of All System Components: Remember, your integrator may have chosen a 

FIRST DATA product as the core payment processing engine for your payment system, but 

the integrator has the same responsibility to demonstrate compliance with data storage rules 

as FIRST DATA does. Ask for any relevant documentation such as the implementation guide 

and the installation guide or procedures detailing how to install, secure and operate all 

relevant parts of your integratorôs payment system. Pay close attention to any components 

that store or manage customer data, including customer databases for loyalty or recurring 

billing, system activity logs, and reporting systems to determine their level of adherence to 

current standards. 

1.1.7  Stay Current with Your Equipment 

Both hardware and software manufacturers occasionally publish updates to their products to 

take advantage of changes in the market, or to protect against emerging threats. You must 

routinely check whether updates are available for any of your other computer equipment, for 

example by reviewing manufacturer Web sites, newsletters, support groups, and so on. 

Updates may take the form of driver downloads, physical components and the like. 

On occasion, a software or hardware manufacturer may withdraw support for a product 

altogether. If this happens, consider what the exposure to your business might be if you 

continue using an unsupported product. 

Itôs also possible that a manufacturer may alert you to a flaw in a product that exposes your 

company to security risks. Take these alerts very seriously. Do not assume that you can 

safely use compromised products just because your business may be small or only known in 

your local area. Hackers intentionally target smaller businesses because they assume they 

are less sophisticated and therefore easier prey, than larger ones. 

1.1.8  !ÐÐÌÉÃÁÂÌÅ ,Á× ÁÎÄ ÔÈÅ Ȱ'ÏÌÄÅÎ 2ÕÌÅȱ 

Although one of your foremost obligations is to demonstrate compliance with the PCI 

standards, you may be subject to local, state or federal regulations governing privacy and 

consumer data protection. Be aware of the applicable laws for your location and line of 

business, as well as the ñgolden ruleò standard of data protection. Donôt just comply with the 

law ï ask yourself how you would want your own information to be treated and perform your 

business accordingly. 

1.1.9  Role of the Payment Application Data Security Standard (PA-DSS) 

The goal of the PA-DSS is to help software vendors and others develop secure payment 

applications that do not store prohibited data, such as full magnetic stripe, CVV2 or PIN data, 

and ensure their payment applications support compliance with the PA-DSS. Payment 

applications that are sold, distributed or licensed to third parties are subject to the PA-DSS 

requirements. The following sections outline the PA-DSS requirements that ICVERIFY and 
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any software that integrates it, need to adhere to. Also it provides guidelines for the 

vendors/integrators as to what requirements need to be handled at their end. 

 

1.2  RECOMMENDATIONS: 

1. Other Software: Evaluate the computer on which your FIRST DATA product is installed. 

If other software applications that potentially represent a security risk are present on 

the system, such as remote-access software, consider removing them or locking 

them down to reduce the risk of malicious use. Limit the file- and directory-sharing 

capabilities of the operating system. Disable or uninstall unused software, devices 

and drivers. 

2. External Review: Depending on the amount of card transactions you process, you may 

be obligated to engage an external security assessment company to judge your level 

of compliance with the various security compliance programs. If you choose to follow 

this path, consider engaging a PCI DSS qualified assessor who is versed in the latest 

requirements from the card associations. Remember, cardholder security is a rapidly 

changing subject and the standards can change. 

3. User Security: Your FIRST DATA software product allows you to ñlock downò access to 

only those users with a legitimate need to use it. Familiarize yourself with the 

capabilities of the ICVERIFY User Manager application so that you can assign usage 

profiles, create users and manage user passwords effectively. Please read the 

ICVERIFY User Manager Guide for important information on how to set up and 

configure user account security for your application. Follow the simple rule of thumb 

that users cannot be granted a particular privilege unless there is a legitimate need 

for them to use it. 

4. Internet Transport Security: As discussed earlier, if you use the Internet to transmit 

payment transactions to your processor network, it is essential that you implement a 

firewall to protect your computer(s) from Internet-based attacks. This is especially 

important if you are running an ICVERIFY product on a computer that has direct 

access to your Internet connection (for example, if you have only one PC and that PC 

has a dial-up, cable or DSL modem attached to it.). 

5. Industry Best Practices: If you are using ICVERIFY with the web based application then 

you must evaluate your payment processing operations in the context of the 

comprehensive security guidelines published by the Open Web Application Security 

Project. You can download and review their documentation for free at 

http://www.owasp.org 

 

 

http://www.owasp.org/


ICVERIFY PA-DSS Implementation Guide    

 

This information is Proprietary and Confidential to First Data Merchant Services Corporation - Reproduction without the 

expressed, written consent of First Data Merchant Services Corporation is prohibited. 

  Page 9 of 38 

 

2. Installation and Configuration 
 
For installation details, please refer to the ICVERIFY Installation Guide.doc. 

2.1 SOFTWARE COMPONENTS: 

Following are the modules that constitute the ICVERIFY software: 

2.1.1 ICVERIFY for Windows: 

 
ICVERIFY for Windows is the primary application of the ICVERIFY software. Following 

are the major modules that can be found upon installing this application: 

1. icsetup.exe 

2. ICVERIFY.exe 

3. icvmlt32.exe 

4. icvole32.exe 

5. icvpad.exe 

6. icvupg.exe 

7. PCVXWinServiceManager.exe 

8. EncryptionManager.dll 

9. icvapi.dll 

10. ICVBINHandler.dll 

11. icvdll32.dll 

12. ICVPRINT.dll 

13. PCVXMLHandler.dll 

14. Replier.dll 

15. Requestor.dll 

16. SecureSocket.dll 

17. SecurityService.dll 

18. ICVTnsServer.exe 



ICVERIFY PA-DSS Implementation Guide    

 

This information is Proprietary and Confidential to First Data Merchant Services Corporation - Reproduction without the 

expressed, written consent of First Data Merchant Services Corporation is prohibited. 

  Page 10 of 38 

 

19. FirstData.Security.PCVXFileMonitor.exe 

 

 

Three main modules are defined below briefly: 

1. Icsetup.exe Ą ICVERIFY Setup application used to configure your merchant account 

comprising of various payment industries with their configuration parameters. 

2. ICVERIFY.exe Ą ICVERIFY application is the main GUI (Graphical User Interface) 
component to capture transaction data and process them. 
 

3. Icvmlt32.exe Ą This functions as Master Station or server when ICVERIFY for Windows 
is configured for use by multiple computers in a networked environment.  

 
4. ICVTnsServer.exe -> The ICVERIFY Transaction Server functions as the Encryption 

server for VAR integrators 
 

5. FirstData.Security.PCVXFileMonitor.exe -> The PCVXFileMonitor utility is a file 
monitoring tool to protect important ICVERIFY installed files and registry entries. 

 
 

2.1.2 ICVERIFY for Windows SDK 

ICVERIFY for Windows SDK is mainly used by the merchants who use their own 

customized or any third party User Interface. This module explains in details the methods 

that can be used to integrate with ICVERIFY.  These integration methods can be: 

 Request-and-Answer Files for Windows applications 

 Direct calls to the DLL using the ICVERIFY API for windows applications 

 Object  linking and embedding (OLE) for Windows applications 

 Microsoft Message Queue for Windows applications 

There are Visual Basic/Visual C++ application samples to show the integrations. For SDK 

integrators, full installation of ICVERIFY and the User Manager is mandatory. 

 

2.1.3 ICVERIFY User Manager 

The User Manager application is used to manage user accounts for different applications. 

Currently the system supports user account management for ICVERIFY User Manager, 

and ICVERIFY for Windows. The main purpose of this system is to control Role-Based 

access of the users of  the ICVERIFY for Windows application through creation of users 
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having specific privileges and having the capability to log out the user from the 

application in case of abnormal termination of the corresponding system. The User 

Manager database does not store the card holder data. It only stores the user id, 

password and profile information. User IDs and passwords are stored in encrypted 

format. 

2.1.4    ICVERIFY Transaction Server 

 

The ICVERIFY Transaction Server functions as the encryption server for ICVERIFY and 

is used to encrypt and decrypt transaction requests sent by VAR integrators. 

Communication between VARS clients and ICVTnsServer occurs through secure TCP 

protocol. This component runs on the Master Station as a windows service and listens for 

incoming requests from VARS at a configurable port. Upon receiving a transaction 

request, it encrypts the client requests using the encryption keys on the master station 

and then sends the encrypted request back to VAR clients. The VAR clients can then 

submit the encrypted request to the ICVERIFY Master station for transaction processing. 

VARS can call the ICVTnsServer to decrypt the response received from the Master 

station. 

ICVERIFY for Windows SDK also offers the ICVTnsClient solution which demonstrates 

how VARS can setup and integrate with the ICVTnsServer from different client machines. 

 

2.1.5 File Monitor Utility 

The PCVXFileMonitor application is a new component that constantly monitors the 

integrity of the ICVERIFY installation files, encryption keys and ICVERIFY key values in 

the system registry. It creates new log entries if a file or registry entry is tampered with. 

All files and subdirectories within the ICVERIFY installation directory including 

executables, DLLs, encryption key files (KEK library and DEK files), version files and 

others will be monitored for any changes such as edit, deletion and rename operations. 

Transaction files, installment files, customer database files and other files residing in 

merchant data directory will be excluded from being monitored as these files get updated 

by the application itself during regular operation. Any changes made to the system 

registry values for all the ICVERIFY registry keys contained under the path ï 

HKEY_LOCAL_MACHINE\SOFTWARE\ICVERIFY, Inc. are also monitored. 
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2.2  DIRECTORY SHARES: 

The ICVERIFY for Windows product can be networked in what is commonly called ñMaster / 

Substation mode,ò where the substations route transactions to the master station to forward on to 

the processing network. This mode uses the built-in request-answer shared-directory method to 

communicate between the stations. In either case, transactions are fully encrypted between 

stations; however, the substations need file-level network access to the master station to perform 

application functions like transaction processing, fetching CHD (Card Holder Data) etc. 

Network Permissions: The master station and substations must all have the appropriate 

permissions to the shared directory so that the request and response transactions may be 

properly cleaned up when the transaction is complete. Ensure that the master station and all 

substation computers have full ñread/write/deleteò permissions to the shared folder. 

Network Security: Ensure the file transmissions between the master station and the substation 

computers are adequately secured, especially if the stations interact over a wide-area network or 

VPN. 

User and Password Protection: You must implement a strong user management model for your 

payment application. Since you are running the ICVERIFY software in a distributed environment, 

it is especially important for you to consider the security of all the computers processing payment 

transactions rather than just one. 

If you use the shared-directory method: 

 It is your responsibility to make sure the shared directory you use to interact with the 

ICVERIFY application is configured with the proper operating system permissions so that the 

.REQ and .ANS files can be properly read and deleted.  Bear in mind that ICVERIFY accepts 

request files only in encrypted format. To encrypt the request files and to decrypt the answer 

files, VARs/merchants need to communicate with ICVTnsServer that comes in the ICVERIFY 

installation. The ICVTnsServer runs on the master station as a windows service and performs 

encryption and decryption of client requests using the encryption keys of the master station. 

ICVERIFY for Windows SDK shows how to start the ICVTnsServer up on a configurable port 

and communicate with ICVTnsServer from client machines using secure TCP protocol. 

ICVERIFY for Windows SDK also offers the ICVTnsClient solution which demonstrates how 

VARS can setup and integrate with the ICVTnsServer from different client machines. 

 If you produce receipts or reports using the SDK and use a ñprint-to-fileò option rather than a 

physical printer, you need to ensure any report files generated are securely deleted after you 

have finished using them. The ICVERIFY application will not delete receipts or reports files of 

any kind. 

 ICVERIFY for Windows versions 4.1.0 and above offer you a new and improved encryption 

mechanism that you must use to process request and answer files in the encrypted mode. 

The new encryption scheme is based on the use of the ICVERIFY Transaction Server 

running on the master machine. 
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 Also, consider updating your integration to use the direct DLL interface (discussed in the 

ICVERIFY SDK Guide) to eliminate any risk of data remaining in the shared directory or in 

unused fragments on your hard drive. Bear in mind that the DLL offers only encrypted-mode 

interfaces. 

 

2.3  INTERNET CONNECTION: 

Merchants using FIRST DATA software products to process payment transactions generated 

over the Internet, or merchants with an Internet line of business, must consider the following: 

Segregate Web and Payment Systems: Donôt install and operate your payment software on the 

same system as your Web server. As stated earlier, if your payment software is installed on a 

computer that has direct access to the Internet, ensure that you have appropriate logical or 

physical firewalls in place to secure the computer. If you have written or purchased custom Web-

facing software that also interacts with your FIRST DATA product, segregate the Web-facing 

component on a separate computer from your payment software. 

Practice Secure Web System Development: Due to the nature of the Internet and the 

technologies used to enable browser-based communication with a Web site, there are specific 

requirements within the PCI DSS standards to which you must adhere as you build your Web 

site. You should consult the Open Web Application Security Project at http://www.owasp.org for 

their recommendations on secure Web application development. 

Other Guidelines: Be sure to consult other sections of this document for important information 

that may apply to you, depending on the integration mode you have used to implement your 

ICVERIFY payment solution. 

2.4 PUBLIC NETWORK: 

PA-DSS Requirement 12.1 ï Secure transmission of cardholder data over public networks 
PA-DSS Requirement 10.1 ï Securely deliver remote payment application updates 

 
ICVERIFY uses 128-bit SSL encryption to transmit cardholder data to processing platforms over 

the internet. This encryption happens automatically by the software and is tested as part of the 

certification of the software by FIRST DATA and its processing partners. In case of dial up 

modem, encryption is not used. 

ICVERIFY always delivers its application update components in CDs/ to different merchants. In 

case of hot fixes, we deliver the components using the secure file transfer website, MessageWay, 

which also has user authentication. 

2.5  WIRELESS TRANSMISSION: 

PA-DSS Requirement 6.1 ï Securely implement wireless technology 
PA-DSS Requirement 6.2 ï Secure transmissions of cardholder data over wireless networks 
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As per PCI DSS requirement 1.2.3, firewalls must exist between any wireless network and 
cardholder data that deny all traffic from ñuntrustedò networks and hosts, except for protocols 
necessary for the cardholder data environment. ICVERIFY is not responsible for this. If wireless 
technology is used by merchants/vendors/integrators with their payment application, then 
wireless settings must be as per the PCI DSS requirement 2.1.1. As per this requirement 
merchant must verify the following regarding vendor default settings for wireless environments 
and ensure that all wireless networks implement strong encryption mechanisms (for example, 
AES): 

1. Encryption keys were changed from default at installation, and are changed anytime 
anyone with knowledge of the keys leaves the company or changes positions  

2. Default SNMP community strings on wireless devices were changed   
3. Default passwords/passphrases on access points were changed 
4. Firmware on wireless devices is updated to support  strong encryption for authentication 

and transmission over wireless networks (for example, WPA/WPA2) 
5. Other security-related wireless vendor defaults, if applicable 

 
Also for wireless implemented into the payment environment by customers or 
resellers/integrators, firewall has to be installed as per PA-DSS requirement 1.3.8. Otherwise the 
merchants/vendors/integrators would not be PCI DSS compliant. To be compliant with this 
requirement you need to implement IP masquerading to prevent internal addresses from being 
translated and revealed to the outside world. You can use Network Address Translation (NAT) in 
conjunction with network masquerading (or IP masquerading) which is a technique that hides an 
entire address space, usually consisting of private network addresses (RFC 1918), behind a 
single IP address in another, often public address space. This mechanism is implemented in a 
routing device that uses stateful translation tables to map the "hidden" addresses into a single 
address and then rewrites the outgoing Internet Protocol (IP) packets on exit so that they appear 
to originate from the router. In the reverse communications path, responses are mapped back to 
the originating IP address using the rules ("state") stored in the translation tables. The translation 
table rules that are established in this fashion are flushed after a short period without new traffic 
refreshing their state. 
 
ICVERIFY does not transmit cardholder data over a wireless network. If you use wireless devices 

of any kind to store or transmit payment transaction data, those devices must be configured to 

encrypt transmissions using technologies consistent with the standards in the PA-DSS guidelines. 

Note that security issues have been found with the WEP Wireless Encryption Protocol. WEP 

cannot be used. According to PA-DSS, for new wireless implementation, it is prohibited to 

implement WEP after March 31, 2009. For current wireless implementations, it is prohibited to 

implement after June 30, 2010.   So, if you are using WEP, you must implement additional 

security measures on top of WEP, such as IPsec or SSL. If wireless technology is used by 

customers or vendors/integrators with their payment application, then they must implement a 

secure encrypted transmission and environment, verify that industry best practices (for example, 

IEEE 802.11i) are used to implement strong encryption for authentication and transmission (PA-

DSS requirement 4.1.1) and wireless settings must be used as per PCI DSS requirements 1.2.3, 

2.1.1 and 4.1.1 as defined in the section above. Perimeter firewalls must exist between any 

wireless network and the cardholder data environment as per PCI DSS Requirement 1.2.3. 

Otherwise the vendors/integrators would not be PCI DSS compliant. 
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2.6  ADMIN LEVEL USER ACCOUNTS: 

Both ICVERIFY and the User Manager have one inbuilt administrator level user account - 

ósysadminô. This account must used to login to the application for the first time and create other 

user accounts. On first time login, the user is required to alter the default password of the 

ósysadminô user account for data security.  

2.7  ROLES & PRIVILEGES: 

Both ICVERIFY and the User Manager have certain pre-defined roles and privileges. 

The User Manager Application has only one role/profile - Administrator. óAdministratorô profile is 

associated with 3 different privileges.  

The ICVERIFY Application has three pre-loaded profiles as Administrator, Supervisor and Clerk. 

These profiles have been assigned role based privileges. 

Detailed explanations of privileges are given in the ICVERIFY User Manager 1.0.7 Users 

Guide.pdf. 

ICVERIFY and the User Manager come with the pre-loaded profiles but the User Manager 

administrator can also be used to prepare custom profiles as per their specific needs. 

Follow the simple rule of thumb that users cannot be granted a particular privilege unless 

there is a legitimate need for them to use it. 

 

3. Encryption 
PA-DSS Requirement 12.1 ï Secure transmission of cardholder data over public networks. 

PA-DSS Requirement 12.2 ï Encrypt cardholder data sent over end-user messaging 

technologies. 

PA-DSS Requirement 13.1 ï Encrypt non-console administrative access. 
 
 

ICVERIFY uses 128-bit SSL encryption to transmit cardholder data to the processing platforms 

over the internet. This encryption happens automatically by the software and is tested as part of 

the certification of the software by FIRST DATA and its processing partners. In case of dial up 

modem, encryption is not used.  

ICVERIFY does not accept card holder data sent over end-user messaging technologies like e-

mails, chat or SMS but for vendors/integrators that use any third party User Interface, if they send 

PANs with end-user messaging technologies then they must use SSH, VPN, or SSL/TLS for 

encryption of any non-console administrative access to payment application or servers in 

cardholder data environment as per PA-DSS requirements. Otherwise the vendors/integrators 

would not be PCI DSS compliant.  
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In addition to this, ICVERIFY uses 256-bit AES encryption to encrypt the CHD (Card Holder Data) 

information in the data directory. Whenever a merchant configures the ICVERIFY setup, he is 

required to specify the location of the data directory. This data directory consists of files that 

contain the transaction details. 

ICVERIFY for Windows versions 4.1.0 and above employs a new encryption mechanism for 

encrypting transaction data files and log files. In the new mechanism, ICVERIFY uses two types 

of encryption keys ï 

 

1. Data Encryption Key 1 (DEK1): The DEK1 is used to encrypt all transaction data files 

containing card holder data (CHD). The DEK1 is encrypted with a KEK (Key to Encrypt Key) 

which is also unique to every installation. ICVERIFY uses a proprietary algorithm to generate the 

KEK from a set of unique random numbers generated during installation. The DEK1 and KEK are 

unique to every installation of ICVERIFY and are re-generated at the time of upgrade, overlay 

process.  You can also use Key Regenerator utility to re-generate the DEK and KEK on demand. 

Key Regenerator utility comes with the ICVERIFY installation package.  

 

2. Data Encryption Key 2 (DEK2): The DEK2 is used by ICVERIFY to encrypt all log files, debug 

files, activity log files and other log files that do not contain any CHD.  

 

During upgrades/overlay processes, ICVERIFY re-generates the KEK and DEK1 to be used for 

CHD encryption. The old KEK and DEK1 files are securely deleted. 

 

Third Party Integration 

The third party integrators (VARS/Resellers) need to encrypt and decrypt the request and answer 

files for transaction processing. To encrypt/decrypt request and answer files, VARS will have to 

use the ICVTnsServer component that runs on the master station. The ICVTnsServer runs as a 

windows service on the master station at a configurable port and communicates with VAR clients 

using secure TCP protocol. The VARS clients will send the transaction request to the 

ICVTnsServer which will then send the encrypted request back to the clients. VARS can then 

submit the encrypted request to the Master station for transaction processing. 

 

 

4. Upgrades 
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4.1  OVERVIEW: 

You must upgrade to the most recent version of software If you are using a FIRST DATA product 

that was not tested to be in compliance with the data storage requirements, such as 

PCAuthorizeÊ, ICVERIFYÊ for MS-DOSÊ, or a version of ICVERIFY for WindowsÊ or 

WebAuthorizeÊ earlier than those listed in the most recent Data Storage Statement. The 

reasons are many, and include the following: 

 Software products older than the versions listed in the Data Storage Statement are not 

supported by FIRST DATA 

 The product may not be in compliance with all applicable security requirements -- upgrading 

to one of the software releases listed at the beginning of this guide will ensure your software 

is in compliance with the standards in effect at the time this guide was produced. 

 Many changes to the credit card processing rules have occurred in the past few years, and 

you may be paying more than you should to process transactions to your bank. 

 Your acquiring bank or processing company may require that you upgrade to a PA-DSS 

certified software application. 

 Versions of software other than those explicitly listed in the Data Storage Statement will not 

be tested for PA-DSS compliance. 

 You will not be able to take advantage of the many new features in the ICVERIFY product 

line with older software. 

For these reasons, FIRST DATA requires upgrading to the latest software. Call ICVERIFY 

Sales at (800) 538-0651 to learn more about our products and what an upgrade might offer 

you. 
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4.2   HISTORICAL DATA: 

 Upgrade Scenario: 

At the time of upgrading the ICVERIFY application, ICVERIFY re-encrypts all data in the data 

directory with the new key. You will to confirm that all history data and customer data are intact 

after upgrade. Once you confirm that then please run PCVXSecureDelete.exe that comes with 

ICVERIFY installation to securely delete the old data directories. If you are using Vista OS or 

Windows Server 2003, please run PCVXSecureDelete.exe as Run as Administrator. Only after 

you complete this process will you be able to process transactions in the new version.  

 

Installing in a separate folder (Side by Side Execution): 

If you are installing the latest version of ICVERIFY in a separate folder or on another PC 

from your existing ICV installation, then above mentioned process of re-encryption of old 

data files does not apply. 

When you decide to un-install the older ICV version then as per PA-DSS standards and for card 

holder data security, old data files must be securely deleted. To securely delete the old data files, 

you can use Microsoft SDelete tool. This tool can be downloaded from Microsoft website, 

http://technet.microsoft.com/en-us/sysinternals/bb897443.aspx. Once you download this tool, 

please follow the steps below: 

1. Unzip the downloaded zip file. 

2. Go to Start->Run. Enter ñcmdò and hit enter. 

3. Enter the command as ñSDelete ïp 3 ïs <old data directory or file name>ò. You can also 

explore other option available in Sdelete tool. Please use command ñsdelete /?ò 

-p 3: this option is for specifying the number of overwrite passes. In the command text 

above, 3 overwrite passes is specified.  If you want to change the number of overwrite 

passes, you can change the value. 

-s: this option is for specifying the old data directories or file name that needs to be 

securely deleted. 

For example, if the old data directory is ñC:\ICVERIFY\ICWin403\Datadirò then to delete 

this data directory and all the files inside it, the following command must be executed: 

SDelete ïp 3 ïs ñC:\ICVERIFY\ICWin403\Datadirò 

Installment files reside in the installation directory of ICVERIFY not in the data directory. 

To securely delete installment files, the following command must be executed:  

SDelete ïp 3 ïs ñC:\ICVERIFY\ICWin403\icverify.insò 

http://technet.microsoft.com/en-us/sysinternals/bb897443.aspx


ICVERIFY PA-DSS Implementation Guide    

 

This information is Proprietary and Confidential to First Data Merchant Services Corporation - Reproduction without the 

expressed, written consent of First Data Merchant Services Corporation is prohibited. 

  Page 19 of 38 

 

If you are copying any files that contain card holder data like debug and log files to 

someplace else in your computer or any other location, always remember that you 

must securely delete the files using SDelete tool. 

  

4.3  RE-ENCRYPTING HISTORICAL DATA: 

PA-DSS Requirement 2.7 ï Delete cryptographic key material or cryptograms stored by 

previous payment application versions 

At the time of upgrading the ICVERIFY application, ICVERIFY re-encrypts all data with the new 

key. The old DEK (DEK1) is then used to decrypt the historical data and then the new DEK is 

used to re-encrypt it. After all the history data is successfully encrypted using the new DEK, the 

old key DEK is securely deleted.  

Your ICVERIFY software product allows you to regenerate data encryption keys on demand. PA-

DSS requires that that you must regenerate your encryption keys at least once a year, whether or 

not you have suffered a security issue. 

4.4  CARD HOLDER DATA LOCATIONS: 

 At the time of merchant configuration using the icsetup application, user is required to specify the 

location of the data directory where the transaction details and CHD (Card Holder Data) will 

reside. The data directory contains different files that are kept encrypted using 256-bit AES 

encryption. At the time of upgrade, these files are securely deleted using the óSecure Delete toolô. 

Please refer to APPENDIX for further reference. 

PA-DSS Requirement 1.1.4 ï Delete sensitive authentication data stored by previous payment 

application versions 

ICVERIFY does not store any sensitive data such as magnetic stripe data, card verification data 

(CVV) or Debit card pin data from the previous versions in any form. This data is only stored in 

the memory until an authorization is obtained. After that, this data is removed from the memory. 

For merchants who use any third party User Interface, it is the sole responsibility of the 

vendors/integrators to delete sensitive authentication data from previous versions of their 

application. Otherwise they would not be PCI DSS compliant. 
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5. Users and Passwords 
 
PA-DSS Requirement 3.1 ï Use unique user IDs and secure authentication for administrative 

access and access to cardholder data. 

PA-DSS Requirement 3.2 ï Use unique user IDs and secure authentication to access PCs, 

servers and databases with payment applications 
 

ICVERIFY has a secure login system that provides role-based access to different users and 

enables them to login into the application based on a unique User ID and a complex password. 

No two users can have same User ID or password. As an added security measure, use the 

password-expiration feature in the User Manager to force users to change their passwords 

routinely ï for example every 30 or 90 days. The óNeverô option, which is available in the drop-

down list, cannot be used in order to be PCI compliant. 

There are two default administrative user accounts that come built-in in ICVERIFY. One user 

account is used for accessing the ICVERIFY Setup and the GUI application. Another user 

account is used for accessing the ICVERIFY User Manager application. The default user account 

for the User Manager is provided so that you can create unique user accounts for each and every 

user with defined privileges as per their roles. Similarly default user account for the ICVERIFY 

application is provided for early testing of the application. Once you begin processing transactions 

with live account numbers then you must not use the default user accounts unless there is a 

legitimate business need as each user would have their own unique user account. 

There is a provision in ICVERIFY for setting the lockout attempts ranging from ó3ô to óNeverô. In 

order to be PCI DSS compliant ó10ô and óNeverô options must never be used. All other values are 

valid. The Never option only comes for the User Manager and ICVERIFY Administrator account 

that comes built-in with ICVERIFY installation. If the user enters the wrong password for more 

than the lockout attempts set in his/her profile the ICVERIFY User Manager locks down his/her 

user ID. Only the Administrator of the User Manager can unlock that user ID. 

If there is no activity by the user in the ICVERIFY GUI for 15 minutes, the user is logged out 

automatically. To log back in to the same session, only the user who was originally logged in or 

the Administrator is allowed to login again. 

Since complex passwords are a PA-DSS requirement, you will find the ICVERIFY User Manager 

enforces them, and you will not be able to set up or access a user account without one. A 

complex password must contain a minimum of 8 characters and need to consist of letters, 

numbers and special characters. The PA-DSS standards require you to use them to access the 

ICVERIFY software products; you must also enforce them for other password-protected facilities 

within your environment, such as network access, Internet router access, mainframe logins, etc. 

For access controlled by ICVERIFY, for access to servers with cardholder data, and for access by 

employees with administrative capabilities, you are advised to assign secure authentication for 

payment applications and systems whenever possible. 

The following are examples of complex passwords: 
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red4bal!oon5 

rome0&julie8 

@uth3nt1cate 

ICVERIFY performs hashing using SHA 512 algorithm on user passwords before storing them in 

the database. If ICVERIFY is being used in integrated mode then it would be the responsibility of 

the vendors/integrators to use unique user IDs and secure authentication for getting access to 

their applications because ICVERIFY is only working as a backend component. 

PA-DSS guidelines require you to lock down the PC on which the product resides when not in 

use. Use the built-in strong security features of the Microsoft® Windows® operating system to 

require your users to log in the computer and also using a complex password. Again consider 

forcing users to change their passwords on a routine schedule. If ICVERIFY is integrated with 

Third Party Software then It would be the responsibility of the vendors/integrators to use unique 

user IDs and secure authentication to access PCs, servers and databases with payment 

applications otherwise they would not be PCI DSS compliant. And also merchants who are using 

ICVERIFY are responsible to secure their computer. 

Generic and shared user accounts and passwords to access payment application and systems 

cannot be used. You must create user accounts for each and every user with defined privileges 

as per the userôs role. User accounts and passwords cannot be shared between users. 

ICVERIFY by default uses Local System account for all ICVERIFY windows services (ICVMLT32, 

JCard Service, ICVTnsServer and PCVXFileMonitor) that are installed with ICVERIFY. You must 

create a user and have all ICVERIFY windows services run under that account. You must provide 

admin access to that user account. 
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6. Card Holder Data 
 

6.1   VIEWING: 

 ICVERIFY supports viewing of full CHD (Card Holder Data) in two scenarios: 

1. There is one special privilege óView Full Data in GUIô in ICVERIFY that will allow the user to 

view full card number and expiry date in the GUI screen. This privilege is by default not 

assigned to any profile. If there is any special business requirement that requires full viewing 

of CHD, then this privilege can be assigned to a particular profile. 

2. There is one flag in the setup that can be turned on to view the full card number in the 

merchant receipt. The account number always comes masked in the customer copy. 

6.2   STORAGE: 

PA-DSS Requirement 2.1 ï Purge cardholder data after customer-defined retention period 
PA-DSS Requirement 9.1 ï Store cardholder data only on servers not connected to the Internet 
 

ICVERIFY implements a scheduled purging feature that purges all card holder transaction data 

after the customer-defined retention period. The retention period can be defined by the customer 

during merchant configuration. By default, ICVERIFY keeps 9 years of history date. The default 

retention period of log, debug files and audit trails is 5 days.  For merchants who use any third 

party User Interface, it would be the responsibility of the vendors/integrators to purge cardholder 

data after customer-defined retention period from all locations where third party application stores 

the data. Otherwise they would not be PCI DSS compliant.  

Furthermore, if you are taking the backup of history transactions, customer information in the 

forms of reports, receipts or copying history files to some other location then it will be solely your 

responsibility to securely delete those backups after the time period that suits best to your 

business needs. To securely delete the backups taken in any form is out of the scope of the 

ICVERIFY application. It is not recommended to keep the backup of card holder data for an 

indefinite time period. 

The location of storage of backups needs to be much secured so that only authorized users can 

access the data. For example it needs to be behind a firewall, not on DMZ etc. If you are backing 

up to other device, like a thumb drive, that should be stored in a secure place. Please remember 

that storing card holder data in un-encrypted format makes you non PCI compliant. 

The User Manager database does not store the card holder data. It only stores the user id, 

password and profile information. User passwords are hashed using SHA 512 algorithm and then 

stored in the database. 
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PA-DSS requires that the software cannot be installed on a computer that acts as Web Server or 

has a direct link to the Internet unless that link is secured. ICVERIFY recommends that the 

Internet hardware (cable modem, DSL router, etc.) that are used must have built-in firewall 

capabilities. Take advantage of the built-in Windows Firewall application and restrict access to the 

computer on which your ICVERIFY product is running to only the protocols and routes needed for 

the software to function: 

 If youôre running an ICVERIFY product on a single computer connected to an Internet 

connection of some type, allow only the protocol required by your processor (typically HTTP 

or TCP) and only to the IP address or URL supplied by that processor. Disallow all other 

protocols through the firewall for maximum protection. 

 If youôre running an ICVERIFY product on multiple computers tied together in a logical 

network, make sure that any other protocols required by your server or master station (for 

example Named Pipes) are only allowed from the specific computers running the software. 

Always practice good firewall management. If you need to open your firewall to allow a particular 

type of protocol or connection for your software to function, donôt allow that connection to the 

entire world. Try to restrict access only to those machines or devices you know and trust. Donôt 

surf the Internet with the computer you use to process payments! For merchants who use any 

third party User Interface, it would be the responsibility of the merchants/integrators to make sure 

that they do not store such data on unsecured servers. Otherwise the 

merchants/vendors/integrators would not be PCI DSS compliant. 

Vendors/Integrators of ICVERIFY must never use live account numbers for testing. This includes 

testing of not just ICVERIFY, but also the payment application that integrates with ICVERIFY. 

Furthermore, vendors/integrators must remove all test data such as user IDs, password and 

merchant accounts from their payment application before production system becomes active. 

In all ICVERIFY documents, only dummy account numbers are used. 

 

7. Application Logging 
PA-DSS Requirement 4.2 ï Implement automated audit trails 

 

ICVERIFY implements audit trails feature which logs the transaction activity and user activity in a 
flat file. These logs do not contain any sensitive data. For merchants who use any third party User 
Interface, it would be the sole responsibility of the integrators to maintain automated audit trails. 
Disabling the logs would result in non-compliance with PA-DSS. This audit trail must capture all 
the events that in which the user access the card holder data, login and logout time and all other 
major tasks. 
 
Audit trails are supported for ICVERIFY GUI, ICVERIFY Setup and ICVERIFY User Manager 
Applications. All major user activities including attempts for invalid logins and login profiles for 
logged in users are entered in activity log files. The activity log files do not contain any sensitive 
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information and CHD and are encrypted using a static encryption key (DEK2). All activity logs are 
purged after a configurable period in days. 
 

8. Technical Support 

8.1  PROCESS USED BY THE GLOBAL TECH DESK TO RETRIEVE FILES FROM MERCHANTS 

1. Merchant calls the desk for assistance with troubleshooting an issue.  
 
2. During the troubleshooting process, tech desk agent determines or is directed to upload 

merchant files that are related to troubleshooting the issue. 
 
3. Data is only collected based on specific troubleshooting needs. Sensitive CHD is collected 

only if there is special need. If issue can be resolved without the CHD information then this 
information never gets collected from the merchantôs location.                                               
This information is always kept in an encrypted format. 

 
4. Merchant accesses our secure file transfer website, MessageWay, and files are uploaded to 

that server. 
 
5. Files are stored on MessageWay and available to be securely downloaded by our Level 2 or 

Development teams.  MessageWay has user authentication. 
 

6. The Tech desk creates an IR (Incident Report) in Service Desk to document that a merchant 
file is uploaded and assigns the IR to Development. 

 
7. Downloaded files are stored on a secure network shared drive within the 1DC domain.  

Developers download files to their workstation and delete them after the issue is found.  The 
Development group updates the IR after retrieving the file and after fixing the issue the IR is 
assigned back to the Tech Desk. 

 
8. Tech Desk closes the IR and deletes all the files securely that were collected to troubleshoot 

the issue. This is PA-DSS requirement 1.1.5.  
 

As per PA-DSS standards and for card holder data security, after troubleshooting all data 

files must be securely deleted. To securely delete the old data files, you can use 

Microsoft SDelete tool. This tool can be downloaded from Microsoft website, 

http://technet.microsoft.com/en-us/sysinternals/bb897443.aspx. Once you download this 

tool, please follow the steps below: 

1 Unzip the downloaded zip file. 

2 Go to Start->Run. Enter ñcmdò and hit enter. 

3. Enter the command as ñSDelete ïp 3 ïs <old data directory or file name>ò. You can 

also explore other option available in Sdelete tool. Please use command ñsdelete /?ò 

http://technet.microsoft.com/en-us/sysinternals/bb897443.aspx
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-p 3: this option is for specifying the number of overwrite passes. In the command 

text above, 3 overwrite passes is specified.  If you want to change the number of 

overwrite passes, you can change the value. 

-s: this option is for specifying the old data directories or file name that needs to be 

securely deleted. 

For example, if the old data directory is ñC:\ICVERIFY\ICWin403\Datadirò then to 

delete this data directory and all the files inside it, the following command must be 

executed: 

SDelete ïp 3 ïs ñC:\ICVERIFY\ICWin403\Datadirò 

Installment files reside in the installation directory of ICVERIFY not in the data 

directory. To securely delete installment files, the following command must be 

executed:  

SDelete ïp 3 ïs ñC:\ICVERIFY\ICWin403\icverify.insò 

 
 
2. All files with customer sensitive information are encrypted while being stored on 

MessageWay and/or our 1DC domain.  
 

3. MessageWay includes automatic file purging after 7 business days. 
 

4. If an application file (exe, dll, rpt) needs to go back to the merchant then the Development 
group will upload those files in a secure server.  

 
5.  The Tech Desk would download the updated application files from the server and upload 

those into MessageWay.  They would then inform the merchant to come and download the 
updated application files from MessageWay. 

 
6. All executable and Dlls are digitally signed with First Data certificate. Merchant should verify 

the integrity of the patch/ hot fix by the digital signature. 
 
Note: If you are copying any troubleshooting files like debug and log files to someplace 
else in your computer or any other location then you must securely delete those files 
(please refer point 8 above for detailed steps to use SDelete tool). If you are uploading files 
from ICVERIFY installation folder then ICVERIFY will automatically delete the files as per 
the retention period configured in your merchant setfile.
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Special Notes on Remote Connection protocol for troubleshooting on some special 
scenarios that may require remote connection using secure Log Me In utility: 
 

 

If you call the ICVERIFY Helpdesk for some troubleshooting that requires remote connection 

assistance then the ICVERIFY analyst will ask for your permission to access your PC using the 

Log Me In utility.  

The Log Me In utility used by the ICVERIFY analyst is a complete web-based tool and only 

requires the merchant to run Active X Control.  

Once you confirm remote access to your system, the ICVERIFY analyst will login into Log Me 

In with their user account and password. After successful login, he/she will create a pin code 

that will be given to you to start the remote session. The ICVERIFY analyst will then ask you to 

go to www.logmein123.com and provide you with the unique PIN number generated off the LMI 

Tech Screen.  After entering the pin code, you can click ñyesò to allow control to your PC. If you 

are using Log Me In for the first time then you may be prompted to install the applet.  

At the end of your session, you should close the session and the ICVERIFY Helpdesk analyst 

will also inform you that he/she is disconnecting from your computer. 

The ICVERIFY agents are required to enter either a Merchant Number or Serial Number to 

retrieve the pin code. 

 

The FDC Technical support administrator can only make changes, and they have to have prior 

approval from Corporate InfoSec before any changes can be made.  Also the Log Me In tool 

can only be used from the internal FDC IP address ranges, so the agents cannot login and use 

this LogMeIn account from any PC outside of First Data Hagerstown. 

The password policy in place for user accounts used by ICVERIFY analysts for the Log Me In 

utility matches that of Corporate InfoSec Policy. This policy also enforces the users to reset 

their passwords every 60 days. 

Moreover, all sessions used by the ICVERIFY analysts are logged and the FDC Technical 

support administrator can pull up the logs for any session activated by a user account for 

review. 

 

http://www.logmein123.com/


ICVERIFY PA-DSS Implementation Guide    

 

This information is Proprietary and Confidential to First Data Merchant Services Corporation - Reproduction without the 

expressed, written consent of First Data Merchant Services Corporation is prohibited. 

  Page 27 of 38 

 

Below are the security settings for using the LogMeIn utility: 

 ICVERIFY Helpdesk agentsô access to LogMeIn is controlled by IP assignments to prevent 
use of system from outside of the First Data. 

 ICVERIFY Helpdesk agents change their default password setting upon login for the first 
time. 

 ICVERIFY Helpdesk agents are required to change their password every 60 days and 
must use extensive algorithm, and cannot repeat these values. 

 Account gets locked out after five tries of failed login attempts. 

 Each session of LogMeIn is secured (HTTPS protocol). 

 Each session is recorded and can be reviewed at any time by FDC managers. All 
sessions are recorded using the merchant number/ Software Serial Number. 

 All ICVERIFY Helpdesk agents are required to ask permission of remote access, 
merchant must say it is ok before they can proceed. 

 Quarterly audits are reviewed by management and Corporate Security to ensure 
compliance policies are being followed. 

 The ICVERIFY Helpdesk agents have the ability to perform the following functions when 
needed, during a remote session:   

Á Reboot 
Á Online chat  
Á Manage computer settings 
Á Send files 
Á View system information (they do not have access to make any changes) 
Á Transfer sessions to another agent providing situation needs additional 

assistance 
Á Allow screen sharing (For Training Purposes) 
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The following paragraphs discuss the details the PCI DSS requirements (8.1, 8.2, 8.3 and 8.5.8-
8.5.15) and their implementation in First Data and the guidelines for all the 
Integrators/customers/resellers to be compliant of them. 
 
PCI DSS requirement 8.1: Assign all users a unique ID before allowing them to access 
system components or cardholder data 

 The FDC technical helpdesk agent will be assigned a unique ID to access the LogMeIn 
tool to connect the remote ICV computer. 

 All Integrators/customers/resellers that plan to remote connect to the ICV computer must 
have a unique ID. 

 
 
PCI DSS Requirement 8.2: In addition to assigning a unique ID, employ at least one of 
following methods to authenticate all users: 

 Password or passphrase 

 Two-factor authentication (for example, token device, smart cards, 
biometrics, or public keys) 

 

 All ICVERIFY Helpdesk agents are required to use their unique user ID and a complex 
password to login into the LogMeIn tool. 

 All ICVERIFY Helpdesk agents are required to change their password every 60 days and 
must use extensive algorithm, and cannot repeat these values. 

 All Integrators/customers/resellers that plan to remote connect to the ICV computer must 
have a strong password and/or two factor authentication. 
 
 

PCI DSS Requirement 8.3: Incorporate two-factor authentication for remote access 
(network-level access originating from outside the network) to the network by employee, 
administrator, and third parties. Use technologies such as remote authentication and dial-
in service (RADIUS); terminal access controller access control system (TACACS) with 
tokens; or VPN (based on SSL/TLS or IPSEC) with individual certificates. 
 

 

 The ICVERIFY Helpdesk agents must use their unique ID and complex password to login 
into the LogMeIn tool.  

 ICVERIFY Helpdesk agentsô access to LogMeIn is controlled by IP assignments to prevent 
use of system from outside of the First Data. 

 All ICVERIFY Helpdesk agents are required to ask permission of remote access, 
merchant must say it is OK before they can proceed.  

 All Integrators/customers/resellers that plan to remote connect to the ICV computer must 
incorporate two-factor authentication. 

 
The following PCI DSS requirement should be met for password: 
 

 PCI DSS Requirement 8.5.8: Do not use group, shared or generic accounts and 
passwords.  

 PCI DSS Requirement 8.5.9: Change user passwords at least every 90 days. 

 PCI DSS Requirement 8.5.10: Require a minimum password length of at least seven 
characters. 

 PCI DSS Requirement 8.5.11: Use passwords containing both numeric and alphabetic 
characters.  
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 PCI DSS Requirement 8.5.12: Do not allow an individual to submit a new password that 
is the same as any of the last four passwords he or she has used. 

 

First Data adheres with all the requirements mentioned above. All the 

Integrators/customers/resellers that plan to remote connect to the ICV computer must follow 

the above requirements.  

 

PCI DSS Requirement 8.5.13: Limit repeated access attempts by locking out the user ID 

after not more than six attempts. 

 In First Data, Account gets locked out after five tries of failed login attempts. 

 All Integrators/customers/resellers that plan to remote connect to the ICV computer must 
follow the above requirement. 

 
 
PCI DSS Requirement 8.5.14: Set the lockout duration to a minimum of 30 minutes or until 

administrator enables the user ID. 

 If the ICVERIFY Helpdesk agentôs account gets locked out then he/she has to call 
administrator to unlock the account. 

  All Integrators/customers/resellers that plan to remote connect to the ICV computer must 
follow the above requirement. 

 

PCI DSS Requirement 8.5.15: If a session has been idle for more than 15 minutes, require 

the user to re-enter the password to reactivate the terminal. 

 The ICVERIFY Helpdesk agent must exit out the session if he/she is not working on it 
and log back in again to re-start the session. 

 All Integrators/customers/resellers that plan to remote connect to the ICV computer must 
follow the above requirement.  
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APPENDIX 

   REFERENCES 

Data and site security can be a complex effort. We hope this guide has been of value to you in 

your ongoing evaluation of your business and technical operations and the role of your FIRST 

DATA product within them. Please remember, however, that ultimately it is your sole 

responsibility to conform to the applicable security regulations, guidelines and standards for 

your type of business and processing volume. This implementation guide must be strictly 

followed to be compliant with PA-DSS.  

Some additional resources that may be applicable to you, depending on the type of merchant 

business you operate, are the following: 

 The Open Web Application Security Project (OWASP): The free guides available at the 

OWASP site, http://www.owasp.org, are invaluable industry-standard resources, full of 

recommendations regarding installing and operating secure server-based applications. 

 Privacy Rights Clearinghouse: A number of state laws regarding consumer privacy rights for 

credit card and check transactions can be found at 

http://www.privacyrights.org/fs/fs15plus.htm. 

SECURE DELETE TOOLS 

At the time of upgrading the ICVERIFY application, ICVERIFY re-encrypts all data in the data 

directory with the new key. You will need to confirm that all history data and customer data are 

intact after upgrade. Once you confirm that then please run PCVXSecureDelete.exe that comes 

with ICVERIFY installation to securely delete the old data directories. If you are using Vista OS or 

Windows Server 2003, please run PCVXSecureDelete.exe as Run as Administrator. Only after 

you complete this process will you be able to process transactions in the new version.  

Process of secure deletion in ICVERIFY for old data files after upgrade: 

After successful upgrade, when you launch the ICVERIFY GUI or ICVML32, one message box 

comes saying to check all history data whether it is intact or not after re-encryption by ICVERIFY. 

Once you confirm that the history data is intact then run the secure delete tool, 

PCVXSecureDelete.exe that comes in ICVERIFY installation. This tool securely deletes the old 

data files. You will not be having privilege to process any transactions if you do not run the secure 

delete tool.  

General Note for all SDK users ï ñSecure Deletionò: 

Review your integration to determine whether you are practicing ñsecure deletionò of data. Secure 

deletion means that before discarding potentially sensitive data, you are rendering it unreadable 

or unusable. For example, if you use the ICVERIFY SDK to produce receipt or report files, or if 
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your own application code creates transaction requests containing cardholder data, you must 

securely delete this information as soon as you are finished using it. Consider the following: 

 Any transaction data stored on physical media needs to be overwritten with meaningless 

characters, for example Xôs or random characters, before being deleted. This will ensure that 

the physical media will not contain ñghostò data that could be recovered and abused by a 

hacker. 

 Application variables used to store sensitive data in application memory need to be set to 

NULL or otherwise proactively deleted before being discarded. Donôt just wait for garbage-

collection routines to handle the variables when they go out of scope. 

 

   QUICK REFERENCE TABLE FOR COMPLIANT SETTINGS 

The table below provides a quick view of the compliance settings and some of the scenarios and 

configuration values that must be avoid. For the details for each requirement please go to each 

detail section of this guide. In order to be fully compliant you will need to follow each and every 

section of this guide. 

# 
PA-DSS 

Requirement 
PCI Requirement Configuration Options 

Unacceptable 

Values/ 

scenarios 

1 

1.1.4: Delete 

sensitive 

authentication 

data stored by 

previous 

payment 

application 

versions. 

3.2.1: Historical data must be 

removed (magnetic stripe data, 

card validation codes, PINs, or 

PIN blocks stored by previous 

versions of the payment 

application) 

ICVERIFY does not store 

any sensitive from the 

previous versions in any 

form. 

After upgrade always run 

secure delete tool to 

securely delete data files of 

older version. 

 

In case of VARs/ reseller 

who use third party UI, 

ICVERIFY does not hold 

any responsibility to delete 

sensitive data stored at 

their end. It is sole 

responsibility of 

VARs/reseller to securely 

delete any sensitive data 

VAR/ Third 

Party GUI is 

storing 

sensitive data. 

 

Not running 

secure delete 

tool after 

upgrade. 
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stored by previous 

versions. 

2 

1.1.5: Delete any 

sensitive 

authentication 

data (pre-

authorization) 

gathered as a 

result of 

troubleshooting 

the payment 

application. 

 Sensitive authentication 
data (pre-authorization) 
must only be collected 
when needed to solve a 
specific problem. 

 Such data must be 
stored only in specific, 
known locations with 
limited access. 

 Only collect a limited 
amount of such data as 
needed to solve a 
specific problem. 

 Sensitive authentication 
data must be encrypted 
while stored. 

 Such data must be 
securely deleted 
immediately after use. 

Sensitive data is not 

collected, unless it is must. 

In any case if data is 

collected it should be 

always encrypted form. 

 

 

If you are copying file in 

some other location before 

uploading it to ICVERIFY 

Helpdesk then always 

remember to delete the 

data files. 

Decrypted 

sensitive data. 

 

Copying data 

files in other 

location and 

not securely 

deleting them. 
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3 

2.1: Purge 

cardholder data 

after customer-

defined retention 

period. 

 

 Cardholder data must 
be purged after it 
exceeds the customer-
defined retention period  

 All locations where 
payment application 
stores cardholder data 
must be purged. 

Use field, ñYears of 

History:ò in merchant 

configuration setup to set 

the duration after which the 

history files are to be 

purged.  

 

The default value is 9 years 

but it is recommended to 

keep the value as per your 

business needs. 

 

ICVERIFY recommends 

using encryption while 

importing and exporting the 

transaction data. Un-

encrypted format should be 

used if there is legitimate 

business need. 

VAR/ Third 

Party GUI is 

storing card 

holder data 

and not 

purging it. 

 

 

Using un-

encrypted 

format in 

importing and 

exporting 

transaction 

without the 

legitimate 

business 

needs. 

Not deleting 

the backup 

containing 

card holder 

data after that 

definite time 

period that 

suits best to 

your business 

needs. 

4 

3.1: Use unique 

user IDs and 

secure 

authentication for 

administrative 

access and 

access to 

cardholder data. 

 

8.1:  Identify all users with a 

unique user name before 

allowing them to access system 

components or cardholder data. 

ICVERIFY has a secure 

login system that provides 

role-based access to 

different users and enables 

them to login into the 

application based on a 

unique User ID and a 

complex password. 

Not secure 

authentication 

for 

administrative 

access like 

viewing Card 

Holder Data. 
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5 

3.1: Use unique 

user IDs and 

secure 

authentication for 

administrative 

access and 

access to 

cardholder data. 

 

8.5.8: Do not use group, shared, 

or generic accounts and 

passwords. 

 

ICVERIFY has a secure 

login system that provides 

role-based access to 

different users and enables 

them to login into the 

application based on a 

unique User ID and a 

complex password. 

Groups and 

generic 

accounts are 

not allowed.  

 

Users are 

given privilege 

irrespective of 

their business 

needs. 

6 

3.1: Use unique 

user IDs and 

secure 

authentication for 

administrative 

access and 

access to 

cardholder data. 

 

8.5.9: Change user passwords 

at least every 90 days. 

 

ñPassword Expires After:ò 

Use this combo box to 

select when a given user 

will be prompted to change 

his or her password. Your 

options are 30 days, 60 

days, 90 days, or Never. 

ñNeverò option 

is being used. 

7 

3.1: Use unique 

user IDs and 

secure 

authentication for 

administrative 

access and 

access to 

cardholder data. 

 

8.5.10: Require a minimum 

password length of at least eight 

characters. 

8.5.11: Use passwords 

containing both numeric and 

alphabetic characters. 

 

ICVERIFY and the User 

Manager enforce complex 

password.  A complex 

password should contain a 

minimum of 8 characters 

and should consist of 

letters, numbers and 

special characters in it. 

 

VARs/ reseller should 

maintain the password 

criteria as per PA-DSS 

standards for Third Party 

GUI. 

VAR/ Third 

Party GUIs are 

not 

maintaining 

the complex 

password. 
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8 

3.1: Use unique 

user IDs and 

secure 

authentication for 

administrative 

access 

and access to 

cardholder data. 

 

8.5.12: Do not allow an 

individual to submit a new 

password that is the same as 

any of the last four passwords 

he or she has used. 

 

ICVERIFY does not allow 

user to submit a new 

password that is the same 

as any of the last four 

passwords he or she has 

used. 

 

 

VAR/ Third 

Party GUI is 

allowing users 

to submit a 

new password 

that is the 

same as any 

of the last four 

passwords 

they used. 

 

9 

3.1: Use unique 

user IDs and 

secure 

authentication for 

administrative 

access 

and access to 

cardholder data. 

 

8.5.13: Limit repeated access 

attempts by locking out the user 

ID after not more than six 

attempts. 

 

Attempts Allowed Before 

Lockout: The options for 

this field are 3, 5, 10 and 

Never. 

10 and Never. 

10 

3.1: Use unique 

user IDs and 

secure 

authentication for 

administrative 

access 

and access to 

cardholder data. 

8.5.14: Set the lockout duration 

to thirty minutes or until 

administrator enables the user 

ID.  

In case if the user enters 

the wrong password for 

more than the attempts 

allowed before lock-out, 

then he/she cannot access 

ICVERIFY or the User 

Manager. 

Only the User Manager 

administrator can unlock 

the user account. 

ñNeverò option 

cannot be 

used. This 

option should 

only be used 

for the User 

Manager 

administrator 

ñsysadminò 

user ID. 

11 

3.1: Use unique 

user IDs and 

secure 

authentication for 

administrative 

access 

and access to 

8.5.15: If a session has been 

idle for more than 15 minutes, 

require the user to re-enter the 

password to re-activate the 

terminal. 

 

ICVERIFY makes it 

mandatory for the user to 

re-login once the GUI is idle 

for 15 minutes 

continuously.  

VAR/ Third 

Party GUI not 

having the 

automatically 

logged out 

option if GUI is 

idle for more 
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cardholder data. than 15 mins. 

12 

4.2: Implement 

automated audit 

trails. 

10.2: Set PCI DSS-compliant log 

settings, Logs must be enabled, 

and disabling the logs will result 

in non-compliance with PCI 

DSS. 

ICVERIFY implements 
audit trail feature for both 
ICVERIFY and User 
Manager which logs the 
transaction activity and user 
activity in a flat file. These 
logs do not contain any 
sensitive data and are 
encrypted using a static key 
(DEK 2). 
 
The ICVERIFY and User 
Manager log cannot be 
disabled. 
 

Disabling the 

logs generated 

by the VAR/ 

Third Party 

GUI. 

13 

6.1: Securely 

implement 

wireless 

technology. 

1.2.3: Firewalls must exist 

between any wireless network 

and cardholder data that deny 

all traffic from ñuntrustedò 

networks and hosts, except for 

protocols necessary for the 

cardholder data environment. 

ICVERIFY is not responsible for 

this 

ICVERIFY does not use 

wireless technology. 

 

VARs/reseller should 

implement wireless security 

as per PA-DSS standards if 

wireless is being used. 

For example 

using WEP 

without any 

security. 

 

 

14 

6.1: Securely 

implement 

wireless 

technology. 

1.3.8: If wireless is used within 

payment environment, install a 

firewall 

If wireless technology is 

used by merchants 

/vendors/integrators with 

their payment application, 

firewall must be installed. 

 Firewall is 

mandatory. 

15 

6.2: Secure 

transmissions 

of cardholder 

data over 

wireless 

networks. 

4.1.1: If payment application is 

implemented into a wireless 

environment, use PCI DSS-

compliant wireless settings. 

 

 

ICVERIFY does not 

transmit cardholder data 

over wireless network. 

Wireless 

Encryption 

Protocol is 

allowed. 

 

Not changing 

the default 

settings of 

wireless router 

and other 

wireless 
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equipments. 

16 

9.1: Store 

cardholder data 

only on servers 

not 

connected to the 

Internet. 

1.3.4: Do not store cardholder 

data on Internet-accessible 

systems (for example, web 

server and database server 

must not be on same server). 

ICVERIFY does not 

recommend its users for 

installing and using the 

application on a computer 

that acts as Web Server or 

has a direct link to the 

Internet unless that link is 

secured 

Installing 

ICVERIFY on 

internet facing 

Web Server. 

17 

11.2: Implement 

two-factor 

authentication for 

remote access to 

payment 

application. 

8.3: Use two-factor 

authentication (user ID and 

password and an additional 

authentication item such as a 

token) if the payment application 

may be accessed remotely. 

ICVERIFY Helpdesk uses 

LogMeIn application which 

maintains the two-factor 

authentication. 

 

If VARs/ resellers are using 

remote connection for 

accessing their GUI then 

two-factor authentication 

should be there. 

VAR/Third 

Party GUI not 

using two-

factor 

authentication 

for remote 

access. 

18 

12.2: Encrypt 

cardholder 

data sent over 

end user 

messaging 

technologies. 

4.2: Implement and use an 

encryption solution for if PANs 

can be sent with end-user 

messaging technologies. 

ICVERIFY does not accept 

CHD over end user 

message technologies. If 

VARs/reseller use such 

technology, proper 

encryption of CHD is 

required. 

Un-encrypted 

CHD sent over 

end user 

messaging 

technologies 

like chat, SMS 

or emails. 

19 

13.1: Encrypt 

non-console  

administrative 

access. 

2.3: Implement and use SSH, 

VPN, or SSL/TLS for encryption 

of any non-console 

administrative access to 

payment application or servers 

in cardholder data environment. 

This is not applicable for 

ICVERIFY. 

VAR/Third 

Party GUI 

using no 

encryption for 

non-console 

administrative 

access to 

payment 

application or 

servers in 

cardholder 

data 



ICVERIFY PA-DSS Implementation Guide    

 

This information is Proprietary and Confidential to First Data Merchant Services Corporation - Reproduction without the 

expressed, written consent of First Data Merchant Services Corporation is prohibited. 

  Page 38 of 38 

 

environment. 

 

 

 

 

This PA-DSS Implementation Guide and training materials (and all related processes) are disseminated 

to all relevant ICVERIFY users including the ICVERIFY Helpdesk agents, customers, resellers, and 

integrators. It is reviewed on an annual basis, is updated as needed to document all major and minor 

changes to ICVERIFY, and is updated as needed to document changes to the PA-DSS requirements. 

You should periodically check for updates of the ICVERIFY PA-DSS Implementation Guide and training 

materials by going on the ICVERIFY website below or contacting the ICVERIFY Helpdesk and review 

them for the changes that may affect your ICVERIFY installation. You must periodically check the 

ICVERIFY website (http://www.firstdata.com/paymentsoftware_integrators/) for the security updates and 

other relevant news. 

Any security updates or hot fix for bugs/updates will be sent using LogMeIn upon request. ICVERIFY 

support does not send any hot fix using emails. If you receive such emails, please contact ICVERIFY 

Helpdesk immediately and do not install anything before you consult them.  

http://www.firstdata.com/paymentsoftware_integrators/

