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Introduction to ICVERIFY® for Windows®

Chapter 1 0 Introduction to IC VERIFY
For Windows ®

Overview

Style
Conventions

Prerequisites

This guide describes how to use the ICVERIFPSof t war e Devel og
to set up and configure  ICVERIFY.| tidtended for developers using ICVERIFY
on Microsoft ® Windows @ platforms.

The following style conventions are used in this document:
e Bold type indicates items such as file names, window names, and
buttons.

e ltalics type indicates a reference to another document, or ter ms that
are defined within the text.

e NOTE: Indicates suggestions or additional, detailed, information.

e | I 1 Indicates actions you must take or avoid for the system to
operate properly.

Prior to operating the IC VERIFYapplication, you must complete the following
tasks:

e Establish a merchant account with a bank that is licensed to provide
merchant payment services (also called an acquiring bank.)

e Confirm that your computer system meets the minimum requirements,
includin g the service pack levels required for your chosen operating
system.

e Obtain your Processor setup information from the merchant
representative at your acquiring bank.

e Finally, you must install, set up and register the software.

If you are not certain how  to perform these tasks, or do not know if your
computer is capable of running the software, please refer to the ICVERIFY
Setup Guide .

Copyright © 20 11, ICVERIFY, Inc, a First Data company.
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Introduction to ICVERIFY® for Windows®

Getting Help

The following is a list of the available Help features provided to assist you:

o http://www.firstdata.com/paymentsoftware_integrators i provides a
forum for getting your questions answered and accessing archived help
information.

e Context -sensitive Help fi allows you to point to an area of the interface
that you would like more information about. To use this Help, click the
guestion mark in the interface and then click the area of the interface in
guestion.

e GUI Helpi allows you to access a directory and index of helpful
inform ation. To use this Help, press Fl1whi | e youodVWERIFMsi ng

e Setup Help A allows you to access a directory and index of helpful setup
information. To use this Help, press Flwhi | e vy o u Advamced Seium ¢

NOTE: You can also call (800) 900 -6133 for C ustomer Service assistance, or
send email to the following address: paymentsoftware.support@firstdata.com

Copyright © 20 11, ICVERIFY, Inc, a First Data company.
All trademarks are the property of their respective holders.
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Overview

Chapter 2 0 Overview

The ICVERIF® Sof t war e Devel operos Kit ( SDK)
with the programming  language that you intend to use. There are, however,
tutorials included in the SDK that explain how to use the available sample

Overview

code. Youdl | also find sample transaci
from this kit.
Chapter 3 describes the Bank Card I ndustry. I tds high

you familiarize yourself with this information.

Each section of the SDK gives you a detailed look at what you need for the
industry you are integrating. After completing this document, you will have
the knowledge to integrate the industries of your choice.

ICVERIFYuses a orequest and response 6 integration method. This is available
in one of two implementations:

e You can place an ASCII text file in a specific directory. The file is
referred to as a request file . ICVERIFYretrieves the information within
this file and sends it to the Processing Network in the appropriate
format. Then, when the transaction has been processed, ICVERIFY
returns a different file, called the response, or answer. For more
informatio n regarding request and answer files , see Chapter 6.

e You can also use the same formats in a direct programming
interface to the IC VERIFYprocessing Dynamic Link Library (DLL).  For
more information on this interface, please refer to the on-line help
materi als available in your SDK installation package.

I'I'TIMPORTANT NOTE: Merchants are under certain obligations from the
card associations, merchant banks, and se rvice providers, to demonstrate
compliance with their security programs regarding the storage and
transmission of payment card data. Failure to comply with these security
programs may expose you to liabilities and fines.

ICVERIFY, Inc. has developed documentation to assist you in operating your
software safely and securely. Please review the PA-DSS Implementation
Guide located on your software installation CD -ROM for important
information in this regard.

Copyright © 20 11, ICVERIFY, Inc, a First Data company.
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Features
Overview

ICVERIFY is one of the leading electronic transaction processing software
package son the market. It provides credit card authorization/draft capture,
check, and debit/ATM card authorization functions. ICVERIFYoperates on
open -platform, point -of-sale/business systems worldwide.

In addition to transaction processing, ICVERIFYprovides transaction storage,
tracking and retrieval, reporting and integration capabilities. ICVERIFYcan
be configured for single -user, multi-user, and/or multi -merchant operation
(additional licensing may be required).

ICVERIFYsolutions are used in both traditional retail environments such as
general retail, restaurant, and hotel; and in non -traditional retail environments
such as kiosk, catalog, and mail/phone order, cellular digital pack et data,
and wireless communications. ICVERIFY supports transaction processing
through virtually all of the major Processing Networks.

ICVERIF? places many powerful features at your fingertips, enabling you to do
the following:

e Process VISA®, MasterCard ®, American Express ®, Discover®, Diners/
Discover ®, JCB/Discover ®, JCB International and private label credit
cards

e Process ATM, debit, and check transactions
e Process stored value / gift card transactions
e Integrate with existing merchant software systems

e Produce comprehensive transaction reports that can be printed or
viewed on screen

e Import and/or export data into other applications such as order entry
programs, point of -sale systems, databases, Internet shopping carts,
and sprea dsheets

e Store up to nine years of transaction information for financial tracking,
reconciliation, and marketing demographics

e Use two-track Magnetic Stripe Readers for credit cards, three -track
Magnetic Stripe readers for credit cards and magnetic stripe dr iver's
licenses, EMV chip readers for EMV smart cards, MICR readers for
checks, and Magnetic Stripe Readers with PINpads for debit/ATM
cards, including DUKPT encryption

e Support Visa Paywave (VCPS 2.x) technology for Visa contactless
transactions

e Support TDES encryption for Debit Transactions

Copyright © 20 11, ICVERIFY, Inc, a First Data company.
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Integration
Modes

Encryption

ICVERIF? versions 4.0 and above offer two messaging formats and three
primary integration interfaces. You can use whatever combination of formats
and interfaces is needed to enable your payments in tegration.

The messaging formats supported are as follows:

Requeststringmode ( al so known -assweegqumat e)
creating a string of data where each individual data element is
encapsulated in quotation marks and delimited by commas. This
mode is very easy to use; however the request strings are position -
sensitive, meaning you must not omit a field from a request string
even if the field is blank. Instead, you must pass a null value (that is,

two quotation marks with nothing in between the m.)

XML mode involves creating an XML document where you only need

to populate the nodes that actually contain data. This mode is very
flexible; however it may be more cumbersome to implement if you

are not familiar with XML programming.

The integration interfaces available are as follows:

A shared directory interface is available where you can place
request files created either in request string or XML format. You can
then configure the IC  VERIFYsoftware to poll this directory, pick up the
request files, and generate response files for parsing. The response
files will be formatted in the same manner as the request files.

A direct DLL interface is available for developers comfortable with

DLL programming. There are code samples on the IC VERIFY
installat ion CD -ROM for this interface.

Last, an ActiveX control is available for developers who want to
avoid a file -based interface but find DLL programming unsuitable or
impractical.

ICVERIFY versions 4.1 and above offer new encryption features both
within the application itself as we
use. By using the encryption and decryption functionalities offered by

the ICVTnsServer, you can introduce cutting edge 256 -bit AES
encryption to your transaction processing in a simple integration to

the ICVERIFY software. Refer to the online help in the SDK package for
details on how to invoke and use the ICVTnsServer.

Copyright © 20 11, ICVERIFY, Inc, a First Data company.
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The Bankcard Industry

Chapter 3 0 The Bankcard Industry

Merchants are se t up by their financial institution to process transactions

Overview of .
. through a Processing Network .

Processing

Networks Your ICVERIFY softvare uses your computerds mode
contact this Processing Network directly. The processor acts as an
intermediary between you  and your bank.
In addition to processing credit cards, many Processing Networks also handle
debit card, check verification / guarantee, stored value and private label
transactions.

Figure 1 Bank Card Authorization Flow

BANK CARD AUTHORIZATION FLOW

Bank Card Credit card processing always involves at least the following two steps (the

Authorization second step may or may not be apparent to the merchant):

Flow

e Authorization

e Settlement

Copyright © 20 11, ICVERIFY, Inc, a First Data company.
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The Bankcard Industry

Bank Card
Authorization
Flow
(continued)

Figure 2

Step one is generally referred to as authorization . When a credit card
transaction for a sale is processed, ICVERIF¥ connects with a credit card
Processing Network and submits the transaction request. The Processing
Network takes the request and matches it with a database maintained by

the bank that issued the credit card. If there is enough credit available, the
transaction is approved and the necessary funds are held in reserve. This
reduces the <cardds oopen to buyd ( dom:
amount. No money changes hands at this point.

Approved transactions are written to a settlement or open batch file in
ICVERIFY and these transactions remain in the file until settlement is
performed.

The next step is the settlement ( o rclos® batch 6) pr o c e d unug settle
before the funds from approved transactions are deposited in your bank
account.

During settlement, ICVERIFYmust send transactions to the processor so funds
can be transferred to your account. The authorization process is uniform, but
the settlement procedure is not. For settlement, processors can be divided
into two categories: Terminal-based and Host-based (Figure 2).

Host- vs. Terminal -based settlement

Host Vs. Terminal Settlement

Terminal

Processor

Processor

Copyright © 20 11, ICVERIFY, Inc, a First Data company.
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The Bankcard Industry

Host-based
vs. Terminal -
based
Settlement

About
Interchange
Networks

Terminal -based processors require that the merchant connect to the network
and submit the open batch (which contains all of the transactions that were
previously approved) for settlement before the funds from the approved
transactions are deposited into your account.

This is a&complished with one phone call. ICVERIF¥ submits the open batch
for settlement, gets an approval for the batch, logs off, and transfers the
settled transactions from the open batch to history files. The money (minus
any interchange fees) is then transf  erred to your account. Settlement can be
done at any time with terminal  -based processors.

A host -based processor maintains the open batch. As  ICVERIFYis authorizing
transactions, the host -based processor keeps track of unsettled transactions

for which you have received approval. Some host -based processors will
auto -settle your batch. This means that at a certain point each day, the
processor will auto matically close out the batch. ICVERIFY uses the
computerds internal clock to automatic
history file without contacting the processor. Some host -based processors
require that a settlement be performed; however, only b atch totals are sent

unless an out -of-balance condition is encountered.

Most merchants that need to settle go through a settlement procedure at

the end of each day. ICVERIFY automatically processes all credit cards
authorized since the last settled bat ch. Once settlement has been
completed (either by the merchant or the processor) the funds are deposited

to your account at a time determined by your agreement with the bank or

card company.

In the context of electronic payment authorization, the exchange of financial
transaction information is termed clearing ; while the exchange of actual
funds for the transaction and the fees associated with them is termed
settlement . Clearing and settlement  occur behind the scenes across a single
network system, and the term used to refer to this system, globally, is
interchange . Interchange enables issuers and acquirers to exchange
information, transactions and money on a standardized and consistent basis,

when going through the bankcard system i MasterCard ®, Visa®, Discover ®,
and so on.

Copyright © 20 11, ICVERIFY, Inc, a First Data company.
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Interchange
Fees

Merchant
Discount
Rates

During the interchange process, the acquirer pays fees to the issuer. An
acquirer is a bank that represents merchants in accepting transactions (also
referred to as the merchant bank). An issuer is a bank that issues a
credit/debit/purchase card to a consumer.

The issuer deducts these fees from the transaction amount and the issuer
pays the net amount to the acquirer. These are termed interchange fees
This fee is compensation to reimburse the issuer for the expenses of processing
the transaction and risks associated with providing loans. You can reduce

the interchange fee by employing certain fraud detection schemes such as

AVS and CVV2, or by submi tting additional information about the
transaction.

The acquirer is reimbursed for its costs, including interchange fees paid, by
charging you a merchant discount. This can be a percentage of the
transaction value or a set fee after cost.

The discount is usually calculated and charged once a month. It covers
interchange fees, as well as authorization costs and cost of sales draft
processing. This merchant discount is also known as the Merchant Discount
Rate, and is negotiated at the time the acquirer -merchant agreement is
drawn up.

Once a month, the acquirer calculates the Merchant Discount Rate and
subtracts it from the amount credited to you. Merchant Discount Rates are
calculated using a cost -based interchange methodology, based upon the
economic characteristics of the products you sell, the indus try segment to
which you belong, and the processing characteristics of that industry
segment.

Merchant Discount Rates are also calculated using incentive -based
methodologies. These fees are generally lower than calculated rates, and

are reflective of mem ber investments to facilitate interchange, involving
technology adoption, data enhancement, and other strategic objectives of

the bankcard system.
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Under - Bankcard systems and issuers use tiered Interch ange Fee/Merchant Discount
. Rate schedules. This provides an incentive to use the system/issuer, increase

standing volume through that system/issuer, and interface with the system in a manner

Interchange advantageous to the system/issuer.

Fees and

Merchant Generally, technologies/interfaces that are less error prone or otherwise incur

Discount reduced overhead on behalf of the system/issuer are charged lower

Rates Merchant Discount Rates than those that incur greater overhead.

For example, for point -of-sale (POS) debit card transactions, interchange fees
set by the <card associations for oof-f
based debi t) ar e mu c h hi gher t han t
transactions (such as PIN -based debit,) which are set by the regional and
national ATM. The differences in fees are  to offset the higher fraud and credit
risks of offline. However, these differences are diminishing rapidly due to
enhancements in the offline networks and may not justify the current fee

gap.

Merchant Discount Rates are used as incentives for merchants to use, and
processors to market IC VERIF¥. What IC VERIFYprovides is POS or processing
capabilities that enable merchants, through their processor(s), to exploit
interfaces to the systeml/issuer, resulting in lower interchange rates on
transactions.

For example, because ICVERIFYruns directly on the POS system (PC -based
cash register or computer), the POS system's keyboard provides the full
alphanumeric capability required for address verification (AVS) on
transactions (which is not true with a bank termina ).

Address verification allows you to include the street number, street name,

and ZIP code with the credit card authorization. When ICVERIFYreturns the
authorization, it includes a code which tells whether the information matched

on 1, 2, or 3 of the address fields.

This feature can dramatically reduce the incidence of fraud and
chargebacks, compamatvaly iedsyt® come up with a legitimate
card number, but much more difficult to get the corresponding address. As

such, utilization of this feature often allows you to receive a lower
interchange rate on transactions (resulting in more money in your pocket).

To recap:

e When processi ng transactions, you connect to a Processing
Network. This is an entity that acts as an intermediary between you
and the credit card company.

e After authorizing transactions, authorizations must be settled before
the funds from the approved transactions ar e transferred to your
account. (Most processors require that you dial into their network to
perform a settlement . Some host -based processors (not all) will settle
transactions for you automatically.)
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Card CVV2/CV C2/CID are security features on the back of Visa® and
e MasterCard®, JCB/Discover and Diners/Discover and on the front of
Verification American Express® and Discover® credit cards. They were put in place to
Values help merchants avoid fraud and increase profits.

(Cvv2 /

CVC2 / CID) The new three -digit or four -digit value is an important security feature for
card -not -present transactions. It provides a cryptographic check of the
information embossed on the card.

The CVV2/CVC2/CID value helps to validate that a customer has a valid
card in his/her possession, and that the card account is legitimate. It helps
minimize the risk of unknowingly accepting a counterfeit card or fraudulent
transaction.

CVV2 and CVC2 are printed only on the back of Visa® and MasterCard®,
JCB/Discover and Diners/ Discover cards, while CID is on the front of American

Express® and Discover cards. |t 0 s not contained i n
information, and does not appear on sales receipts. It must be included in the
authorization request, along with the following info rmation:

e Transaction Type
e Account Number
e Expiration date

e Transaction dollar amount

If you are participating in CVV2/CVC2/CID, you can generally expect to
receive a oOmatchd or 0 n dowewe, titcish pbssibleey®ys o
transaction may still be app roved. In that case you must decide what to do
according to your own business rules.

Consult the document AVS & CVV Response Codes located on your
installation CD -ROM for further details.
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CVV Indicator

Figure 4

The CVV Indicator is a one -digit value which indicates the presence of
CVV2/CVC2/CID for manually entered transactions for Visa®, MasterCard®,
American Express®, Discover, JCB/Discover and Diners/Discover cards.

The CVV Indicator combo box contains the list of indicator values like
OPresent 6 seotNot Po8ypassd and ol ll egibl
converted to respective integer values for the authorization and settlement
message formats.

Depending on the CVV Indicator value chosen, the CVV field (stands for
CVV2/CVC2/CID) gets enabled or d isabled. The CVV field only becomes

enabl ed i f CVV I ndicator i s chosen a
disabled.

When entered in request answer mode the value of this field can be "0", "1",

"2" or "9" where "0" = Bypass, "1" = Present, "2" = lllegible and " 9" = No
Sample CVV2

&0 DDld 3856 TESO |E|'
ol o, Benmett]

CVv'2
FIGURE 4: SAMPLE VW2
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Chapter 4 0 Industry Transactions

Overview

Retail
Transactions

Sale

This chapter describes the various types of transactions you can perform
using ICVERIF®, and provides sample code strings  to help you implement a
transaction handling process that best fits your business needs.

For testing purposes, you can copy and paste any of the sample transactions
included in this section into a request file.

NOTE: This guide discusses the file -based i ntegration methods available
within the IC VERIFYproduct exhaustively and only makes passing reference
to the direct DLL interface. This is because if you are familiar with DLL
programming, you need only understand the message formats discussed in
this do cument. However, if you are unfamiliar even with file management
programming, you will likely need more information before you feel
comfortable integrating to your IC VERIFYsoftware.

Retail is one of the easiest industry types to int egrate. This is done by creating
a flat ASCIl text file that ICVERIFY picks up and processes. Once the
transaction has been processed, ICVERIFYreturns a flat ASCII text file that
contains the response.  The file may be plain -text or encrypted, depending
on your use of the built -in encryption settings.

This integration method is referred to as request (.req) and response/answer
(.ans). The same transaction types used in retail are used in other industries as
well.

A sale is the most commonly wused trans
charge a purchase to a customerds credi
cust omer 8te-buyp (prevailable credit) by the amount of the sale.

Once a sale has been appro  ved, the hold on the customer's credit remains
valid for a limited time (three to thirty days, depending on the cardholder's
bank) before expiring and releasing the hold on the funds in the customer's
credit account.

Funds from an approved sale transacti on are not deposited into your
account until they have been settled. This occurs automatically if you are

using a host -based processor that auto  -settles transactions. If you are using a
terminal -based processor (or a host -based processor that does not au to-
settle), you must perform a settlement / end -of-day procedure in order for the
funds from authorized sales transactions to be transferred to your account.
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Void

Credit /
Refund /
Return

Credit Void /
Cancel
Return /
Refund Void

Auth Only /
Pre-
Authorization

Force / Post -
Authorization

This transaction is used to remove a sale from the open batch before it has
been settled . It does not cause any funds to be transferred. If a sale has not
been settled, it can be voided. If a sale has been settled, a
credit/refund/return transaction must be performed. Transactions that have

been voided continue to hold funds from a customer’ s open to buy until they
have expired.

A credit transfers money from your acc
to return funds to the customerds acc
settled.

A void does not work in thist ype of situation since voids are designed to nullify
an unsettled transaction (that is, a transaction that is still in the open batch
waiting for settlement).

For terminal -based processors, ICVERIFPdoes not di al out
submitted. Instead, t he credi tds stored in the o
settlement. For most host -based Processing Network s, the software will dial
out when a creditds submitted.

Similar to a void transaction, a credit void is designed to remove an unsettled
credit transaction from the open batch. A credit void cannot be performed
if the credit has already been settled.

An Auth orize Only transaction is used to verify funds and return an approv al
code. Thistransacton t ype pl aces a Omarkerdé for
credit line, but does not cause funds to move. Therefore, Auth Only
transactions cannot be settled.

A force transaction must be performed to settle a transaction initiated with
an Auth Only (see Force/Post -Authorization ). Auth Only transactions are
cleared out of the batch each time a settlement is performed.

A Force transaction is primarily used to enter a voice approval into the ope n
batch. For exampl e, you submit a c
aut horizationo message and cal l your

authorization. Your merchant help desk gives you an approval code for the
transaction over the phone.

You can then en ter the transaction into the open batch using a Force
transaction and the approval code provided by your help desk. A Force can

also be used to complete an Auth Only transaction (see Auth Only / Pre -
Authorization ).
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Cash
Advance

Handling
Retail
Transactions

A Cash Advance transaction is used by certain merchants who offer cash to
credit card holders in return for a service fee. The amount of the cash
received plus the fee is deducted from

Currently, this transaction type is only supported fo r merchant accounts using
First Da tnat®latfor@ARD

For ICVERIF? to send a transaction to the Processing Network you will need
at least a credit card number, expiration date, and amount. This information
is placed in a quote, comma delimited format that looks like this:

"C1","Clerk ", " Comment', " Account Number ", " Expiration Date ",
"Anpunt ", " Zip ", " Address "

If you are using XML mode instead of the legacy request string mode, the
logical transaction structure would look like this:

<Request >
<CreditCardCharge >
<ClerkID ></ ClerkiID >
<Comment></ Comment>
<Accountinfo>
<AccountNumber ></ AccountNumber >
</Accountinfo>
<Expirationinfo>
<Expiration = Month ></ Expiration = Month >
<ExpirationYear>< /ExpirationYear>
</Expirationinfo>
<TransactionAmount  ></ TransactionAmount >
<BillingPostalCode ></ BillingPostalCode >
<BillingAddress ></ BillingAddress >
</ CreditCardCharge >
</ Request >

The example sabove represent Sale transaction s. Table 1 describes the fields
used in retail transactions.
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Table 1

Retail Transaction Fields

Field

Description

Leading Field /
Transaction Type

Contains the transaction identifier and is case
sensitive. Valid values include the following:

e Sale: Request string mode C1, XML mode
CreditCardCharge

e Void: Request string mode C2, XML mode
CreditCardVoid

e Credit / Refund / Return: Request string
mode C3, XML mode CreditCardCredit

e Credit Void / Cancel Return / Refund Void
Request string mode CR, XML mode
CreditCardVoidCredit

e Auth Only / Pre -Authorization: Request string
mode C6, XML mode CreditCardAuthorize

e Force / Post-Authorization: Request string
mode C5, XML mode CredtiCardCapture

e Balance Inquiry: Request string mode Ci,
XML mode CreditCardBalancelnquiry

NOTE: This field is required. You either have to use
the transaction identifier code in request string mode,

or the node type in XML mode. Remember, Balance
Inquiry trans actions are only available for certain
processing networks and cards at this time. Consult
the Transaction Builder tool in your SDK package for
specific information.

Clerk

Contains the clerk information, and can contain up
to 32 alphanumeric characters.

NOTE: This field is optional, but if you choose not to
add it in request string mode, you must add a blank
field (represented by two
place.
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Field

Description

Comment

Contains  comment information about the
transaction, and can contain up to 32 alphanumeric

characters. This field is often used for orde r numbers

or other internal identifying data meaningful to the
merchant .

NOTE: This field is optional, but if you choose not to
add it in request string mode, you must add a blank

field (represented by two

place.

Account Number

Contains the credit card number used in the
transaction, and cannot contain spaces or dashes.

NOTE: In request -string mode, t his field is required.
XML mode, the Accountinfo node is required,
however it can contain either the AccountNumber
element, one of the track elements (discussed later),
or any combination thereof.
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Field

Description

Expiration Date

Contains the expiration date on the credit card used

in the transaction. In request -string mode, t he date
format is YYMM (year, year, month, month .) In XML
mode, the Expirationinfo node contains two
elements: ExpirationMonth and ExpirationYear. Use
format MM for ExpirationMonth and YY for
ExpirationYear.

NOTE: The expiration date is required. However,
some payment instruments do not carry an expiration
date, for example certain private label and stored
value cards. Use the following rules to deter mine
how to populate this field.

If you are using request -string mode:
e |Ifthe card is a private label card that does
not carry an expiration date , use the default
value 4912

e |If the card is a FDMS Stored Value card, use
the default value 4912

e For all other cards, use the expiration date
actually present on the physical card

If you are using XML mode:

e |If you are passing track data in the
Accountinfo node, you do not need to
include the Expirationinfo node, as the
magnetic tracks contain the expiration
date.

e If you are only using the AccountNumber
element of the Accountinfo node (that is,
you are not supplying track data), you must
include the Expirationinfo node. In this case,
use the default value of 12 and 2049 if the
card does not carry an expiration date
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Field

Description

Transaction Amount

Contains the amount of the sale. Decimal points are
not required, but recommended.

NOTE: This field is required. However, some
transaction types do not require a transaction
amount, for example a Cashout transaction for FDMS
Stored Value. Use the following rules to determine
how to populate this field:
e If you are performing a Cashout transaction
for First Data Gift Card , use the default value
1.23.

e If you are performing a Balance Inquiry
transaction, you can use any amount,
includin g 0.00, which is usually not allowed.
However, we suggest you use the value 1.23
as a consistent default value for other
transaction types.

e For all other transaction types, use the
actual amount of the transaction.

Billing Postal Code /
ZIP Code

Contain s t he Z1l P code of t h
address. This field can contain the five or nine  -digit
ZIP code without spaces or dashes.

NOTE: This field is optional, but required in cases
where card swipes dondt wor

Billing Address

Cont ai ns t he bilingsstreetmealdredss This
field can contain up to 32 alphanumeric characters
and allows for spaces and dashes.

NOTE: This field is optional, but required in cases
where card swipes dondt wor
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Here are a few simple sample trans actions. For testing purposes, you can copy
and paste any of the following transaction samples into a request file. Be sure to
remove any line breaks from these samples in your request file.

Sample
Transactions

"C1","Clerk","Comment","4111111111111111","0 612",

Sale Example "1.00"" 12345"" 123 MAIN ST "

XML Mode <Request >
<CreditCardCharge >

<ClerkID >Clerk </ ClerklID >
<Comment-Comment</ Comment>
<Accountinfo>
<AccountNumber >4111111111111111 </ AccountNumber >
</Accountinfo>
<ExpirationIinfo>
<Expiration = Month >12</ Expiration = Month >
<ExpirationYear>0 6</ExpirationYear>
</ExpirationInfo>
<TransactionAmount >1.00 </ TransactionAmount >
<BillingPostalCode >12345 </ BillingPostalCode >
<BillingAddress >123 MAIN ST </ BillingAddress >
</ Cred itCardCharge >
</ Request >

. "c2","Clerk","Comment","4111111111111111","0 612",
Void nq QO
Example R
XML Mode <Request >

<CreditCard Void >
<ClerkID >Clerk </ ClerkiD >
<Comment>Comment</ Comment>
<Accountinfo>
<AccountNumber >4111111111111111 </ AccountNumber >
</Accountinfo>
<Expirationinfo>
<Expiration = Month >12</ Expiration = Month >
<ExpirationYear>0 6</ExpirationYear>
</Expirationinfo>
<TransactionAmount >1.00 </ TransactionAmount >
</ CreditCard Void >
</ Request >

Notice that the format  of the Void is very similar to the Sale transaction . In
request -string mode, the only differences are that a Void uses a C2 transaction
identifier and the two trailing fields for address and zip code are blank. In XML

mo d e, youdl |l noti ce t he CreditCardVoi
CreditCardCharge, and no address information exists. This is because i n XML
mode, you dondt have to add nodes you ar
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Credit /
Refund /
Return
Example

XML Mode

Credit Void /
Cancel
Return /
Refund Void
Example

XML Mode

"C3","Clerk","Comment","4111111111111111"" 0612",
"1.00",™,""

<Request >
<CreditCard Credit >
<ClerkID >Clerk </ ClerklID >
<Comment>Comment/ Comment>
<Accountinfo>
<AccountNumber >4111111111111111 </ AccountNumber >
</Accountinfo>
<Expirationinfo>
<Expiration  Month >12</ Expiration = Month >
<ExpirationYear>0 6</ExpirationYear>
</Expirationinfo>
<TransactionAmount >1.00 </ TransactionAmount >
</ CreditCard Credit >
</ Request >

The example s above depict a Cr edit transaction. Remember that if you

processing network performs Terminal -Based settlement , the IC VERIFYsoftware
will not send out a real -time request for Credit transactions. In this case, Credit

transactions are only sent  out during settlement.

"CR","Clerk","Comment","4111111111111111"" 0612",
"1.00",™,""

<Request >
<CreditCard VoidCredit >
<ClerkID >Clerk </ ClerkiD >
<Comment>Comment</ Comment>
<Accountinfo>
<AccountNumber >4111111111111111 </ AccountNumber >
</Accountinfo>
<Expirationinfo>
<Expiration = Month >12</ Expiration = Month >
<ExpirationYear>0 6</ExpirationYear>
</ExpirationInfo>
<TransactionAmount >1.00 </ TransactionAmount >
</ CreditCar dVoidCredit >
</ Request >

The example above is a Credit Void/Cancel Return/Refund Void transaction.
This transaction is used to void Credit transactions.

r
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"C6","Clerk","Comment","4111111111111111"." 0612",
Auth OnIy/ "1.00"," 12345"" 123 MAIN ST "
Pre-
Authorization
Example
XML Mode <Request >

<CreditCard Authorize >
<ClerkID >Clerk </ ClerkiID >
<Comment-Comment</ Comment>
<Accountinfo>
<AccountNumber >4111111111111111 </ AccountNumber >
</Accountinfo>
<Expirationinfo>
<Expiration = Month >12</ Expiration =~ Month >
<ExpirationYear>0 6</ExpirationYear>
</Expirationinfo>
<TransactionAmount  >1.00 </ TransactionAmount >
<BillingPostalCode >12345 </ BillingPostalCode >
<BillingAddress >123 MAIN ST </ BillingAddress >
</ CreditCard Authorize >
</ Request >

The example sabove represent Auth Only / Pre -Authorization transaction s. This
transaction is used when you want to verify funds on a cardholder account
but not yet submit the transaction for settlement

"C5","CLK","CMM","4111111111111111"" 0612","1.00",

Force / Post- "APV'" 12345"" 123 MAIN ST "

Authorization
Example

XML Mode <Request >
<CreditCard Capture >
<ClerkID >Clerk </ ClerkID >
<CommentComment/ Comment
<Accountinfo>
<AccountNumber >4111111111111111 </ AccountNumber >
</Accountinfo>
<Expirationinfo>
<Expiration = Month >12</ Expiration = Month >
<ExpirationYear>0 6</ExpirationYear>
</Expirationinfo>
<TransactionAmount  >1.00 </ TransactionAmount >
<Approval Number>AP\&/ Approval Number>
<BillingPostalCode >12345 </ BillingPostalCode >
<BillingAddress >123 MAIN ST </ BillingAddress >
</ CreditCard Capture >
</ Request >
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The example s above represent a Force / Post -Authorization transaction.
Notice there is an extra field between the amount and ZIP fields. This field is

for the approval code, and is required for this transaction type. In the real
world, you would submit a two to six digit approval cod e in place of the APV
placeholder in the sample.

Force/Post -Authorization transactions are used when you get a voice
approval, or in conjunction with Auth Only / Pre -Authorization transactions.

Balance "Ci","CLK","CMM","4111111111111111 " 0612""1.23",

Inquiry '
Example

XML Mode <Request >
<CreditCard Balancelnquiry >
<ClerkID >Clerk </ ClerkID >
<Comment-=Commentk/ Comment>
<Accountinfo>
<AccountNumber >4111111111111111 </ AccountNumber >
</Accountinfo>
<Expirationinfo>
<Expiration = Month >12</ Expiration = Month >
<ExpirationYear>0 6</ExpirationYear>
</Expirationinfo>
<TransactionAmount >1.23 </ TransactionAmount >
</ CreditCard Balancelnquiry >
</ Request >

The example s above depict a sample Balance Inquiry transaction. Notice
there are comparatively few fields required 0 essentially the card number,
expiration date and a dummy amount value.

Cash "cg","CLK","CMM","4111111111111111"" 0612","1.23",

Advance '
Example
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XML Mode

Card -
Swiped
Transactions

Swiped
Transaction
Support in
Request-
String Mode

<Request >
<CreditCard CashAdvance >
<ClerkID >Clerk </ ClerkID >
<Comment>Comment</ Comment>
<Accountinfo>
<AccountNumber >4111111111111111 </ AccountNumber >
</Accountinfo>
<ExpirationInfo>
<Expiration = Month >12</ Expiration = Month >
<ExpirationYear>06</ExpirationYear>
</Expirationinfo>
<TransactionAmount >1.23 </ TransactionAmount >
</ CreditCard CashAdvance >
</ Request >

The examples above depict a sample Cash Advance transaction. Notice
again there are comparatively few fields required & essentially the card
number, expiration date and a dummy amount value.

Card information can be entered manually or can be entered into a card
reader. Transactions based on information obtained from a card rea der are
referred to as swiped transactions

Better discount rates are generally offered for swiped transactions. An
application can prepare these swiped transactions and pass them to
ICVERIF® for authorization.

To send a swiped transaction, use the same transaction record format and
append the swiped data, minus the start character or sentinel (%), to the
expiration date. A sample of both swiped and keyed (or manual -entered)
transaction types follow.

NOTE: Swiped transactions are only valid for indu  stries where the cardholder
and card are generally present at the point of sale, such as Retail, Restaurant

and Lodging. They are not wvalid for 0
or Telephone Order, or e -Commerce.

A sample Sale transaction (C1) that does not contain any card -swiped data
is shown below. The expiration date field is in bold print:

"C1","CLERK1","COMMENTZ2","4003010123426780",
"0512" ,"1.00"

Following is a sample card swiped that co uld be used by an integrated
application to create a request file containing swiped data. This swiped data
contains Track 1 and Track 2 data, which is separated by start and end
sentinels. The start and end sentinels for Track 1 and Track 2 are shown in bo Id
print.
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The Track 1 data in this example uses
sentinel, and the Track 2 data wuses a
Note that both Track 1 and Track 2 dat:
sentinel.

NOTE:I t s often possible to configure d

Formatting a
Request File to
Contain Track 1
and Track 2
Data (Request
String Mode )

Formatting a
Request File to

ASCII characters as start and end sentinels. ICVERIFY® expects the start and
end sentinels used in the examples provided above.

If a swiped transaction formatted into a request file does not conform to the
format used in these examples, ICVERIFYwill not process the transaction

properly.

Track 1 and 2 data is desired. The entire string shown in the previous section
would be used fi with the exception of the start sentinel for the Track 1 data
(the % character). This string would be appended to the expiration date field

of the transaction request in  this manner:

" 0412 B4003010123426780"JANEDOE"041201101002 ?; 4003010123426780=
041201675 ?"

The expiration date is shown in bold print. The percent symbol, which signifies
the start of the Track 1 data, is removed from the card swiped information
and the resulting string is appended to the expiration date field of the
transaction request. Note that the end sentinel for the Track 1 data, as well
as the start and end sentinels for the Track 2 data, are still present (in bold
print).

If only Track 1 data was desired, then the following information would be
appended to the card expiration date in the expiration date field:

Contain Only

Track 1 Data " 0412 B4003010123426780"JANE DOE”~041201101002 ?"

(Request String

Mode ) The expirat ion date, followed by the Track 1 data, minus the start sentinel is

Formatting a
Request File to

used.

If just Track 2 data were desired, the expiration date field would be formatted
in this manner:

Contain Only

Track 2 Data "04124003010123426780=0412016752001002  ?"

(Request String

Mode ) The expiration date and the end sentinel for the Track 2 data have been

shown in bold print. Note that the start sentinel for the Track 2 data (a
semicolon) is not present.

Copyright © 20 11, ICVERIFY, Inc, a First Data company.
All trademarks are the property of their respective holders.
Page 25 of 115



Industry Transactions

Extracting
printed card
number from
track d ata for
FDMS Gift
cards

The card number printed in a FDMS gift card is created from the first four bytes of the

discretionary data and the nine bytes that immediately follow the six -byte BIN number in

the account field of the track data.

The account field is formatted as follows:

Size Field name Remarks
6 BIN Number
9 Partial Account Number (B)
1 VISA Check Digit Modulo

The discretionary data is formatted as follows:

Size Field name Remarks
4 Partial serial number (A) The leading part
of the serial
number
4 Checksum (C) The complete
checksum

Track II: ;6010567006473139=00010004000070776619?

Bin Number: 601056

Partial Account Number (B): 700647313
VISA Check Digit: 9

Partial serial number (A): 7077
Checksum (C): 6619

Steps:

i. Take part (A) and concatenate part (B). The resulting string is the account serial
number. Part (C) is the checksum. The length of the serial number is 13 bytes and the
length of the checksum is 4 bytes giving a total length of 17 bytes. This differs from
printed number of 16 bytes.

ii. To construct the printed number from Track Il data, take part (A), dropping the second
digit.

iii. Concatenate parts (B) and (C), resulting in the 16 digit printed card number.

Below is an example of the extraction:

the
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Account Number Sep | Expiry | Service PVKI PVV Discretionary End
arat Date Code data Sentinel
Start or
Sentinel
BIN | Partial CK Leading Check
# ACCT# Digit Digits sum
: 60 I 0064 9 = 0001 000 4 0000 710 6619 ?
10 7313
56
N

00647313 6619

V//

i
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Swiped The implementation of swiped transaction support is somewhat cleaner in XML mode. The
Accountinfo node contains three subelements:

Transaction
e AccountNumber

Support in
XML Mode e Trackl
e Track2
As you have already seen, if you can only supply the account number, you simply populate the
AccountNumber element of the Accountinfo node. However, if you are able to supply the track
data from the card, you can submit it in either the Trackl or Track2 element, or both, depending
on how much data you actwually read from the <card
expiration date information the way yo u would for request -string mode, and drop  both the start
and end sentinels.
If you supply one of the track elements, you generally do not have to supply ExpirationMonth or
ExpirationYear in the Expirationinfo node because this data is embedded in the track.
NOTE: Some card providers do not follow the ISO standards for track data layout. In these cases,
you must parse the track data manually and supply the AccountNumber, ExpirationMonth and
ExpirationYear elements even if you are also supplying either Trackl or Track2.
Sale The following is an example of a sale transaction containing only Track 1 data.
Transaction "C1","CLERK1","COMMENT2","4003010123426780","0 512B4003010123426
with Track 1 780"JANE DOE”0 51201101002?","1.00"
Data Only
XML Mode <Request >
<CreditCardCharge >
<ClerklID >CLERKI</ ClerkiD >
<Comment>COMMENT2 Comment>
<Accountinfo>
<Trackl >B4003010123426780"JANE DOE”051201101002? </ Trackl >
</Accountinfo>
<TransactionAmount  >1.00 </ TransactionAmount >
</ CreditCardCharge >
</ Request >
Youdl | notice that submited in XMLarode, thke tvas nav a ¢
need to add the Expirationinfo node.
Sale The following is an example of a sale transaction containing only Track 2
Transaction data.
with Track 2 "C1","CLERK1","COMMENT2","4003010123426780","0 51240030101234 26
Data Only 780=0512016 752001002?""1.00"
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XML Mode

Sale
Transaction
with Both
Track 1 and
Track 2 Data

XML Mode

<Request >
<CreditCardCharge >
<ClerkID >CLERKX/ ClerkID >
<CommentCOMMENTEKZ Comment>
<Accountinfo>
<Track2 >4003010123426780=0512016 7520010027? </ Track2 >
</Accountinfo>
<TransactionAmount >1.00 </ TransactionAmount >
</ CreditCardCharge >
</ Request >

Again, since track data was submitted in XML mode, there was no need to
add the Expirationinfo node.

The following is an example of a sale  transaction containing both Track 1 and
Track 2 data.

"C1","CLERK1","COMMENTZ2","4003010123426780","0412B4003010123426
780" JANEDOE”"041201101002?;4003010123426780=0412016752001002?","
1.00"

<Request >
<CreditCardCharge >
<ClerklID >CLERKX/ ClerkiID >
<Comment-COMMENTEKZ Comment>
<Accountinfo>
<Trackl >B4003010123426780"JANE DOE”051201101002? </ Trackl >
<Track2 >4003010123426780=0512016 7520010027 </ Track2 >
</Accountinfo>
<TransactionAmount >1.00 </ TransactionAmount >
</ CreditCardCharge >
</ Request >

NOTE: The magnetic card reader is used to get the best transaction rate from

the Processing Network for the retail industry. The credit card is swiped
through the card reader and includes extra information that is sent to the
Processing Net wor k.ed that yod isclude eBOTHnTimmeknldand
Track 2 data with a transaction request.

When Track 1 and Track 2 are sent, the ICVERIFY software sends the
information necessary to get you the best rate with your network .
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MOTO (Malil
Order /
Telephone
Order)
Transactions

Table 2

Integrating the MOTO industry is similar to integrating the retail industry. If you

are not yet familiar with how to integrate for the retail industry, see Handling

Retail Transactions. MOTO uses all the transactions that are contained in th e
retail industry with the addition of two others.

MOTO is often called the card -not -present industry since most, if not all, of a
MOTO merchantds business is done over
There are special rules and transactions in place for this environment.

Table 2 describes the fields used in a MOTO transaction.

MOTO Transaction FHelds

Field Description
Leading Field / Again, the first field indicates the type of transaction.
Transaction Type Valid values include all the transaction types from

Retail and the following MOTO  -specific types:

e Book: Request string mode C4, XML mode
CreditCardBook

e Ship: Request string mode CO, XML mode
CreditCardShip

NOTE: This field is required.

CVV Indicator Indicates the presence of CVV2/CVC2/CID for
manually entered Visa ©®, MasterCard ®, American
Express® & Discover @ credit card transactions.
The indicator has four values:

e Present

e Not Present

e Bypass
e lllegible
Depending on the value selected, you will also need

to submit a CVV2, CVC2 o r CID value .
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Field

Description

Cwv2/ cvC2 / CID

number

Contains the three -digit CVV2 or CVC2 or four -digit

CID printed in the signature block on the back of
Visa, MasterCard and Diners Club  cards, or at the
front of American Express and Discover cards.

NOTE: This field can be used for Book, Sale,
AuthOnly/Pre -Authorization, and Force/Post
Authorization transactions.

Not all Processing Networks support CVV2, CVC2 or
CID. If your Processing Network does not support this

feature, leave this field blank. If you are not sure if

your Processing Network supports this feature, you

can send the information. Your ICVERIFY software
wilsend it to the Processing

For more information about CVV2/CVC2/CID, see
Card Verification Value 2 / Card Ve rification Code
/ Card |dentification

2

Clerk

Contains the clerk information, and can contain up
to 32 alpha numeric characters.

NOTE: This field is optional.

Comments

Contains comment information about the
transaction, and can contain up to 32 alphanumeric
characters.

This field is often used for order numbers (a unique
number or alphanumeric sequence that identifies the
transaction).

NOTE: This field is optional.

Credit Card Number

Contains the credit card number used in the
transaction, an d cannot contain spaces or dashes.

NOTE: In XML mode, you need to submit the
AccountNumber element within the Accountinfo
node.
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Field

Description

Expiration Date

Contains the expiration date on the credit card used

in the transaction. In request -string mode, the date
format is YYMM (year, year, month, month.) In XML
mode, the Expirationinfo node contains two
elements: ExpirationMonth and ExpirationYear. Use
format MM for ExpirationMonth and YY for
ExpirationYear.

NOTE: The expiration date is required. However,
some payment instruments do not carry an expiration
date, for example certain private label and stored
value cards. Use the following rules to determine
how to populate this field.

If you are using request -string mode:
e If the card is a private label card that does
not carry an expiration date, use the default
value 4912

e |If the card is a FDMS Stored Value card, use
the default value 4912

e For all other card s, use the expiration date
actually present on the physical card.

If you are using XML mode:

e |If you are passing track data in the
Accountinfo node, you do not need to
include the Expirationinfo node, as the
magnetic tracks contain the expiration
date.

e If you are only using the AccountNumber
element of the Accountinfo node (that is,
you are not supplying track data), you must
include the Expirationinfo node. In this case,
use the default value of 12 and 2049 if the
card does not carry an expiration date.

Amount

Contains the amount of the sale. Decimal points are
not required, but recommended. This field is
required.

Billing Postal Code /
ZIP Code

Contains t he ZI P code of
address. This field can contain the five - or nine -digit
ZIPcode without spaces or dashes.

NOTE: This field is required for MOTO transactions,
and helps prove that the owner of the card is the
person placing the order. Since the card is not
present, this information helps prevent fraud.
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Field Description

Billing Address Contains t he <customer &s billin
field can contain up to 32 alphanumeric characters
and allows for spaces and dashes.

Book Booking a transaction authorizes and places a hold on the transaction
amount. A Book transaction is the first part o f a two -part transaction; it
cannot be settled until itds completed
is used if the merchandise will not be sent to the customer within 24 hours. If
the merchandise is to be sent to the customer within 24 hours, the n a sale
transaction can be performed. You put this information in a quote, comma
delimited format that looks like this:

"C4","Clerk","Comment","Charge Card","0 512",
"1.00","ZIP","Address","CVvV2"

A card can still be approved i f the ad
each merchant to accept or decline failed AVS transactions based on the
information. For more information, see  Transaction Responses .

Ship This transaction is used to comp lete a Book transaction. It voids the Book
transaction and creates a new transaction (Ship).

When settlement is performed, this transaction sends the message that the
merchandise was sent. Funds are not transferred from a Book transaction
until a Ship is performed.

Processing For ICVERIFY to send a transaction to the Processing Network, you must
Book and include at least a credit card number, expiration date, and the amount. This
Ship information in request -string mode looks as follows :
Transactions
Book :
"C4","Clerk","Commento","Card#", " ExpDat

"Address","CVvVv2"

Ship:
"Cco","CIK","CMM","4111111111111111","0 912"."1.00","ZIP",
"Address"
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Book Sample & <Request >
XML Mode <CreditCard Book>
<ClerkID >Clerk </ ClerkID >
<Comment-Comment/ Comment>
<Accountinfo>
<AccountNumber >4111111111111111 </ AccountNumber >
</Accountinfo>
<ExpirationInfo>
<Expiration = Month >12</ Expiration = Month >
<ExpirationYear>0 9</ExpirationYear>
</Expirationinfo>
<TransactionAmount >1.00 </ TransactionAmount >
<BillingPostalCode >12345 </ BillingPostalCode >
<BillingAddress >123 MAIN ST </ BillingAddress >
<CardVerificationValue >123 </ CardVerificationValue >
</ CreditCard Book>
</ Request >

Ship Sample 8  <Request >
XML Mode <CreditCard Ship >
<ClerkID >Clerk </ ClerkiID >
<Comment-Comment</ Comment>
<Accountinfo>
<AccountNumber >4111111111111111 </ AccountNumber >
</Accountinfo>
<Expirationinfo>
<Expiration =~ Month >12</ Expiration = Month >
<ExpirationYear>0 9</ExpirationYear>
</Expirationinfo>
<TransactionAmount  >1.00 </ TransactionAmount >
<BillingPostalCode >12345 </ BillingPostalCode >
<BillingAddress >123 MAIN ST </ BillingAddress >
</ CreditCard Ship >
</ Request >

EMV Chip transactions contain chip data (EMV tags) returned from the chip

reader. For the processing host to process a transaction as an EMV chip
transaction, the request needs to contain the EMV Tags separated by a
separator (<GS> as shown in the below exampl es). The <GS> should be
replaced by hex 61D6 in the request S
preparing the message request

Transactions

NOTE: Presently, chip transactions are supported only in Retail industry. Chip
transactions are never valid in Card Not Prese nt environment .
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Chip "C1","Clerk”,"Comment","5413330089010012","1209541333008901001
Transaction 2=120910100000043900? ","1.00","12345","Address”,™,","™ """
Structure 8 ", "9F0306000000000000<GS>9F 2608E6E8EDBEOF3EB5FE<GS>  82021800<

GS>9F3602006C<GS>5F340100<GS>9F3403410302<GS>9F020600000000150
0<GS>9F270180<GS>8407A0000000041010<GS>9F10120212A5000F0400000
00000000000000000FF<GS>9F09020002<GS>9F3303E0BOC8<GS>9F1A02099
9<GS>9F1E083131313132323232<GS>9A03980828<GS>9F350122<GS>9505 8
040008000<GS>5F2A020840<GS>9F410400000499<GS>9C0100<GS>9F37040
C99FDE0<GS>5A085413330089010012<GS>Y","A0000000041010","Master
Card","0"

Request-String
Mode
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Chip <Request>

Transaction <CreditCardCharge>Clerk</ClerkID><Comment>Comment</Comm
Structure 6 XML ent>< Accountinfo><AccountNumber>5413330089010012</AccountN
Mode umber><Accountinfo><AccountNumber></AccountNumber><Trackl

></Track1><Track2>5413330089010012=120910100000043900?</Track2
></Accountinfo><ExpirationInfo><ExpirationYear>09</ExpirationYear>
<ExpirationMonth>1 2</ExpirationMonth></ExpirationInfo><Transaction
Amount>1.00</TransactionAmount><CardVerificationFlag></CardVer
ificationFlag><CardVerificationValue></CardVerificationValue><EMV
Taglnfo>9F0306000000000000<GS>9F2608E6ESEDBE9F3EB5SFE<GS>820:
1800<GS>9F3602006C<GS>5F340100<GS>9F3403410302<GS>9F020600
0000001500<GS>9F270180<GS>8407A0000000041010<GS>9F10120212
A5000F040000000000000000000000FF<GS>9F09020002<GS>9F3303E0BC
C8<GS>9F1A020999<GS>9F1E083131313132323232<GS>9A03980828<
GS>9F350122<GS>95058040008000<GS>5F2A020840<GS>9F410400000
499<GS>9C0100<GS>9F37040C99FDEO<GS>5A085413330089010012<G
S>Y</EMVTaglnfo><ApplicationlD>A0000000041010</ApplicationID><
ApplicationDisplayName>MasterCard</ApplicationDisplayName><E
MVFallBack>0</EMVFallBack></CreditCardCharge>

</Request>

NOTEl CVERI FY expects hex 01Dd as separ al
chip transaction formatted into a request file does not conform to the said
format, ICVERIFY will not process the transaction properly.

Visa Paywave Transactions

Visa Paywave transactions are transactions done with Visa

contactless cards that follow the Visa Contactless Payment

Specification version 2.x (VCPS 2.x). Visa Paywave transactions require
additional chip data fields retrieved from the contactless cards during

authoriz ation. For the processing host to process a contactless

transaction as a Visa Paywave transaction, in addition to the regular

fields, the request needs to contain the Visa Paywave tags separated

by a separator (<GS> as shown in the below examples) The <GS>
should be replaced by hex 61Dd& in t
parsing while preparing the message request.

NOTE:Presently, Visa Paywave transactions are only supported for
Retail industry in FDMS South processor. They are not valid in Card Not
Present environment.
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Visa Paywave transaction structure 8 Request-String Mode

"C1","sysadmin“,","4005572000000260","1210B4005572000000260"CARD
M/VISAM12106215555501234000000000055600001003330800007;4005572000000260
=12106215555533300081","35.00","12345","Address",",","," ™ "Y", ™ """ " "OF 260859
0057F092E57607<GS>9F3602000D<GS>9F7C1B0006495353554552000B50524F50524
94554415259000444415441<GS>9F0206000000000001<GS>9F6E0420700000<GS>9F
100706011103A00000<GS>9F370445692675"

Visa Paywave transaction structure 8 XML Mode

<Request><CreditCardCharge><ClerkID>swarnendu</ClerkID><Comment></Co
mment><Accountinfo><AccountNumber>4005572000000260</Accou ntNumber>
<Track1>B4005572000000260"CARD
M/VISAM1210621555550123400000000005560000100333080000?</Track1l><Track2>
4005572000000260=12106215555533300081?</Track2></Accountinfo><Expirationl
nfo><ExpirationYear>10</ExpirationYear><ExpirationMonth>12</ExpirationMo nth>
</ExpirationInfo><TransactionAmount>45.00</TransactionAmount><BillingPostalC
ode></BillingPostalCode><BillingAddress></BillingAddress><CardVerificationFlag
></CardVerificationFlag><CardVerificationValue></CardVerificationValue><BillP
aymentindicator>0</Bi lIPaymentindicator><ContactLessFlag>Y</ContactLessFla
g><VisaPayWave>9F2608590057F092E57607<GS>9F3602000D<GS>9F7C1B0006495
353554552000B50524F5052494554415259000444415441<GS>9F0206000000000001<
GS>9F6E0420700000<GS>9F100706011103A00000<GS>9F370445692675</VisdayW
ave></CreditCardCharge></Request>

NOTE:!l CVERI FY expects hex 061 D6 as separator betwe
Paywave tags. If a Visa Paywave transaction formatted into a request file does
not confirm to the said format, ICVERIFY will not process the tran saction properly.
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Hotel
Transactions

Check -In

Check -In
Transaction
Structure &
Request-String
Mode

The Hotel format contains all of the basic retail transaction types discussed in
Handling Retail Transactions , and the Hotel -specific transactions discussed
below. ICVERIFYis certified with many processors for the H  otel market format.

You will note that a new XML node appears called Lodginginfo. Generally,
fields specific to Lodging transactions will appear as elements under this
subnode.

NOTE: These are samples only. Other fields may be required by your specific
processing network.  For a complete list of field descriptions, see Standard
Transaction Record Formats and review the information in the Transaction
Builder tool provided with your SDK  package.

This is the initial step in a Hotel billing procedure. This transaction confirms the
validity of a cust omer égthorizes ehd iarhount ta bel
billed.

"C4","CMc","CMI","ACT","EXP","AMT","CmR","cmR","CMN","CMA",
"CMD","Cmr","CmP","CME","Cme"
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Check -In <Request >

Transaction <CreditCardBook >
Structure 8 XML <ClerkiD ></ ClerkID >
Mode <Accountinfo>

<AccountNumber ></ AccountNumber >
</Accountinfo>
<Expirationinfo>
<Expiration = Month ></ Expiration = Month >
<ExpirationYear></ExpirationYear>
</Expirationinfo>
<BillingAddress ></ BillingAddress >
<BillingPostalCode ></ BillingPostalCode >
<CardVerificationValue ></ CardVerificationValue >
<CardVerificationFlag ></ CardVerificationFlag >
<SalesTaxAmount ></ SalesTaxAmount >
<Lodginginfo >
<InvoiceNumber ></ InvoiceNumber >
<RoomNumber</ RoomNumber
<ArrivalDate  ></ ArrivalDate >
<DepartureDate  ></ DepartureDate >
<RoomRate></ RoomRate>
<PreferredCardholderFlag ></ PreferredCardholderFlag >
<ExtraChargeAmount ></ ExtraChargeAmount >
<ChargeCodes ></ ChargeCodes >
<ArrivalTime  ></ ArrivalTime >
<DepartureTime ></ DepartureTime >
<CustomerCode ></ CustomerCode >
</ Lodginginfo >
<ReferenceNumber ></ ReferenceNumber >
<CustomerName ></ CustomerName >
</ CreditCardBook >
</ Request >

Copyright © 20 11, ICVERIFY, Inc, a First Data company.
All trademarks are the property of their respective holders.
Page 39 of 115



Industry Transactions

Add Charges

Add Charges
Transaction
Structure &
Request-String
Mode

Add Charges
Transaction
Structure 6 XML
Mode

This is an incremental transaction type that allows a merchant to decrease a
customerds open to buy for services

shop purchases before checkout.

"CG”,"CMC","CMI",”ACT","EXP","AMT”,"CmR“,"CmR”,"CM N","CMA",
IICM D","Cmr","CmPH,HCM EII,IICmeII

<Request >
<CreditCardAddCharges >

<ClerkID ></ ClerkiID >

<Accountinfo>
<AccountNumber ></ AccountNumber >

</Accountinfo>

<Expirationinfo>
<Expiration = Month ></ Expiration =~ Month >
<ExpirationYear></ExpirationYear>

</Expirationinfo>

<TransactionAmount ></ TransactionAmount >

<SalesTaxAmount ></ SalesTaxAmount >

<BillingPostalCode ></ BillingPostalCode >

<BillingAddress ></ BillingAddress >

<Lodginginfo >
<InvoiceNumber ></ InvoiceNumber >
<RoomNumber</ RoomNumbep
<ArrivalDate = ></ ArrivalDate >
<DepartureDate  ></ DepartureDate >
<RoomRate></ RoomRate>
<Pref erredCardholderFlag ></ PreferredCardholderFlag
<ExtraChargeAmount ></ ExtraChargeAmount >
<ChargeCodes ></ ChargeCodes >
<ArrivalTime  ></ ArrivalTime >
<DepartureTime ></ DepartureTime >
<CustomerCode ></ CustomerCode >

</ Lodginginfo >

<ReferenceNumber ></ ReferenceNumber >

<CustomerName ></ CustomerName >

</ CreditCardAddCharges >
</ Request >

>

S
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Extend Stay

Extend Stay
Transaction
Structure o
Request-String
Mode

Extend Stay
Transaction
Structure 6 XML
Mode

This transaction type extends t

"CI","CMc","CMI","ACT","EXP","Amt","CmR","cmR","CMN","cMA",
"cMa","Cmr","CmP","CME","Cme"

<Request >
<CreditCardExtendStay >
<ClerklID ></ ClerkID >
<Accountinfo>
<AccountNumber ></ AccountNumber >
</Accountinfo>
<Expirationinfo>
<ExpirationMonth ></ ExpirationMonth >
<ExpirationYear></ExpirationYear>
</Expirationinfo>
<TransactionAmount ></ TransactionAmount >
<SalesTaxAmount ></ SalesTaxAmount >
<LodgingIinfo >
<lnvoi ceNumber ></ InvoiceNumber >
<RoomNumber</ RoomNumbep
<ArrivalDate = ></ ArrivalDate >

<OriginalDepartureDate ></ OriginalDepartureDate
<RoomRate></ RoomRate>
<PreferredCardholderFlag ></ PreferredCardholderFlag

<ExtraChargeAmount ></ ExtraChargeAmount >
<ChargeCodes ></ ChargeCodes >
<ArrivalTime  ></ ArrivalTime >
<DepartureTime ></ DepartureTime >
<CustomerCode ></ CustomerCode >

</ Lodginginfo >

<ReferenceNumber ></ ReferenceNumber >

<CustomerName ></ CustomerName >

</ CreditCardExtendStay >
</ Request >

he

>

cust ¢

>
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Check -Out

Check -Out
Transaction
Structure &
Request-String
Mode

Check -Out
Transaction
Structure 6 XML
Mode

This transaction is used when the customer is checking out of a hotel.
Charges to a customerds card are

"CO”,"CMC","CMI",”ACT","EXP","AMT”,"CmR“,"CmR”,"CM N","CMA",
IICM D","Cmr","CmPH,HCM EII,IICmeII

<Request >

<CreditCardCheckout >

<ClerkID ></ClerkiID >

<Accountinfo>
<AccountNumber ></ AccountNumber >

</Accountinfo>

<Expirationinfo>
<ExpirationMonth ~ ></ ExpirationMonth >
<ExpirationYear></ExpirationYear>

</Expirationinfo>

<TransactionAmount ></ TransactionAmount >

<SalesTaxAmount ></ SalesTaxAmount >

<Lodginginfo >
<Invoi ceNumber ></ InvoiceNumber >
<RoomNumber</ RoomNumber
<ArrivalDate ></ ArrivalDate >
<DepartureDate ></ DepartureDate >
<RoomRate></ RoomRate>
<PreferredCardholderFlag ></ PreferredCardholderFlag
<ExtraChargeAmount ></ ExtraChargeAmount >
<ChargeCodes ></ ChargeCodes >
<CustomerCode ></ CustomerCode >
<ArrivalTime ></ ArrivalTime >
<DepartureTime ></ DepartureTime >

</ Lodginginfo >

<ReferenceNumber ></ ReferenceNumber >

<CustomerName ></ CustomerName >

</ CreditCardCheckout >

</ Request>

not

>

S

€
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No Show This transaction i s usedarnwdvwhenegected st o me
N0 ShOW IICNII'IICMCII’IICMIII,IIACTII'IIEXPII,IIAMTII'IICmRII'IlcmRII'IICMNII'IICMAII’
Transaction IICMDII,IICmrII,IICmPII’IlCMEII,IICmeII

Structure &
Request-String

Mode

No Show <Request >

Transaction <CreditCardNoShow >
Structure 8 XML <ClerkID ></ ClerkID >
Mode <Accountinfo>

<AccountNumber ></ AccountNumber >

</Accountinfo>

<Expirationinfo>
<ExpirationMonth ></ ExpirationMonth >
<ExpirationYear></ExpirationYear>

</Expirationinfo>

<TransactionAmount ></ TransactionAmount >

<LodgingIinfo >
<InvoiceNumber ></ InvoiceNumber >
<RoomNumber</ RoomNumber
<ArrivalDate = ></ ArrivalDate >
<DepartureDate ></ DepartureDate >
<RoomRate></ RoomRate>
<PreferredCardholderFlag ></ PreferredCardholderFlag >
<ExtraChargeAmount ></ ExtraChargeAmount >
<ChargeCodes ></ ChargeCodes >
<CustomerCode ></ CustomerCode >
<ArrivalTime ></ ArrivalTime >
<DepartureTime ></ DepartureTime >

</ Lodginginfo >

<ReferenceNumber ></ ReferenceNumber >

<CustomerName > </ CustomerName >

</ CreditCardNoShow >
</ Request >
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Level Il
Purchasing
Cards

Purchasing
Card Sample 0o
Request-String
Mode

Level Il purchasing cards are business -to-business (B2B) credit cards. They
require much more detail than regular credit cards. This section explains
what is required. A brief example of the transaction record format for a Level

lll purchasing transacti on is shown below. Refer to the ICVERIFYPurchasing
Card Supplement for a detailed discussion of purchasing card processing.

NOTE: The first three lines are actually one line containing the transaction
record for the actual transaction. The following lines are records for line item
details for the transaction (the line item details in the example are shown in
bold to make them more visible).

"C1","clerk","12433254365436","4275330000005810","0 909",
"40.00", "12345","LIlIWithLID","2354325","0.00","0.00","0.00",
"0.00","07 - 30-2003","31432","4254325","45435","3 "

"P0","0004","Pens","Green","555EEE000","1.0000","Gross",
"35.9900","00.00","0.00","0.00"

"PO","0003","Pens","Red","444DDDO0O0O0OO0O", " :
"39.9 500","00.00","0.00","0.00"

"P0","0003","Pens","Red","444DDD000","1.0000","Gross",
"39.9500","00.00","0.00","0.00"

Each of the line items for this transaction begins with a PO field. This indicates
a Visa® purchasing card line item. This transaction is in the format that is
required for Fi r st JARDnatd(North) platform. The formats for line items
vary by the type of card and are described fully in the Purchasing Card
Supplement .

Currently, only a limited number of Processing Networks support Level Il
purchasing, which allows the inclusion of line item details for purchase card
transactions (line items are descriptions of each item that constitute a
purchase).

The following s ection briefly describes how to create transaction records for

First Data Commercial Services. Processing Networks and card companies
use different formats and have different data requirements, so transaction
record formats required for each network are w ill vary. Be sure to use the
Transaction Builder utility found with the IC  VERIFYSof t war e Devel
your installation CD -ROM to determine your exact processing requirements.
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Level I Commas separate the rec ords listed in this document. These should be
converted to quote -comma delimited fields, and populated with data as

Record
indicated by the field definition.

Formats &
Request-

) NOTE: Usually, a transaction record consists of a single line that is terminated
String Mode

by a carriage return, but Level lll purchasing transactions occupy more than
one line because of associated line items.

Many records end with a  CMz field. This field is mandatory, contains two
numeric characters, and is right justi
line items that are associated with the transaction.

For example, if the CMz field is 1, it means that one line item is associated with
the transaction.

The value of 0 indicates that no line items are associated with the transaction.

A value of 99 would indicate that 99 line items are associated with the
transaction (this is the maximum possible value). If this field is populated with
a single digit, the position to the left of the field should be null.

For example, 1 and 01 are both correct.

If the transaction record does not provide a CMz field, no line items may be
associated with the record.

For example, line items are not required for a void transaction because the
transaction record for this transaction type does not include a CMz field .

When including line items, be aware that each the line item detail formats for

each general type of purchase card (Visa ® MasterCard ®, and American
Express®) are different. The application writing the transaction must use the
correct record type when appending line items to the transaction record
when creating the file.

Some records contain a cMo field type. The way this field is formatted
depends on the type of purchasing card the transaction record represents.

If the transaction record is for a Visa® purchasing card, the field is populated
with the order date in the following format: 07-22-2003. If the transaction
record is for a MasterCard @ purchasing card, this field should be left blank.

Level I Creating a Lev el lll transaction using XML mode is relatively straightforward.
The purchase order fields are generally confined to a new subnode in the
transaction request called Purchaselnfo. You only need to add the
Purchaselnfo node and its associated elements  to y our transaction request to
submit your order and line item data. The following sample transaction shows

a Sale transaction with both summary and line item details.

Record
Formats 6 XML
Mode

NOTE: You do not have to end each element with a newline character.
Each element is represented on a separate line here to improve legibility.
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Level Il
Transaction
Sample 8 XML
Mode

<Request>
<CreditCardCharge>

<Accountinfo>
<AccountNumber >4275330000005810 </ AccountNumber >
</Accountinfo>
<ExpirationInfo>
<Expiration = Month >12</ Expiration = Month >
<ExpirationYear>0 9</ExpirationYear>
</Expirationinfo>
<SalesTaxAmount>1.00</SalesTaxAmount>
<TransactionAmount>  7.00</TransactionAmount>
<ClerkID>ICV1</ClerkID>
<BillingPostalCode>30329< /BillingPostalCode>
<BillingAddress>4 Corporate Square</BillingAddress>
<Purchaselnfo>
<PurchaseltemCount>2</PurchaseltemCount>
<Purchaseltems>
<Lineltem>
<ltemCode>1111</ltemCode>
<ltemDescription>Descriptio n123</ltemDescription>
<ItemQuantity>5</ItemQuantity>
<ItemUnitOfMeasure>Kg</ltemUnitOfMeasure>
<ltemUnitCost>3.00</ItemUnitCost>
<ltemDiscountAmount>1.00</ltemDiscountAmount>
<ltemAmount>3.00</ItemAmount>
<ItemDCFlag>C</ItemDCFlag>
</Lineltem>
<Lineltem>
<ltemCode>2222</ltemCode>
<ltemDescription>Description123</ItemDescription>
<ItemQuantity>5</ItemQuantity>
<ItemUnitOfMeasure>Kg</ltemUnitOf Measure>
<ltemUnitCost>3.00</ItemUnitCost>
<ltemDiscountAmount>1.00</ltemDiscountAmount>
<ltemAmount>3.00</ItemAmount>
<ItemDCFlag>C</ItemDCFlag>
</Lineltem>
</Purchaseltems>
</Purchaselnfo>

</CreditCardCharge>
</Request>

Copyright © 20 11, ICVERIFY, Inc, a First Data company.
All trademarks are the property of their respective holders.
Page 46 of 115



Industry Transactions

Debit Card Hardware issues must be considered when adding debit card processing to

an application. In order for a processor to accept a debit transaction,

swiped card data is required as well as an encrypted PIN (Personal
Identification Number)  datagram

Transactions

Since manually entered card numbers are not accepted by debit processors,

a card reader and a PIN Pad are required. You must provide support for
these devices in your application if you are not using the IC VERIFY product
for user input.

I'1'1'If you are programming your own PIN  -based debit transaction interface,

it is your responsibility to interact with the PIN pad. You cannot use the
ICVERIFYsoftware application to drive the PIN pad device; you must dr ive it
yourself and submit the transaction data to IC VERIFYafter you have retrieved

it from the device.

Processing Processing a debit card transaction requires a card reader and an encrypted
Debit Card PIN-pad. A bank must program ATM _ EIN—pads before they can be uset_:i by
Transactions ICVERIFY Your PIN-pad must be a serial input PIN -pad, and must be VeriFone
1000- or 2000-compatible.
PIN-pads are designed to support either Master Session or DUKPT (Derived
Unique Key Per Transaction) encryption of PIN data. In either case, the PIN
entered by the cardholder is encrypted and not known to the merchant or
the processing network; it is only decrypted by the card issuing bank.

DUKPT PINpads have already been properly encrypted by your processor or
merchant bank with the appropriate configuration and encryption key
injection.

Debit Like credit cards, authorized debit card transactions must be settled before
the funds are transferred to your account. The following transaction types ar e

Transaction :
generally available:

Types

e Sale & Transfers funds from an ATM/debit account to your account
(used for all ATM/debit purchases.)

e Void 0 Removes an unsettled sale transaction from the open batch
(used to remove a debit transaction prior to settlement.)

e Credit/R eturn/Refund & Transfers funds from your account to an
ATM/debit account (used to reverse a sale transaction that has
settled.)

e Reversal 0 Reverses an unsettled Sale transaction from an open
batch. This transaction is only supported for the FDMS Buypass
processor and for SDK merchants only. It is used to reverse a previous
Sale transaction which has received full/partial approval.
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Debit
Transaction
Request
Format

Debit
Transaction
Structure &
Request-String
Mode

Debit
Transaction
Structure 8 XML
Mode

The format of a standard debit request within the ICVERIFY application is as

follows.

"Dl","CMC","CMN","AMT","amn","AMt","ACT","BLK",
IITDTII,IIPINII

The field definitions are as follows :

D1 indicates a debit sale transaction,

CMcis the clerk,

CMNs the customer name,

AMTis the amount of purchase,

amnis the additional (cash back) amount,

AMt is the total amount including the cash back amount,

ACTis the account number,

BLKis a empty field, required to process debit transaction s properly,
TDTis the track data,

PIN is the cryptogram returned by the user entering his or her PIN on
the input device

<Request >
<DebitCardCharge >
<ClerkID ></ ClerkiID >
<CustomerName ></ CustomerName >
<CashBackAmount ></ CashBackAmount >
<TransactionAmount ></ TransactionAmount >
<Accountinfo>

<AccountNumber ></ AccountNumber >
<Trackl ></ Trackl >
<Track2 ></ Track2 >

</Accountinfo>
<PINData ></ PINData >
</ DebitCardCharge >
</ Request >
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Debit Currently IC VERIFYsupports PIN-based d ebit transactions on the following
Transaction processor network s:
Support by e FDMS®Card net®d CES

Processor e FDMSOmaha (FDR)
e First Data Atlanta (Concord BUYPASS)
e TSYS Acquiring Solutions
e Global Payment Systems 0 East
e Global Payment Systemsd Central
e ELAVON Information Systems
e WorldPay Systems
e Chase Paymentech

e Heartland Payment Systems

; To process a transaction for a specific merchant, you need to use the
Processing : .
T fi merchant code. The merchant code is the four characters that you used in
ransa(.: 1O1S the naming of the SET file. See the discussion on multiple merchant setups in
for Multiple the ICVERIFY Setup Guide.
Merchants
For example, if the set file name is ICVEOOOL1.SET, the merchant code is 0001.
The following is an example of how request  -string transactions should look:

"C1","~0001~","comment","5419840000000003","0912", "15.00"
"C1","~0002~","comment","4005550000000027","0912", "10.00"
"C2","~0001~","comment","5419840000000003","0912", "15.00"

In this example, the first request is a $15.00 sale for merchant #1; the second

line is a $10.00 sale for merchant #2; the third line voi ds the first sale for
merchant #1. ICVERIFP sees the 0~0002~6 and swi
number stored in ICVEOO002.SET.

As shown by the example below, a merchant ID need not be numeric.
"C1l","~MER3~","comment","4005550000000027","0412","10.00"
Thiswould use the setup file ICVEMER3.SET.

To do transactions for multiple merchants in XML mode, simply overload the
ClerklD node with the merchant number in the following way:

<ClerklD>0001</ClerkID>
<ClerkID>0002</ClerklD>
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Chapter 5 0 Requests and Response s

Overview

Request Files

Thischapter discusses the interaction between your application logic and the
ICVERIFYproduct from the context of the request you make and the response
that you receive. For ease of discussion, the file -based method will be used
extensively in the chapter

A request file is a file containing one or more transactions that need to be
processed. This file is generated by your application. After ICVERIFY
processes a request file, a respo nse is given for that request.

NOTE: Remember that you can also use the Direct DLL programming
interface to interact with the IC ~ VERIFYapplication. You also have the ability
to use the built -in encryption library within the product to increase the security
of your transaction processing. ICVERIFY, Inc. strongly recommends you
consider both these options.

Follow the step s below to create a  simple request file in the request -string
model .

Step Action

1. Create a new directory in your ICVERIFYdirectory, and name it
O REQDI R6.

2. Run the ICVERIFYMulti-User Request file Processor .

NOTE: You need to have entered you r merchant information in
the setup or be using one of the ICVERIFYdemo setups for this
example. If you have not yet configured a merchant, even a
dummy merchant for testing, consult the ICVERIFY Setup Guide for
information on how to do so.

3. Click Browse next to the request directory field. Search for and
select the new directory called reqdir .

4, Click Initialize , and minimize the Multi -User Request file Processor.
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Step Action

5. Open a text editor, and type the following line:

"C1","Clerkfield","Commentfield","5000300020003003",
"0 912","1.00"

This line is a basic sale transaction. There are six fields in this
transaction. A set of quotes and a comma separate each field
within this transaction. The first field is for the tran  saction type. The
transaction type is a two -character code that tells ICVERIFY® what
kind of transaction this is. This field is case sensitive. In the above
example, the transaction type is Cl. C1 is the ICVERIFYcode for
Sale. For a list of field types, see Standard Transaction Record
Formats.

The next two fields are the clerk and comment fields. These two
fields can contain alpha and nume
have to enter information in the clerk and comment fie Ids, but you
must include the empty fields if you decide not to fill them in. Some
merchants use the clerk and comment fields for order numbers or
customer names.

NOTE: The Clerk field in the SDK is used by the IC VERIFYsoftware to
trigger certain rules for certain transaction types. Generally, the
format that you should follow is

"ClerkName<CMN>CustomerName"

For example, if the Clerk name is Bob and the customer name is
John, the field should read:  "Bob<CMN>John" .

I f you dond6t waither the cterk prthe sustamer name
fields, the field should read: "<CMN>", This is because if you omit
the <CMN> in the field, the transaction will be interpreted as an
Installment transaction and will be billed accordingly.

Therefore,besureyoui ncl ude valid dat a ,evenit
al | y ou ad d>6 judessdyau@id erforming an Installment
transaction.  Installment transactions require the <CMN> value to
appear in the Comment field rather than the Clerk field as follows:

" CommentField<CMN>CustomerName
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Step

Action

The fourth field is for the credit card number. This field cannot
contain any dashes or spaces. The fifth field is for the expiration
date. The expiration date must be in the year, year, month, month
format. For example, 0611 would be November of the year 200 6.

The sixth field is for the amount. A decimal is not needed in this
field, but i tds recommended that
contains everything you need to get an authorization from your
processing network.

Save the text file to your desktop as  icver001.REQ.

Encrypt the request file

Open the request directory and copy the icver001.REQ file to your
request directory. If the file icver00l.ans exists, it will be deleted.

Almost immediately, ICVERIFY automatically renames
icverO01.REQ to icver001.HLD. ICVERIFY reads the transaction
information from the HLD file and sends it to the processing network
for approval.

ICVERIFY® then creates the file icver001.2ZZ. ICVERIFYwrites the
response from the Processing Network to the  icver001.2ZZ file.

When all transactions are sent to the processor, ICVERIFYdeletes
the icverO01.HLD file, and renames the icver001.2Zz7 file to
icver001.ANS . The process of creating and deleting the HLD and
ZZZ fils happens so quickly that you might not see it occur.

Icver001.ANS is the file that the client application will read. The
client application should decrypt the answer file before using the

actual response internally . It contains the response or responses
from the Processing Network. This file will remain until the next
icver001.REQ file is found by the Multi -User Request file Processor, or
unt i | itds deleted by an outside
that the file be read and removed by the client app lication.

The name for the request file is unique for each register or user. If
you have two cash registers, register one will use ICVEROO1.REQand
register two will use ICVERO02.REQ The number after the ICVER
represents the register number. You can use up to the number you
are licensed for. You may not use the same request file name for
multiple registers.
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Transaction I'l' I The information that you receive back from ICVERIF¥ is very important, so make
sure you read this section carefully. You can set up the type of response that you

Responses want from ICVERIFY For more information, see Options Tab .

Transaction This section assumes that ICVERIFYis set up to return evaluated responses
Responses in recommended that you use t he evalugted re

. understand and you dondét have to write ext
Request-String

Mode The evaluated response gives back a letter co de followed by a six -digit approval
code. Depending on the Processing Network, there may be an eight -digit reference
number following the approval code. If address information was included in the
transaction, a response is also included.

As an example, imagine the following transaction was sent for authorization:
"C1","Billy","5000300020003003","0 612","25.00","65421","2 Happy

Lucky St."

The transaction is sentto a terminal based Processing Network and isapproved. The
response would look like the following:

"Y123456Y"

The first letter is the answer for the transaction (Y=Approved). However, Y is not the
only response code you can get for approved transactions.

Card Subtypes You can also receive t he response codes below, depending on the Processing

Network.
e Y- Approved

e N - Declined

e P- Approved not captured

e Q - Approved for VISA/MC Purchase Card
e B- Approved for VISA/MC Business Card
e C - Approved for VISA/MC Corporate Card

The last three responses, Q, B and C, indicate that the card used to perform the
transaction was issued under a purchasing, business or corporate card program.
These cards operate under different interchange programs. To qualify for the most
favorable rates, you should  submit order and tax information for the transaction
before it is settled by the processing network.
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The next six digits represent the approval code. The last letter is the response for
address verification (for a list of address verification result codes, see Address
Verification Result Codes ).

If your Processing Network is host -based, the response w ould look like this:
"Y12345687654321Y"

You have eight extra digits following the approval code. These eight digits represent
the reference number that was returned by your Processing Network.

ICVERIFY 4.1 and above supports partial authorization on Credit and Debit card
. products for Visa, MasterCard, American Express and Discover. For a partially
Authorization  znnroved transaction, the host returns approval on a part of the total transaction
amount and the card holder has to pay the balance amount by other means.

Partial

The response received for a partially approved transaction would look like the
following:

0Y123456Y<APP>35.006

The amount value specified after the <APP> tag is the approved amount which is in
this case $35.00. The original amount submitted in the request for this transaction
was something greater than $35.00.

If the host returns full approval on the original amount submitted in the request, the
<APP> tag is not present in the response.

NOTE:Presently partial authorization is supported only for FD  MS Buypass (Credit and
Debit cards) , FDMS South (Credit Only) and the TSYS Acquiring Solutions (Credit only)
platforms.

Balance Reception with Authorization and Balance Inquiry transaction

ICVERIFY 4.1 and above supports balance reception on Credit card products for
Visa, MasterCard, American Express and Discover. In case of Balance Reception,

the host processor may return the available balance on the card along with the

regular authorization response. For a standalone balance inquiry transaction, the

host returns the prepaid card balance.

The response received for a transaction with card balance (if returned by host)
would look like the following:

0Y123456Y<BAL>10.006
The amount after <BAL> tag is the card balance returned from host processor. The

response for a standalone balance inquiry transaction is also similar to the format
mentioned above.
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Note: Presently balance reception with authorization is supported only for FDMS
Buypass and FDMS South processors on Credit cards. Standalone balance inquiry is
supported in FDMS Buypass processor only.

FDMS South Processor

Industry | Transaction Type Card Type
FDMS VIS | MC | Amex Discover
South A
Retalil Partial Authorization Y Y Y Y
Full Reversal Y Y N Y
Balance Inquiry[1] Y Y Y N
Balance Receptive with Y Y N N
an Authorization Request
Concurrent Partial Y Y N N
Authorization and
Balance Reception
Moto Partial Authorization Y Y Y Y
Full Reversal Y Y N Y
Balance Inquiry Y N Y N
Balance Receptive with Y N N N
an Authorization Request
Concurrent Partial Y N N N
Authorization and
Balance Reception

For South processor, MasterCard will support Balance Inquiry only for Retail industry.
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FDMS Atlanta
Industry Transaction Type Card Type
FDMS VISA | MC | Amex | Discover
Atlanta . . —
Retail Partial Authorization[1] Y Y Y Y
Full Reversal (online Y Y Y Y
void)[2]
Balance Inquiry[3] N N N N
Balance Receptive Y Y Y Y
with an Authorization
Request
Concurrent Partial Y Y Y Y
Authorization and
Balance Reception
Restaurant | Partial Authorization Y Y Y Y
Full Reversal Y Y Y Y
Balance Inquiry N N N N
Balance Receptive Y Y Y Y
with an Authorization
Request
Concurrent Partial Y Y Y Y
Authorization and
Balance Reception

1) In case of Atlanta a full reversal is an online void.

2) Balance inquiry is not supported for credit cards in FDMS Atlanta.
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TSYS
Industry Transaction Type Card Type
TSYS VISA | MC | Amex Discover
Retalil Partial Authorization Y Y Y Y
Full Reversal Y Y N N
Balance Inquiry Y Y N N
Balance Receptive with an Y Y Y Y
Authorization Request
Concurrent Partial Authorization Y Y Y Y
and Balance Reception
Partial Authorization Y Y Y Y
Restaurant | || Reversal Y Y N N
Balance Inquiry Y Y N N
Balance Receptive with an Y Y Y Y
Authorization Request
Concurrent Partial Authorization Y Y Y Y
and Balance Reception
Lodging Partial Authorization Y Y Y Y
Full Reversal Y Y N N
Balance Inquiry Y Y N N
Balance Receptive with an Y Y Y Y
Authorization Request
Concurrent Partial Authorization Y Y Y Y
and Balance Reception
MOTO Partial Authorization Y Y Y Y
Full Reversal Y Y N N
Balance Inquiry Y Y N N
Balance Receptive with an Y Y Y Y
Authorization Request
Concurrent Partial Authorization Y Y Y Y
and Balance Reception
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Decline Response Following is an example of how the response for a declined transaction would be
formatted:

"NPICK UP CARD"

The N at the beginning of the field indicates that the transaction was declined. The
text of the response from the processor follows. Declined transactions always start
with a N.

GE Promotional
Data Elements
For Private Label
Transactions

In the GE plat form, the following Promotional Data Elements will be returned
in the transaction response for private label transactions

During Promo APR
Promo APR (v) Flag
After Promo APR
After Promo (v) Flag
Promo Type

Promo Duration

o0~ wDdh R

The above promotional data  elements received from host will be present at
the end of transaction response in the following format:

<PROMOTYPE>Promo Type<PROMODUR>Promo Duration<DURPROMOAPR>
During Promo APR <PROMOAPRFLAG> Promo APR Flag <AFTERPROMOAPR>
After Promo APR<AFTERPROMOFLAG> After Promo Flag

The values of the promotional data elements are present in the transaction
response as they are received from host. These promotional data values are

not formatted or space -trimmed in any way by ICVERIFY. Please use your
own formatting o n these values if you need to.

The values of During Promo APR and After Promo APR are returned in the
transaction response as 6 digits as present in host response. To obtain the
Percentage APR value you should insert a decimal point after the first two

dig its and truncate any trailing zeros (if present).

Example: If the APR value returned in the transaction response is 299900, the
percentage APR value should be 29.99%.

Following is an example for the response received for a private label
transaction for GE with promotional data elements:
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"Y019275000010<PROMOTYPE>WITH PAYMENT DEFERRED INTEREST
<PROMODUR>12 MONTHS
<DURPROMOAPR>299900<PROMOAPRFLAG>00<AFTERPROMOAPR>299900<

AFTERPROMOFLAG=>00"
Transaction Response messages in XML mode always follow the same logical structure.
Responses in
XMfMode Letds assume that you performed the sa
on the previous page in request -string format. The XML request would look
like this:
<Request >

<CreditCardCharge >
<ClerkID >Billy</  ClerkiD >
<Comment-Comment</ Comment
<Accountinfo>
<AccountNumber >5000300020003003 </ AccountNumber >
</Accountinfo>
<Expirationinfo>
<ExpirationMonth >12</ ExpirationMonth >
<ExpirationYear> 09</ExpirationYear>
</Expirationinfo>
<TransactionAmount  >25.00</ TransactionAmount >
<BillingPostalCode >65421</ BillingPostalCode >
<BillingAddress >2 Happy Lucky St.</ BillingAddress >
</ CreditCardCharge >
</ Request >

When you submit this request to the IC VERIFYapplication and receive a
response, you will receive a response similar to the following example.

NOTE: The fields in the response have been placed on separate lines to
improve legibility. The actual response string will not have newline characters
between the XML elements. Also, not all the fields in the response example
may be present. Field presence depends on whether the transaction was
successfully processed and what the response actually was.
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XML Response

Sample

<Reply >
<TransactionReply >
<ResponseCode >0</ ResponseCode >
<ResultCode >00</ ResultCode >
<ResultMessage ></ ResultMessage >
<BatchSequenceNumber >1</ BatchSequenceNumber >
<AVSResponseCode >X</ AVSResponseCode >
<CVVResponseCode>U</ CVVResponseCode>
<ApprovalNumber >O0K1234</ ApprovalNumber >
<TransactionDate = >09152005 </ TransactionDate >
<TransactionTime  >140415 </ TransactionTime >
<CardSubType >Q</ CardSubType >
<AccountNumber >XxxXxxxxxxxx 3003 </ AccountNumber >
<TransactionAmount  >25.00 </ TransactionAmount >
<RawResponse>0TU1MDBBQUI9LMDAwNg#-RawResponse >
</ TransactionReply >
</ Reply >

XML Response containing Partial Authorization and Balance Reception
Responses.

XML
Response
Fields

The XML response for a partially approved transaction would contain the
partially authorized amount within the <ApprovedAmount/> XML element.
The transaction response containing the prepaid card balance (if returned
by host) is contained within the <Balanc ~ eAmount/> XML element. XML
response for a standalone Balance Inquiry transaction also contains the
returned card balance with the <BalanceAmount/> XML element

NOTE: Presently partial authorization is supported only for FDMS Buypass
(prepaid Credit and Deb it cards) and FDMS South (prepaid Credit cards)
processors. Balance reception with authorization is supported only for FDMS
Buypass and FDMS South processors on prepaid Credit cards. Standalone
balance inquiry transactions are supported in FDMS South proce ssor only.

The sample XML response containing partial approval and card balance
fields is shown below.

While some of the XML response fields are obvious, others may be a little
more difficult to understand. The following table provi des a brief description
of fields and their meanings.
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Table 3

XML Response Fields

Field

Description

ResponseCode

This is the Omastero6 respon
type of response at a high level. You should check

the value in this field before any others. A value of 0
(zero) means the transaction was approved or
successfully processed. Other responses indicate
various other states. Refer to Appendix A for a list of
codes and their definitions.

ResultCode

This code is returned directly from the Processing
Network and is generated by the processing platform.

It is proprietary to each network. You may be requ ired
to display this value on a screen or print it on receipts.
The ICVERIFYapplication maps the various ResultCode
values from all the processors to a common set of
ResponseCode values.

ResultMessage

If the processing network has supplied a text messa  ge,
it will appear in this XML field. You may need to
display this value on a screen or print it on receipts.
Examples of this field include PLEASE REENTER or PICK
UP CARD.

BatchSequence This is a numeric value showing the current batch

Number number in the IC VERIFYapplication.

AVSResponseCode The address verification response code returned from
the Processing Network. For a list of AVS response
codes, see the reference document AVS & CVWV
Response Codes .

CVVResponseCode The card verification resp onse code returned from the

Processing Network, if your transaction request
included CVV2, CVC2 or CID information. For a list of
CVV response codes, see the reference document
AVS & CVV Response Codes .

ApprovalNumber

A six-position alphanumeric field s howing the approval
code for an authorization -type transaction (such as a
Sale, Book or Auth -Only.)

TransactionDate
TransactionTime

The date and time the transaction response was
created. The format of TransactionDate is MMDDYYYY
while the format of Tra nsactionTime is HHMMSS (24-
hour notation.)

CardSubType

This field indicates whether the card used in the
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Field

Description

transaction is a consumer, corporate, purchasing or
commercial card. See the earlier section discussing
card subtypes for potential values.

AccountNumber

The account number used for this transaction, with the
leading positions masked by  x characters.

TransactionAmount

The transaction amount submitted for the transaction.

RawResponse

The actual response message returned from the
Processing Network, encoded in Base64 format to
guard against special characters. If your application
logic requires you to parse the actual processor
message, you can Base64 -decode this field and
perform whatever operations you require.

PROMOTYPE

Promo Type.

This field is present only for GE private label transaction
responses

PROMODUR

Promo Duration.

This field is present only for GE private label transaction
responses

DURPROMOAPR

During Promo APR.

This field is present only for GE private label transac  tion
responses.

The APR value returned is of six digits. To obtain the
Percentage APR value, you should insert a decimal
point after the first two digits and truncate any trailing
zeros (if present).

Example: If the APR value returned in the transaction
response is 299900, the percentage APR value should
be 29.99%

PROMOAPRFLAG

Promo APR Flag.

This field is present only for GE private label transaction
responses.

AFTERPROMOAPR

After Promo APR.

This field is present only for GE private label transaction
responses.

The APR value returned is of six digits. To obtain the
Percentage APR value you should insert a decimal
point after the first two digits and truncate any trailing
zeros (if present).
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Field

Description

Example: If the APR value returned in the transaction
respon se is 299900, the percentage APR value should
be 29.99%

AFTERPROMOFLAG

After Promo Flag.

This field is present only for GE private label transaction
responses.

ApprovedAmount

The amount approved for a partially approved
transaction.

BalanceAmount

The balance amount on the card if returned by host.
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Processing In file-based integration mode, ICVERIF? writes the results of the offline group
. or request session to the offline group output or .ans file. ICVERIFYcan return

Offline the results from the transmitted offline group in two different ways. The

Group Input following is an example of a response from an approved MasterCard

or Request purchasing card transaction taken directly from the offline group output file.

Files 0

Interpreting NOTE: The first three lines should be regarded as one continuous line. The

response from the Processing Network is repeated for each transaction or line

item associated with the transaction. The field containing the Processing

Net wor ké6s actual nrinébslponm.se i s show

Results

"C4","clerk","22222","5405010100000016","0 912","10.00","11111"

, ONorthStreet", "44444","0.00","0.00", "(
ll33333|l,ll66666ll,lllll,llll,llll,llll7Illlll07 - 22_

2003","13:48:44"," Y813484 ","A1000",","000001"

"PO"," "Feathers","111AAA000","1.0000","Ton","100.0000",","0
'OO"1""7""1""1""!""1""1""1""7""1""1""7""1"""07 - 22 -
2003","13:48:44"" Y813484"," "™ "000001"

The Y at the beginning of the response field indicates that the transaction

was approved. This i s followed by the approval code for the transaction (the
approval code is usually six digits, but the standard length of the approval

code can vary depending on the Processing Network that the merchant is
using) and an optional reference number. If the so ftware has been
configured for address verification, the one -letter AVS response will be
included at the end of the approval code:

"Y123456Y12345678"

For a complete list of AVS response codes, see the document AVS & CVV
Response Codes on your installation CD -ROM. If an additional number
foll ows t he AV S response, itods a ref
provided by the Processing Network.

Processing I t 6 s @tosse thd IExport Transactions feature to export the results of an
Offline Group offline group transmission, but line item details will not be included.

Input or

Request Files 8 The export feature exports the header record for purchasing transactions, but
Interpreting not the line item details. For example, an input file including a single Visa®
Results: Method  purchasing card transaction would appear as follows (extra spaces included
2 for legibility):
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"Cl1","clerk","12433254365436","4275330000005810",
"0 912","40.00","12345","LIIIWithLID","2354325","0.00","0.00",
" 0.00","0.00","07 - 30- 2003","31432","4254325","45435"," 3 "

"P0","0004","Pens,Green”,"555EEE000","1.0000","Gross",
"35.9900","00.00","0.00","0.00 "

"P0","0003","Pens,Red","444DDD000","1.0000","Gross",
"39.9500","00.00","0.00","0.00 "

"P0","0003","Pens,Red","444DDD000","1.0000","Gross",
"39.9500","00.00","0.00","0.00 "

If the export feature is used, only the information that is bold is available for
export (along with the response from the Processing Network). The line items
for the transaction (the remaining three entries) are ignored by the export
feature as transacti ons are exported.
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Chapter 6 0 Reports

Overview

Detail
Reports

The chapter describes the individual sections of reports generated by the
ICVERIF® application.

To see a sample report in its entirety, see  Detailed Report Sample

The Detail Report is used to view transactions before they are settled. This
report is also known as the Pre -Settlement Report.

A merchant views the Detail Report to verify that the correct transactions are
going to be settled. At the h ead of the Detail Report is a common
introduction to a report. The rest of the report is broken into the following
sections:

e Credit Card

e Visa® & MasterCard @
o Visa®

e MasterCard ©

e American Express @

e Discover®

e Diners/Discover ®

e JCB/Discover ®

e Other

e Captured

e Not Ca ptured or Auth Only
e Sequence Number

e Authorized Transactions
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Detail Report A detail report can be generated through the same request file process as
Format regular transactions.

Use the following format in request -string mode :
"RC","HRD","SDT","EDT","RPS","SUM","TAG","CMc","CMM","ACT",
IIEXPII,IIAMT II'IICMNII

In XML mode, the request would follow this structure:
<Request >
<ChargeCardReport >
<ClerkID ></ClerkID >
<Comment></ Comment>
<PrintFlag ></ PrintFlag >
<ReportStartDate =~ ></ ReportStartDate >
<ReportEndDate ></ ReportEndDate >
<ReportOptions  ></ ReportOptions >
<ReportSummarylndicator ></ReportSummarylndicator>
<ReportPrintReceiptOptions ></ReportPrintReceiptOptions>
<ReportType ></ReportType>
<Accountinfo>
<AccountNumber ></ AccountNumber >
</Accountinfo>
<Expirationinfo>
<Expiration = Month ></ Expiration =~ Month >
<ExpirationYear></ExpirationYear>
</Expirationinfo>
</ ChargeCardReport >
</ Request >

You can customize your report by changing the values in the parameters or

by changing the type of report you run. Refer to the Transaction Builder tool

for additional information about report subtypes. Table 4 describes the
standard fields used to genera te a detail report.
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If you are using the Dynamic Currency Conversion (DCC) feature within the
software, the request -string format includes a new field at the end:
"RC","HRD","SDT","EDT","RPS","SUM","TAG","CMc","CMM","ACT",
"EXP","AMT","CMN","CCD"

In XML mode, the equivalent node is  <DcclInfo><DccCurrencyCode>

If you support DCC and a batch contains transactions in multiple currencies,

then multiple detail sections in different currencies will be shown in the Detail
Report. The Report will be grouped by the currency code. An additional
summary section in U .S Dollars will be present along with the foreign currency

for converted transactions.  The Grand Total will be printed in ~ U.S. Dollars

NOTE: Depending on the service  pack level of your software, the DCC
feature may not be available.

Table 4 Detail Report Field Definitions
Field Description
RC Describes the type of transaction to report.
HRD A yes/no flag s pecif ying whether you wish this

report to be spooled to  the printer. The print
device used will be the one you configured as
your report printer in the IC VERIFY Setup
Application Printer tab.

SDT Use the current date to produce a Settlement
Preview report (this is t
of the transactio n requested). Use a date range
that spans over a period to produce a Credit
Card report. Use the format = XX-XX-XXXX .

EDT Use the current date to produce a Settlement
Preview report (this is t
of the transaction requested). Use a date range
that spans over a period to produce a Credit
Card report. Use the format = XX-XX-XXXX .

CMN Contains the customerds n
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Field Description

RPS Allows you to set report options you want to use
for each report. Valid values are the following:

Y A Captured

N A Not captured

Vi Visa®

M A MasterCard ©

A i American Express ®
D i Discover®

NOTE: This field is optional.

SUM Enables summary information. Valid values are
the following:

Y A Totals only

N fi Include details with totals

SA Settlement sub -totals

DA Settlement sub -totals with details

TAG Enables or disables receipt printing. Choose Y to
print, choose N to disable.

CMc Contains the clerk information, and can contain
up to 32 alphanumeric characters.

CMM Contains comment information about the
transaction, and can contain up to 32
alphanumeric characters. This field is often used
for order numbers (a unique number or
alphanumeric sequence that identifies the
transaction).

ACT If you wish to report on a single transaction, you
can use this fiel d as a filter on a specific card
number. Otherwise, do not enter a value.

In request -string mode, you must supply this field
even if you leave it blank. In XML mode, you may
omit the Accountinfo node if you do not wish to
use it.

AMT Use this field al ong with the ACT field to filter on a
specific transaction.

In request -string mode, you must supply this field
even if you leave it blank. In XML mode, you may
omit the TransactionAmount element if you do
not wish to use it.
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Figure 7

Field

Description

EXP

If you include an account number in the ACT
field, you will need to specify its expiration date.

The format in request -string mode is YYMM. In
XML mode, you may omit the Expirationinfo node

if you do not wish to use it.

CCD

This is a currency code indi cator for Dynamic
Currency Conversion reports. You do not need to

include this field unless you are using the DCC
feature on Firmetplafoart. ads C

Report information is located at the beginning of the Detail Report. The
introduction includes the report type, dates and time, the company name,
and page number, as shown in Figure 7.

Detail Report 0 Introduction

Report Type Start Date, Ending Date and Time Compaty Name

LS CF: 04-01-19595 DATE:

S R

.
Detail Rerﬁpt/ / l

04-01-1995 TIME: 11:29:59 FAGE 1

FDE test CURRENT
CREDIT CARD
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Figure 8a

Figure 8b

Detail Report
Fields

The first section of the report is called

Credit Card.

cards are going to settle and includes all card types.
standard processing, the report will look similar to that shown in Figure 8a. If

youdr e
to Figure 8b.

Detail Report , Credit Card Section 9 Standard Processing

This section details what

If you are performing

d/rainia Qurredcy Conversion (DCC), the report will look similar

- — CARD/CCMMENT- -
T TYPE NUMEER EXP
3 AMEX 373731623811006 0512

AMEX TEZT CARD
CLERK
CUSTMER ORDEER#

3 WISA 401zZ000033330026 0512
VISA CLAJISIC
CLERE
CUSTHMER ORDERH

ALMOUNT DATE

75.00 04-01 15:36 000029 OK: OKO137

CREDIT CARD

TIME

: Clerk Field

: Coment/Order Num
75.00 06-11 15:37 000030 oOK: OKO185

: Clerk Field

i Comment/Order Num

SEQH

RESPONSE

|

Customer name, Clerk and
Comment identifier.

Detail Report, Credit Card Section

HNERCHANT MAME - CARDNET CURRENT

Clerk and comment fields.

0 DCC Processing

CREDIT CARD
0g-22-2007

TRANZIACTION CURRENCY CODE

- — CARD/COMMENT- -

T TYFE NUMEER EXP

AMOUNT DATE

TINE

EUR

ZEQH

REZPONZE

08-22 13:03 000002 OK: OK7327 ADD4EIP

: sysadmin

: MASTERCARD
33071

: CORALSFPRING

3 MAST ¥MMXMNENMMXXHOO04 MExx?®
CLERK
CU3TOMER MNALME
ZIF CODE
EILLING ADDRESS
FREIGHT AMOUNT
DUTY AMOUNT
DISCOUNT AMOUNT
ORLER DATE
CUSTOMER ORDER#
FOREIGN AMOUNT
CURRENCY CODE
EXCHANGE RATE
CONVERSION TIME
CONVERSION DATE
VAT TAY AMOUNT
VAT/Th¥Y RATE

0.oo0
0.oo
0.oo0

1 DE-Zz2-zZ007

12345
0.858

: EUR

0.3510
130338

1 D8-Zz2-Z007

0.oo0
0.oo0

There are several fields in this section of the Detail report that are also found
in other sections of the report.

described in Table 5.

The fields under

CARD/COMMENT are
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Table 5

Card/Comments Fields in the Detail Report

Field Description

T The type of transaction.
NOTE: This field is industry specific. For instance, in
the MOTO industry, the most commonly used
transaction types are Book (B) and Ship (S). In the
food industry the most commonly used transaction
are Authorization (A) and Add Tip (T). If your industry
is retail then the most commonly used transaction is
Sale (S).

Type The type of credit card used for the transaction.

Number The credit card number used for the transaction.

EXP The expiration date on the credit card used f or the
transaction.

Amount The amount of the transaction.

Date The date the transaction was executed.

Time The time of day the transaction was executed.

SEQ# A sequence number supplied by the Processing
Network.

Response The approval code for the  transaction.

NOTE: The word OK before the approval means that
the card is good.

Customer Name

The customer 0s name as it
card used for the transaction.

NOTE: This field is completed only if the credit card
was swiped.

Clerk

The name of the clerk who took the order.

Comment

Any additional comments regarding the transaction.
This field is often used for order numbers (a unique
number or alphanumeric sequence that identifies the
transaction).
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Additional Right below the credit card number, there are three more fields. The first of
: the three fields does not have an identifier.
Fields
This unidentified field is for the cuc
used for that particular transaction (swiped cards on ly).

The next two areas are the clerk and comment identifiers. To the right of the
clerk and comment identifiers are the fields that contain the information for
the identifiers. Some merchants use the comments field for a customer order

number.
Cred it Card A summary of all credit card activity appears at the bottom of the report in
Summary the Credit Card section. The rest of the Detail Report is broken into sections
Information similar to the Credit Card section.
I f youdre perf oprogessing yosrtsammerawildoe similar to that
shown in Figure 9a. I f youdre perfor mi
similar to Figure 9b.
Figure 9a Detail Report, Credit Card Summary 8 Standard Processing
CEEDIT CAFD
TRANSACTION---—----—- TODAY--------- ---MONTH TO DATE--- ---YEAR T DATE----
TYPE COUNT TOTAL AVE TOTAL AVE TOTAL AVE
sazP : s825.25 412 §825.25 ¢4l2  4625.25 g4z
TOTAL 2 §825.25 Fdl12 §825.25 §dl:z §825.25 §4l2
Bummaty of the Bumtmaty of the Bumimaty of the
cuttent day’s Month to date Teatto Date
total total total
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Figure 9b Detail Report, Credit Card Summary 8 DCC Processing
Visa® & This section shows Visa® and MasterCard @ transactions for each card type
MasterCard ® (Figure 10). It contains the same fields as the Credit Card section, plus a few
Section more.
Figure 10 Detail Report (Visa ® and MasterCard @ Section)
Detail Report This section contains the total of Visa ® and MasterCard @ transactions.
(Visa® and (Figure 11).
MasterCard @
Totals)
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