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Best Practices and Security Measures

Dos and Don’ts for Merchants

As your partner, we want to make accepting payments as simple as possible for you.
Here are some top tips and best practices to help you prevent fraud, reduce
chargebacks and securely handle payments of your customers. For more details, you
can refer to Your Payments Acceptance Guide by visiting the ‘Client Support’ section of
our website.

Don’t:
e Split the amounts/multiple swipes for a single transaction/provide cash against

the credit cards

e Do not attempt to stop a transaction by pulling out the chip card (or removing the
contactless card from the sensor) in the middle of the payment process. Please
conduct a void transaction instead

e Do not use your own card at your merchant establishment

e Do not handover the EDC to the cardholder, unless the terminal asks for a
PIN to be entered

e Do not do swipe transaction using chip card
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Do:

Check the card validity period
Check for card security features
Swipe the card through the terminal in the customer’s presence

Use void transaction function to cancel a transaction instead of pulling out the chip
card (or removing a contactless card from the sensor) in the middle of the
transaction process

Follow instruction from point-of-sale (POS) (Approve/Decline/Pick-up and so on)

If the card gets declined as Lost/Stolen, Capture or Pickup, merchant should retain
the card or report immediately to the acquiring bank or call up the authorization
number and ask for a code 10 authorization

Compare the card number and name printed on the charge slip with that on card

Get a signature from the customer on the charge slip and check if the signature
matches with that on card

If the card is not signed then ask the customer to sign it in front of you and verify
the signature and name with some form of photo identification

Return the card and customer copy of the charge slip to the customer

Keep the merchant copy of the charge slip and the invoice of the transaction for at
least one year after the sale to settle any future disputes

For all International/High Value card transactions, merchant is recommended to
check the ID proof of the cardholder and compare the signature on the card to the
signature on the ID proof. Also check if the nationality as per ID proof matches with
Issuing bank country

The credit card is local or international can be checked with the Issuing bank name,
country of card issued and customer care numbers printed on the backside of the
credit card. Alternatively, merchant may contact the authorization center of the
acquirer and confirm the name of the bank against that on the card

Always write down the customer’s address and contact details for future reference

We’re here to help. If you have any further questions:

Call us at +852-3071-5008 or

Visit the “Client Support” page at firstdata.com.hk

© 2020 Fiserv, Inc. or its affiliates.
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